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1. About This Manual

Thank you for purchasing Moxa’s managed switch. Read this user’s manual to learn how to connect your
Moxa switch with various interfaces and how to configure all settings and parameters via the user-friendly
web interface.

This user's manual is applicable to the EDS-4000 Series, EDS-G4000 Series, MDS-G4000 Series, MDS-
G4000-L3 Series, MDS-G4000-4XGS Series, MDS-G4000-L3-4XGS Series, and RKS-G4000 Series.
Supported features may differ between product series. Refer to the Product Series Feature Comparison
Table for more details.

Three methods can be used to connect to the Moxa’s switch, which all will be described in the next two
chapters. See the following descriptions for each chapter’s main functions.

Chapter 2: Getting Started

In this chapter, we explain the instruction on how to initialize the configuration on Moxa’s switch. We
provide three interfaces to access the configuration settings: RS-232 console interface, telnet interface, and
web interface.

Chapter 3: Web Interface Configuration

In this chapter, we explain how to access a Moxa switch’s various configuration, monitoring, and
management functions. The functions can be accessed by web browser. We describe how to configure the
switch functions via web interface, which provides the most user-friendly way to configure a Moxa switch.

Appendix A: Account Privileges List

This appendix describes the read/write access privileges for different accounts on Moxa’s Managed Ethernet
Series switch.

Appendix B: Event Log Description

In this appendix, users can check the event log name and its event log description. When any event occurs,
this appendix helps users quickly check the detailed definition for each event.

Appendix C: SNMP MIB File

This appendix contains the SNMP MIB files so that users can manage the entities in a network with Moxa’s
switch.
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Symbols for the Meanings in the Web Interface
Configurations

The Web Interface Configuration includes various symbols. For your convenience, refer to the following table
for the meanings of the symbols.

Symbols Meanings

Add

Read detailed information

Clear all

Column selection

Refresh

Enable/Disable Auto Save
When Auto Save is disabled, users need to click this icon to save the configurations.

Export*

Edit

Re-authentication

®oNEDQ MM+

Delete
KA .
¢ N Panel View
Expand
Collapse

Hint Information

Settings

Data Comparison

Menu icon

Change mode

Locator

Reboot

Reset to default

Logout

Increase

Decrease

Equal

Menu

L€ >MOC@O W - 41 i@ > <

Search
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*The Export function helps users save the current configurations or information for the specific functions. It
is located on the upper part of the configuration area. There are two formats available: CVS, or PDF. Select
the format and save in your local computer.

.
Export CSV

Export PDF

About Note, Attention, and Warning

Throughout the whole manual, users will see some notes, attentions, and warnings. Here are the
explanations for each definition.

Note: It indicates the additional explanations for the situation that users might encounter. Here is the
example:

/ NOTE

By default, the password assigned to the Moxa switch is moxa. Be sure to change the default password
after you first log in to help keep your system secure.

Attention: It indicates the situations where users might take some extra care or it might bring some
problems. Here is the example:

/\  ATTENTION

When a different type of module has been inserted into the switch, we suggest you configure the settings,
or use reset-to-default.

Warning: It indicates the situations where users need to pay particular attention to, or it might bring
serious damage to the system or the switch. Here is an example:

/\  WARNING

There is a risk of explosion if the battery is replaced by an incorrect type.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 7



Configuration Reminders

In this section, several examples will be used to remind users when configuring the settings for Moxa’s
switch.

A: About Mandatory Parameters

Create VLAN

VLAN ID * (i ]

Required

Name

Member Port v

Forbidden Port -

CANCEL CREATE

1. The items with asterisks mean they are mandatory parameters that must be provided. In the figure
above, the parameters for VLAN, Version, and Query Interval all need to be provided, or it will not be
created or applied.

2. If the item is marked with red it means this item has been skipped. You need to fill in the parameters or
you cannot apply or create the function.

In addition, some parameter values will be limited to a specific range. If the values exceed the range, it
cannot be applied or created.

B: Configurations before Enable/Disable

In another situation, some settings can be configured first, but remain disabled. Users can decide to enable
them when necessary without configuring the same settings again. This is particularly convenient and user-
friendly when configuring various settings. For example, in Spanning Tree configuration page, users can
configure the Guard settings first, but later select to disable the Guard settings in the General tab. When
users decide to enable the Guard settings, they only need to select Enable in General settings, so that the
Guard setting can be enabled at the same time.

Spanning Tree

General Guard Status

STP Mode *
Disabled -

APPLY

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 8



C. Product Series Feature Comparison Table

Refer to the table below for a full overview of the supported features for each product series model covered
by this manual.

v' Supported
/\  Partially supported

- Unsupported

For more details on partially supported features, refer to the respective feature section in this manual.

Device Summary v v v v
Information v v v v
Settings
System Firmware v v v v
Management Upgrade
Config Back and v v v v
Restore
A ¢ User Accounts v v v v
ceoun Password Policy v v v v
Management -
System Online Accounts v v v v
IP Configuration v v v v
DHCP Server v v v v
Network
DHCP Relay v v v v
Agent
System Time v v v v
i NTP Server v v v v
Time -
Time v v v v
Synchronization
Port Interface Port Settings v v v v
Link Delay v v v v
Port Link v v v v
Aggregation
PoE oE models only
VLAN v v v v
GARP v v v v
MAC Static Unicast v v v v
MAC Address v v v v
Table
Layer 2 Classification v v v v
Switching QoS Ingress Rate Limit A v v 4
Scheduler v v v v
Egress Shaper - v v v
IGMP Snooping v v v v
Multicast GMRP v v v v
Static Multicast v v v v
Spanning Tree v v v v
N K L ) Turbo Ring V2 v v v v
R:Zv:zrdancy Riﬁirndancy Turbo Chain Y Y Y v
Dual Homing v v v v
MRP v v v v
Network
Management SNMP v v v v
Management
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Security

Device Security

Management
Interface

User
Interface

(\

<\

<\

(\

Hardware
Interface

Login Policy

Trusted Access

SSH & SSL

Network
Security

IEEE 802.1X

SENENENERN

NNN NS

NNN NS

SENENENERN

MAC
Authentication
Bypass

AN

<

<

AN

Port Security

AN

<\

<\

AN

Traffic Storm
Control

AN

<

<

AN

Access Control
List

<\

<\

(\

Network Loop
Protection

Binding Database

< <>

DHCP Snooping

IP Source Guard

Dynamic ARP
Inspection

SERNENENEEN

SERNENENEEN

SSIRNENENERN

Login
Authentication

Authentication

RADIUS

TACACS+

Event Logs

System Status

Resource
Utilization

Statistics

Fiber Check

SRNERNIENENENERN

Module
Information

SNN S INN YOS

SNN S INN YOS

NN ENENEVERN

Diagnostics

Log and Event
Notifications

Event
Notifications

(\

Syslog

(\

SNMP
Trap/Inform

Email Settings

Relay Alarm Cut-
off

LLDP

Diagnosis

Port Mirroring

Ping

ARP Table

MMS

Industrial

IEC 61850

Modbus TCP

NN NN AN NN NN RN

NN NN AN NN NN RN

NN ENENENENEN N VRN ENERN

Application

PROFINET

EtherNet/IP

SENENENENENENENENEENIEN
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2. Getting Started

In this chapter, we explain how to log in a Moxa’s switch for the first time. There are three ways to access
the Moxa switch’s configuration settings: RS-232 console, or web-based interface.

Log in by Web Interface

You can directly connect a Moxa switch to your computer with a standard network cable or install your
computer on the same intranet as your switch. You will then need to configure your computer’s network
settings. The default IP address for a Moxa switch is:

192.168.127.253

For example, you can configure the computer’s IP setting as 192.168.127.99, and the subnet mask as
255.255.255.0.

Internet Protocol Verslon 4 (TCP/IPv4) Propertles I--? =

General

You can get IP settings assigned automatically if your netwark supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IF address: 192 . 188 , 127 .

Subnet mask: 255 . 255 255 .

Default gateway:

CObtain DNS server address automatically

i@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server;

[] validate settings upon exit

[ oK ][ Cancel ]

Click OK when finished.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 11



Connecting to the Switch

Open a browser, such as Google Chrome, Internet Explorer 11, or Firefox, and connect to the following IP
address:

https://192.168.127.253

EXIMX-NOS

Username

admin

Password

LOG IN

RKS-G4028-4GS-
HV-T

Copyright © 2023 Moxa, Inc. All Rights Reserved.

/ NOTE

To enhance network security, all HTTP connections will be automatically redirected to HTTPS connections.
In addition, when a web browser displays a warning message because a certificate has not been signed by
a certification authority, you may add an exception rule for that certificate in the web browser or use a
custom certificate to continue. Please go to the following: Security > Device Security > SSH & SSL > SSL

The default username and password are:

Username: admin
Password: moxa

Click LOG IN to continue. If you have logged in before, you will see a screen indicating the previous login
information. Click CLOSE.

Login Records

Welcome admin

The last successful login time was 2018-12-21 18:54:14.

CLOSE

Another system message will appear, reminding you to change the default password. We recommend that
you change your password, or a message will appear whenever you log in telling you to change your
password. You can change the password in the Account Management section. Click CLOSE to continue.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 12



Log in by RS-232 Console

The Moxa’s managed switch offers a serial console port, allowing users to connect to the switch and
configure the settings. Do the following steps for the serial connection and configuration.

1.
2.
3.

After installing PComm Terminal Emulator, access the Moxa switch’s console as follows:

4.

5.

Change Default Password

Please change the default username and
password in order to enhance security.

CLOSE

Prepare an RS-232 serial cable with an RJ45 interface.

Connect the RJ45 interface end to the console port on the switch, and the other end to the computer.
We recommend you use PComm Terminal Emulator for serial communication. The software can be
downloaded free of charge from Moxa’s website.

From the Windows desktop, click Start & Moxa © PComm Terminal Emulator.

. Moxa

Library Programming Guide

M

Library Reference
mxSetSenallnterface
PComm Diagnostic
Mew

PComm Monitor
Mew

PComm Terminal Emulator
New

Performance Anabyzer

Onelnve

Select Open under the Port Manager menu to open a new connection.

ﬂ PComm Terminal Emulator

Profile

4

Port Manager
Open

Help
Ctrl+Alt+0 E| | |

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual
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6. The Property window should open. On the Communication Parameter tab for Ports, select the COM
port that is being used for the console connection. Set the other fields as follows: 115200 for Baud
Rate, 8 for Data Bits, None for Parity, and 1 for Stop Bits.

Property %
Communication Parameter |T91Tninal I Fila TlElnsferI Capturing I
Protocel -
— Serial Parameters
CoM1 Baud rate: |'|'|52'[H] LI
™ User defined
Data bits: IE ;I
Parity: INune ;I
Stop bits: |1 LI
Aow cortrol: [ RTS/ACTS
[~ DTR/DSR
[~ XON/XOFF
RTSstate: ™ ON  OFF
DTRstate:  ON ( OFF

Default | QK I Cancel

7. On the Terminal tab, select VT100 for Terminal Type, and then click OK to continue.

Property >
Communication Parameter  Teminal | File Tlansferl Capturing I
Terminal type: VT 100 -
—Window Size
Size: IE['.- X |25 {col x row)
History depth: |25 {unit: row)
— Transmit
[T Lozal echo
Send Enter'key as:  |CRLF ~]
— Receive
CR translation: |Na Changed ;I
LF translation: IND Changed ;I
[¥ Enable auto line wrap

Default | QK I Cancel

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 14



8. The console will prompt you to log in. The default login name is admin, and the default password is
moxa. This password will be required to access any of the consoles (web, serial, Telnet).

PComm Terminal Emulator - COM4,115200,None, 8,1, VT100
Profile  Edit Port Manager Window Help
4| ||| &|{ea]={e| X[z8] |

ESCOMA4,115200,None,8,1, VT100

moxa login: admin

Fassword:

Welcone to MOXA command shell

Current time is Thursday. Wovember 03, 2016, 05:17 PM

FPlea=ze change the default username and password in order to enhance security

moxat

9. After successfully connecting to the switch by serial console, you can start configuring the switch’s
parameters by using command line instructions. Refer to the Moxa Command Line Interface Manual
for details.

/7  NOTE

By default, the password assigned to the Moxa switch is moxa. Be sure to change the default password
after you first log in to help keep your system secure.

Log in by Telnet

Opening the Moxa switch’s Telnet or web console over a network requires that the PC host and Moxa switch
are on the same logical subnet. You might need to adjust your PC host’s IP address and subnet mask. By
default, the Moxa switch’s IP address is 192.168.127.253 and the Moxa switch’s subnet mask is
255.255.255.0. Your PC’s IP address must be set to 192.168.xxx.xxx if the subnet mask is 255.255.0.0, or
to 192.168.127.xxx if the subnet mask is 255.255.255.0.

/  NOTE

When connecting to the Moxa switch’s Telnet or web console, first connect one of the Moxa switch’s
Ethernet ports to your Ethernet LAN, or directly to your PC’s Ethernet port. You can use either a straight-
through or cross-over Ethernet cable.

/  NOTE

The Moxa switch’s default IP address is 192.168.127.253.

After making sure that the Moxa switch is connected to the same LAN and logical subnet as your PC, open
the Moxa switch’s Telnet console as follows:

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 15



10. Click Start = Run from the Windows Start menu and then Telnet to the Moxa switch's IP address from
the Windows Run window. You can also issue the Telnet command from a DOS prompt.

. Windows System
Command Prompt
Control Panel
Default Programs
Devices

File Explorer

Run

Task Manager

This PC

Ee=
£
L
o
i
™
o
¢

Windows Defender

11. Next, use Telnet to connect the Moxa switch’s IP address (192.168.127.253) from the Windows Run
window. You can also issue the Telnet command from a DOS prompt.

I Run x

- Type the name of a program, folder, decument, or Internet
—  resource, and Windows will open it for you.

Open: | telnet 192.168.127.253 &

¥ This task will be created with administrative privileges.

Cancel Browse...

12. The Telnet console will prompt you to log in. The default login name is admin, and the password is
moxa. This password will be required to access any of the consoles (web, serial, Telnet).

_-_j Telnet 192.168.127.253

1 shell
Current time is Sunday, April 28,

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 16



13. After successfully connecting to the switch by Telnet, users can start configuring the switch parameters

by using command line instructions. Refer to the Moxa Command Line Interface Manual.

/7  NOTE

By default, the password assigned to the Moxa switch is moxa. Be sure to change the default password
after you first log in to help keep your system secure.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual
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3. Web Interface Configuration

Moxa’s managed switch offers a user-friendly web interface for easy configurations. Users find it simple to
configure various settings over the web interface. All configurations for the Moxa’s managed switch can be
easily set up and done via this web interface, essentially reducing system maintenance and configuration

effort.

Function Introduction

This section describes the web interface design, providing a basic visual concept for users to understand the
main information or configuration menu for the web interface pages.

3

Q_ search for tunction

Device Summary
{e} System

Port

a Layer 2 Switching
@ Network Redundancy
@%}) Management

@ RETY

@ Diagnostics

:: Industrial Application

= MOX/\ RKS-G4028-4GS-HV-T

12 =

MAC Address
00:90:E8:AF:4B:17

Redundant Protocol

Event Summary (Last 3 days)

External Storage

CPU Usage History (%)

100

Hi, admin Standard
Device Summary

System Information X »
Panel Status e

Product Model Product Revision

RKS-G4028-4GS-HV-T V1.0.0

Name Serial Number PWR STATE FAULT r:gg/ c::lnz/ SYNC

moxa TBBID1119503

Location Firmware Version

v4.0 Build 2023_0317_1153 1 1 9

IPv4 Address System Uptime

192.168.127.253 0d0h4m18s Link Up Ports Link Down Ports

EXPAND v

2018-12-21 19:00:15 C

7 0 920

80

70

Critical Error 60

50

40

30

1 285 2

10 —_—

Warning Notice 0

18:57:45 18:58:14
VIEW ALL EVENT LOGS >

18:58:45 18:59:15 18:59:45 19:00:15

Login Name: It shows the role of the login name.

2. Configuration Mode: Two modes can be shown: Standard Mode and Advanced Mode.

» Standard Mode: Some of the features and parameters will be hidden to make the configurations
simpler (default).

» Advanced Mode: More features and parameters will be shown for users to configure detailed

settings.

3. Search Bar: Type the items you want to search of the function menu tree.

Function Menu: All functions of the switch are shown here. Click the function you want to view or

configure.

5. Device Summary: All important device information of the functions will be shown here.
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Device Summary

After successfully connecting to the switch, the Device Summary will automatically appear. You can view
the whole web interface on the screen. If you are in the middle of performing configurations, simply click
Device Summary on the Function Menu and you can view the detailed information of the switch.

Device Summary

System Information

Panel Status 52
Product Model Product Revision
RKS-G4028-4GS-HV-T V1.0.0
Narmia il it PWR STATE FAULT MSTR/ CPLR/ SYNC
moxa TBBID1119503 HEAD 1Ak
Location Firmware Version
s v4.0 Build 2023_0317_1153 1 1 9
IPv4 Address System Uptime
192.168.127.253 UdohZ7mas Link Up Ports Link Down Ports
MAC Address External Storage

00:90:E8:AF:4B:17

Redundant Protocol EXPAND v

Event Summary (Last 3 days)

CPU Usage History (%) 2018-12-2119:20:59 (¥

100

920

7 0 80
70

Critical Error 60

50
40
30

1 291 e

Warning Notice 0

19:20:29  19:20:42  19:20:43  19:20:44  19:20:45 19:20:46  19:20:59

VIEW ALL EVENT LOGS -

See the following sections for detailed descriptions for the specific items.

Model Information

This shows the model information, including product model name, serial number, firmware version, system

uptime, etc.

System Information
Product Model
RKS-G4028-4GS-HV-T
Name

moxa

Location

IPv4 Address
192.168.127.253

MAC Address
00:90:E8:AF:4B:17

Redundant Protocol

Product Revision
V1.0.0

Serial Number
TBBID1119503

Firmware Version

v4.0 Build 2023_0317_1153
System Uptime

0d0h27m3s

External Storage
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Panel Status

This section illustrates the panel status. For example, the connecting ports will be shown in green, while the
disconnected ports will be shown in gray. Click Expand to view more detailed information on the panel
status and click Collapse to return.

Panel Status .
PWR STATE FAULT MSTR/ CPLR/ SYNC
HEAD TAIL

1 19

Link Up Ports Link Down Ports

EXPAND v

Click Expand to view more detailed information on the panel status and click Collapse to return.

Panel Status -
PWR STATE FAULT MSTR/ CPLR/ SYNC
HEAD TAIL

1 19

Link Up Ports Link Down Ports

Module 1 - RKS-G4028-4GS-HV

i 172 1/3 /4

Module 2 - RM-G4000-8TX

21 2/2 2/3 2/4 2/5 2/6 277 2/8

Module 3 - RM-G4000-8TX

31 3/2 3/3 3/4 3/5 3/6 377 3/8

COLLAPSE ~
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Panel View

By clicking this icon, it , users can view the device port status by a graphic figure. Click the X icon on the

upper right corner to return to the main page.

This panel view figure might vary, depending on the different modules that you purchase.

Panel View

Event Summary (Last 3 Days)

This section shows the event summary for the past three days.

Event Summary (Last 3 days)

7 0

Critical Error

0 30

Warning Notice

VIEW ALL EVENTS LOGS —|
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Click VIEW ALL EVENT LOGS to go to the Event Log page, where you can view all event logs.

Event Log

Event Log Oversize-Action

Index Bootup Number

1 12
2 12
3 12
4 12
5 12
6 12
7 12
8 11

Severity

Notice

Notice

Notice

Critical

Notice

Notice

Notice

Notice

Backup

Timestamp

2018-12-2119:15:18

2018-12-21 18:59:25

2018-12-21 18:59:06

2018-12-21 18:54:16

2018-12-2118:54:14

2018-12-21 18:53:59

2018-12-21 18:53:59

2018-12-21 19:18:52

Uptime

0d0h21m52s

0doh5mS59s

0d0h5m40s

0dohOmS0s

0d0hOm48s

0dohom33s

0d0hOm33s

0d0h25m27s

Q search

Message

[Account:admin] successfully logged in via local.

[Account:admin] logged out.

[Account:system] logged out.

System has performed a cold start.

[Account:admin] successfully logged in via local.

Interface vlan1 up.

Port 2/1 link up

[Account:admin] logged out.

For Event Log settings, refer to Event Log under the Diagnosis section.

CPU Utilization History

This section shows the CPU usage. The data will be shown as a percentage over time. Click the C icon on

the page to show the latest information.

CPU Usage History (%)

100
20
80
70
60
50
40
30
20
10

0.0
16:00:27

16:00:31

2022-01-17 16:00:32 e

16:00:32
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System

Click System on the function menu. You can configure the System Management, Account Management,
Network, and Time configurations.

{-3} System

System Management

Account Management

Metwork

Time

System Management

Click System Management, four functions can be configured under this section: Information Setting,
Firmware Upgrade, and Configure Backup and Restore.

System Management
Information Settings

Firmware Upgrade

Config Backup and Restore
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Information Setting

Define Information Setting items to make it easier to identify different switches that are connected to
your network.

Information Settings

Jevice Name *

moxa

Location

=
)

Description

=
)

Contact Information

Device Name

Description Factory Default
This option is useful for differentiating between the roles or
1 to 64 characters applications of different units. Note that the device name moxa

cannot be empty.

/  NOTE

The Device Name field can only include the following characters, a-z/A-Z/0-9/-. The prefix cannot start
from port-x where x=0~9. The device name cannot start with-(dash) and cannot end with-(dash).

Location

Description Factory Default
Max. 255 characters T!'IIS option |.s for differentiating betw.een .the locations of None

different switches. Example: production line 1.
Description
Setting |Description |Factory Default
Max. 255 characters Th!s option is for recording a more detailed description of the None

unit.
Contact Information
Setting |Description |Factory Default |
Max. 255 characters Users can input contact information such as email address, or None

telephone number when problems occur.

/  NOTE

The Device Location, Device Description, and Contact Information fields can only include the following
characters, a-z/A-Z/0-9 and special characters ~ 1 @ # $ % "&* (){}[1<>_+-=\:;,./.

When finished, click APPLY to save your changes.
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Firmware Upgrade

There are three ways to update your Moxa switch’s firmware: from a local *.rom file, by remote SFTP
server, and remote TFTP server.

Local

Select Local from the drop-down list under Method.

Firmware Upgrade

Local v

Select File * |

UPGRADE

Select File

Before performing firmware upgrade, download the updated firmware (*.rom) file first from Moxa’s website
(www.moxa.com).

Setting Description Factory Default
) . |Select the firmware file from the location where the updated
Select the firmware file |_ . None
firmware is located.
Browse for the (*.rom) |This option allows users to select the updated firmware file
. . None
file and perform the firmware upgrade.

When finished, click UPGRADE to perform the firmware upgrade.

TFTP Server

Click TFTP from the drop-down list under Method.

Firmware Upgrade

Method
TFTP -

Server IP Address * File Name *
UPGRADE
Server IP Address
Description Factory Default
Input the IP address of |Input the IP address of the TFTP server where the new None
the TFTP server firmware file (*.rom) is located.
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File Name

Description Factory Default

Input the file name of

. Input the file name of the new firmware. None
the firmware

When finished, click UPGRADE to perform the firmware upgrade.

SFTP

Select SFTP from the drop-down list under Method.

Firmware Upgrade

SFTP v

Server IP Address * File Name *

Account * Password * L R

UPGRADE
Server IP Address
Description Factory Default

Input the IP address of |Input the server IP address of the computer where the new None
the SFTP server. firmware file (*.rom) is located.
File Name

Description Factory Default

Input the file name of

. Input the file name of the new firmware. None
the firmware

Account
Description Factory Default
Input the account of The account must be authorized in order for the SFTP Server
. None
the SFTP server to have a secure connection.
Password
Description Factory Default
Input the password for |[The account has to be specified in order to authorize the SFTP
; None
the SFTP server Server for secure connection.

When finished, click UPGRADE to perform the firmware upgrade. The switch will reboot automatically and
perform the firmware upgrade.
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External Storage

You can upgrade the firmware via Moxa's USB-based ABC-02 or microSD-based ABC-03 configuration tool.
Connect the ABC-02 to the switch and select USB or connect the ABC-03 to the switch and select microSD
from the drop-down list under Method.

Firmware Upgrade

UsB

M

Select File *

UPGRADE

Firmware Upgrade

Method

microSD

Select File *

UPGRADE

Select File

Before performing the firmware upgrade, download the latest firmware (*.rom) file first from Moxa’s
website (www.moxa.com).

Setting

Select the firmware file

Description
Select the firmware file from the location where the updated
firmware is located.

Factory Default

None

Browse for the (*.rom)
file

This option allows users to select the updated firmware file
and perform the firmware upgrade.

None

When finished, click UPGRADE to perform the firmware upgrade.

yd Note

If you have difficulty using the ABC-02 or ABC-03 configuration tool, check if the USB Interface or
microSD Interface has been enabled in the Hardware Interface section.
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Configuration Backup and Restore

Backup
Click the Backup tab.

Configuration Backup and Restore
Backup Restore File Encryption File Signature

Local -

Configuration Selection

Running Configuration «

default Configuration *

Not Included -

BACKUP

There are four ways to back up the configurations of your Moxa switch: from a local configuration file, by
remote SFTP server, by remote TFTP server, or by a USB tool.

Local

Select Local from the drop-down list under Method. Configure the following settings.

Configuration Selection

Description Factory Default
Running Configuration |Back up the running configuration. Running
Startup Configuration [Back up the start-up configuration. Configuration

Default Configuration

Description Factory Default
Not Included Back up the configuration without default settings. Not Included
Included Back up the configuration with default settings.
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TFTP Server
Select TFTP from the drop-down list under Method.

Configuration Backup and Restore
Backup Restore File Encryption File Signature

Method
TFTP -

Server IP Address * File Name *

BACKUP

Server IP Address

Description Factory Default

Input the IP address of

the TFTP server Users can input the IP address of the TFTP server. None

File Name

Description Factory Default

Input the backup file

name (supports up to |Users can input the file name to back up the system
54 characters, including|configuration file.

the .ini file extension).

None

When finished, click BACKUP to back up the system configuration file.

SFTP Server
Select SFTP from the drop-down list under Method.

Configuration Backup and Restore

Backup Restore File Encryption File Signature

Method

SFTP -

Server [P Address * File Name *

Account * Password * ©
Server IP Address

Description Factory Default

Input the IP address of |Input the IP address of the SFTP server where the new None
the SFTP server firmware file (*.rom) is located.
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File Name

|Description Factory Default

Input the backup file
name (support up to 54
characters, including
the .ini file extension).

Input the file name of the configuration backup file. None

Account

Description Factory Default
Input the account of An account must be provided to authorize the SFTP server for

. None

the SFTP server secure connection.
Password

Description Factory Default
Input the passwords for|The password has to be specified in order to authorize the None
the SFTP server SFTP Server for secure connection.

When finished, click BACKUP to back up the system configuration file.

External Storage
Select USB or microSD from the drop-down list under Method.

Configuration Backup and Restore

Backup Restore File Encryption File Signature

UsB N i ]

Configuration Backup and Restore

Backup Restore File Encryption File Signature

Method

microSD -

BACK UP

Depending on the selected method, insert a Moxa ABC-02 USB-based or ABC-03 microSD-based
configuration tool into the USB port or microSD slot of the switch and click BACKUP to back up the system
configuration file.

V4 Note

If you have difficulty using the ABC-02 or ABC-03 configuration tool, check if the USB Interface or
microSD Interface has been enabled in the Hardware Interface section.

Automatic Backup of Configurations

To enable automatic backup, select Enabled from the drop-down list. Click APPLY to back up the system
configuration file automatically.
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Auto Backup of Configurations
Automatically Back Up *
Enabled A i ]
g
V4 Note

If Auto Backup of Configurations is enabled and both the ABC-02 USB-based and ABC-03 microSD-
based configuration backup tools are inserted, the switch will only back up the configuration to the ABC-02

USB tool.

Restore
Click the Restore tab.

Configuration Backup and Restore

Backup Restore File Encryption File Signature

Local -

Select File * (]

RESTORE

There are four ways to restore the configurations of your Moxa switch: from a local configuration file, by
remote SFTP server, by remote TFTP server, or by an external storage tool (USB or microSD).

Local

Select Local from the drop-down list under Method.

Select File

Factory Default

Description

Browse for a
configuration file on a |Select the configuration file and perform system restoration. |None

local disk

When finished, click RESTORE to restore the system configuration file.

TFTP Server
Select TFTP from the drop-down list under Method.
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Configuration Backup and Restore

Backup Restore File Encryption File Signature
Method *
TFTP -
Server IP Address * File Name *
Server IP Address
Setting |Description |Factory Default |
Input the IP address of Users can input the IP address of the TFTP server. None
the TFTP server
File Name
Setting |Description |Factory Default |
Input the restore file
name (supports up to |Users can input the file name to restore the system
- ; . . . None
54 characters, including|configuration file.
the .ini file extension).
When finished, click RESTORE to restore the system configuration file.
SFTP Server
Select SFTP from the drop-down list under Method.
Configuration Backup and Restore
Backup Restore File Encryption File Signature
Method
SFTP -
Server IP Address * File Name *
Account * Password * ©
Server IP Address
Setting |Description |Factory Default |
Input the IP address of |Input the IP address of the SFTP server where the new None
the SFTP server firmware file (*.rom) is located.
File Name
Setting Description Factory Default \
Input the restore file
name (support§ up t(.) Input the file name of the configuration restoration file. None
54 characters, including
the .ini file extension).
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Account
Setting |Description |Factory Default |

Input the account of An account must be provided to authorize the SFTP server for None

the SFTP server secure connection.

Password

Setting Description Factory Default
Input the passwords for|The password has to be specified in order to authorize the None

the SFTP server SFTP Server for secure connection.

When finished, click RESTORE to restore the system configuration file.

External Storage
Select USB or microSD from the drop-down list under Method.

Configuration Backup and Restore

Backup Restore File Encryption File Signature
Method
USB - ©
Select File * (]
RESTORE

Configuration Backup and Restore
Backup Restore File Encryption File Signature

Method

microSD -

Select File * [

Depending on the selected method, insert a Moxa ABC-02 USB-based or ABC-03 microSD-based
configuration tool into the USB port or microSD slot of the switch and click RESTORE to restore the system

configuration file.

Note

If you have difficulty using the ABC-02 or ABC-03 configuration tool, check if the USB Interface or
microSD Interface has been enabled in the Hardware Interface section.

Auto Load of Configurations

To enable automatic configuration restore, select Enabled from the drop-down list. Click APPLY to restore
the system configuration file automatically.
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Auto Load of Configurations
Automatically Restore *
Enabled >+ ©
g
/  Note

If Auto Load of Configurations is enabled and both the ABC-02 USB-based and ABC-03 microSD-based
configuration backup tools are inserted, the switch will only restore the configuration from to the ABC-02
USB tool.

File Encryption

To encrypt the configuration file, click the File Encryption tab first.

Configuration Backup and Restore

Backup Restore File Encryption File Signature
Configuration File Encryption *
Disabled -
Password
0/60

Description Factory Default
Enabled Enable the configuration file to be encrypted.
. Disable the feature that allows the configuration file to be Disabled
Disabled
encrypted.
Password

Description Factory Default

4 to 16 characters,
numbers only.

Input the password when users encrypt the configuration file. |[None

When finished, click APPLY to save your changes.
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File Signature

Click File Signature tab to see additional configuration options. Enabling the file signature can ensure file
integrity and authenticity.

Configuration Backup and Restore
Backup Restore File Encryption File Signature

Disabled - ©

Key Label Algorithm Length

Max. 1

Enable Signed Configuration

|Description |Factory Default
Enabled Enable configuration file signature. Disabled
Disabled Disable configuration file signature

Click APPLY to save your changes.

Click the icon to add customer key.

Add Custom Key

Label *

Certificate * £

Key * O

CANCEL CREATE
Label
Description Factory Default

0 to 16 characters Provide the name for the certificate and the key. None
Certificate

Description Factory Default

Click the B3 icon to
select the file from your|Import the certificate file. None
computer
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Key

Description Factory Default
Click the O3 icon to
select the file from your|Import the key file. None
computer

When finished, click CREATE to save your changes.

Account Management

The Account Management feature allows users to manage the accounts of the switch. You can enable
different accounts with different roles to facilitate convenient management and safe access.

Account Management

User Account

Password Policy

Online Accounts

User Account

This section describes how to manage the existing accounts of the switch. Here, you can add, edit, and
delete user accounts for the switch. By default, there is only one account: admin. In order to enhance
security, we suggest you create a new account with the user authority.

User Account

O Enable  Username Authority Email

O # cEnabled user User

O Z  Enabled admin Admin admin@sample.com
O Z  Enabled supervisor Supervisor

There is a search function on the upper right of the User Account page. Type the username you want to
search for.

Caarch
oal Ll
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Editing Existing Accounts

-
Select the account you want to edit and click the 7 icon.

User Account

O Enable  Username Authority Email

O /‘ Enabled user User

(H| /  Enabled admin Admin admin@sample.com
O Va Enabled  supervisor Supervisor

Configure the following settings.

Edit Account Settings

er --‘.l" e

Enabled -

CHANGE PASSWORD

Atleastd characters 4732

Authority *

User .

Email

0/63
Enabled
|Description |Factory Default

Enabled This enables the user account. Enabled
Disabled This disables the user account.
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To change the password, click CHANGE PASSWORD.

Edit Account Password

At least 4 characters 4732

New Password * &

At least 4 characters 0/63

Confirm Password * &

At least 4 characters 0/63

BACK APPLY

New Password

Factory Default

0 to 63 characters Enter the password to use for this account. None

Confirm Password

|Description |Factory Default

0 to 63 characters Reenter the password to confirm it. None

Click APPLY to finish changing the password.

Authority
Description Factory Default
admin This account has read/write access for all configuration
parameters.
) This account has read/write access for some specific .
supervisor ) ) admin
configuration parameters.
user This account can only view some specific configuration
parameters.
Email

Description Factory Default

Input an email address |Input an email address for the account if required. None

When finished, click APPLY to save your changes.

/  NOTE

Refer to Appendix A for detailed descriptions for read/write access privileges for the admin, supervisor,
and user authority levels.
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Creating a New Account

You can create new account by clicking the icon on the configuration page.

User Account

O Enable  Username Authority Email

O /. Enabled user User

O Va Enabled admin Admin admin@sample.com
O Va Enabled  supervisor Supervisor

Configure the following settings.

Create New Account

Enabled -
Username *

At least 4 characters 0/32
Authority * -

New Password* &  Confirm Password * &

At least 4 characters 0/63  Atleast 4 characters 0/63
Email
0/63

Enabled
Setting Description Factory Default \
Enabled This enables the account.

- — Enabled
Disabled This disables the account.
Username

Description Factory Default

Input a username, 4 to

32 characters Input a new username for this account. None
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Authority

Setting |Description |Factory Default
. This account has read/write access of all configuration
admin None
parameters.

This account has read/write access for some specific
configuration parameters.

This account can only view some specific configuration
parameters.

supervisor

user

In order to enhance security, we suggest you create a new account with the user authority.

New Password
Setting Description Factory Default \
0 to 63 characters Input a new password for this account. None

Confirm Password

Setting |Description |Factory Default
0 to 63 characters Reenter the password to confirm. None
Email

|Description |Factory Default

Input an email address |Input an email address for the account if required. None

When finished, click CREATE to complete.

Delete an Existing Account

To delete the existing account, simply select the account you want to delete, and then click the . con on

the configuration page.

User Account

3]

B Enable  Username Authority Email

/" Enabled user User
O /’ Enabled admin Admin admin@sample.com
O /‘ Enabled supervisor Supervisor

Click DELETE to delete the account.

Delete Account

Are you sure you want to delete the selected
account?

CANCEL DELETE
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Password Policy

In order to prevent hackers from cracking weak passwords, a password policy can be set. The password
policy can force users to create passwords with a minimum length and complexity, and can also set a
maximum lifetime for the password to ensure it is changed periodically.

Password Policy

4

4-63

Password Complexity Strength Check

[J Atleast one digit (0-9)

[J At least one upper case letter (A-Z)

[ At least one lower case letter (a-z)

[J At least one special character ({}|~@#$%"&*-_.)

ssword Max-life-time *

o

(=]
9%
o
wl

day

Minimum Length

Description Factory Default

Input from 4 to 63 This sets the minimum length of the password. 4

Password Complexity Strength Check

|Description |Factory Default
digit, letter cases, These determine the required complexity for the password.
< ; . None
special characters Multiple options may be checked.

Password Max-life-time (day)
|Description Factory Default

This determines how long the password can be used before it

Input from 0 to 365 must be changed.

When finished, click APPLY to save your changes.
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Online Accounts

The Online Accounts function allows users to view who has connected to the device. You may immediately
remove the user who is currently online.

Online Accounts
cC @
Username Authority IP Address Interface Idle Time (sec.)
test User 192.168.127.200 HTTP(S) 6
W, admin Admin 192.168.127.200 HTTR(S) 0

3
Select the \ icon and select REMOVE to disconnect the user.

Remove online account

Are you sure you want to remove this online

account?
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Network

This section describes how to configure the switch’s network settings, including IP Configuration, DHCP
Server, and DHCP Relay Agent with Option 82.

Network

IP Configuration

DHCP Server

DHCP Relay Agent

IP Configuration

Users can configure the IP settings of the switch.

IP Configuration

Manual v

P Address * Subnet Mask

192.168.127.253 24 (255.255.255.0) *  Default Gateway
DNS Server 1 DNS Server 2

IPvé

IPv6 Global Unicast Address Prefix

IPv6 DNS Server 1 IPv6 DNS Server 2
IPv6 Global Unicast Address IPv6 Link-Local Address
Get IP From
Description Factory Default
Manual The IP address of the switch must be set manually.
DHCP The IP address of the switch will be assigned automatically by |Manual
the network’s DHCP server.
IP Address
Description Factory Default
Input t.he IP address for Specify the IP address to use for the switch. 192.168.127.253
the switch
Subnet Mask

Factory Default

Description

Input the §ubnet mask Specify the subnet mask to use for the switch. 24(255.255.255.0)
for the switch
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Default Gateway
Setting

Input the IP address for
the gateway

Description
Specify the IP address of the gateway that connects the LAN
to a WAN or another network.

Factory Default

None

DNS Server 1
Setting

Input the IP address of
the 1st DNS server

Description

Specify the IP address of the 1st DNS server used by your
network. After specifying the DNS server’s IP address, you can
use the switch’s URL (e.g., www.mymoxaswitch.com) to open

the web console instead of entering the IP address.

Factory Default

None

DNS Server 2

Input the IP address of
the 2nd DNS server

Specify the IP address of the 2nd DNS server used by your
network. The switch will use the secondary DNS server if the
first DNS server fails to connect.

None

IPv6 Global Unicast Address Prefix (Prefix Length: 64 bits) Default Gateway
Description

Global Unicast Address
Prefix

The prefix value must be formatted according to the RFC 2373
IPv6 Addressing Architecture, using 8 colon-separated 16-bit
hexadecimal values. One double colon can be used in the
address to indicate the appropriate number of zeros required
to fill the undefined fields.

Note: This feature is only available in Advanced Mode.

Factory Default

None

IPv6 DNS Server 1

Description

Factory Default

Input the IPv6 IP
address of the 1st DNS
server

Specify the IPv6 address of the 1st DNS server used by your
network. After specifying the DNS server’s IP address, you can
use the switch’s URL (e.g., www.mymoxaswitch.com) to open
the web console instead of entering the IP address.

Note: This feature is only available in Advanced Mode.

None

IPv6 DNS Server 2

Input the IPv6 address
of the 2nd DNS server

Specify the IPv6 address of the 2nd DNS server used by your
network. The Moxa switch will use the secondary DNS server if
the first DNS server fails to connect.

Note: This feature is only available in Advanced Mode.

None

IPv6 Global Unicast Address

Setting

None

Displays the IPv6 Global Unicast address. The network portion
of the Global Unicast address can be configured by specifying
the Global Unicast Prefix and using an EUI-64 interface ID in
the low order 64 bits of the address. The host portion of the
Global Unicast address is automatically generated using the
modified EUI-64 form of the interface identifier (the switch’s
MAC address).

Note: This feature is only available in Advanced Mode.

Factory Default

None

Setting

None

IPv6 Link-Local Address

The network portion of the Link-Local address is FE80 and the
host portion of the Link-Local address is automatically
generated using the modified EUI-64 form of the interface
identifier (the switch’s MAC address).

Note: This feature is only available in Advanced Mode.

Factory Default

None

When finished, click APPLY to save your changes.
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DHCP Server

This section describes how to configure the DHCP server settings for Moxa’s switch. First, click the General
tab.

DHCP Server

General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table

Disabled
DHCP / MAC-based IP Assignment

Port-based IP Assignment
L]

Then select DHCP/MAC-based IP Assighment and click APPLY.

/  NOTE

The DHCP server will use UDP port 67 to send messages to the DHCP client.

DHCP

Select the DHCP tab and then click the + icon on the configuration page to create a new DHCP server pool.

Q, Search

Enable Pool IP Range Subnet Mask Lease Time (sec) Default Gateway DNS Server 1 DNS Server 2 NTP Server

Configure the following parameters.

Create DHCP Server Pool

Enabled >

Start IP Address * Subnet Mask * v

End IP Address *

Default Gateway

86400

10 - 604800

w
i
2]

DNS Server 1 DNS Server 2

NTP Server

CANCEL CREATE
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NOTE

Users can only create one IP pool. It can be connected to different network subnets with the Management

IP of the switch.

Enable
Setting Description Factory Default
Enabled Enables the DHCP server pool. .

i . Disabled
Disable Disables the DHCP server pool.
Start IP Address
Setting Description Factory Default
Input the first IP . .

Specify the first IP address for the pool. None

address
Subnet Mask

Select from the drop-
down list

Description

Specify the subnet mask for the pool.

Factory Default

None

End IP Address

Input the last IP

Description

Specify the last IP address for the pool.

Factory Default

None

Input the IP address of
the default gateway

Specify the default gateway for clients to use.

address
Default Gateway
Setting Factory Default

None

Lease Time (sec.)

Input the lease time for
the DHCP, from 10 to
604,800 seconds (up to
7 days)

Specify the lease time for DHCP IP assignments.

Factory Default

86400

DNS Server 1

Input the IP address of
the 1st DNS server

Specify the IP address of the 1st DNS server for clients to use.

Factory Default

None

DNS Server 2

Input the IP address of
the 2nd DNS server

Description
Specify the IP address of the 2nd DNS server for clients to

use.

Factory Default

None

NTP Server

Description

Factory Default

Input the address of
the NTP server

Specify the NTP server clients will use.

None

When finished, click CREATE.
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MAC-based IP Assignment

Users can assign an IP address for a specific MAC address. This can be useful if you always want the same
IP address to be assigned to a specific device, even if it is reconnected or connected to a different port.

Click the MAC-based IP Assignment tab, and then click the + icon on the configuration page.

General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table
& Q, Search
Enable Hosthame IP Address Subnet Mask MAC Address Lease Time (sec) Default Gateway  DNS Server 1 I
1 ¥
2 Gl el e 50 -

Configure the following parameters.

Create Entry
;:;t;led -
Hostname * i ]
0/63
IP Address * Subnet Mask * v

MAC Address *

Default Gateway

86400
10- 604800 EE

el

DNS Server 1 DNS Server 2

NTP Server

CANCEL CREATE

Enable

Description Factory Default
Enabled Enables the MAC-based IP assignment entry. Enabled
Disabled Disables the MAC-based IP assignment entry.
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Hostname

Description Factory Default

Enter a hostname
between 0 and 63 Specify a hostname to use for the DHCP client. None
characters

IP Address

Input the assigned IP Specify the IP address to assign to the client. None

address

Subnet Mask

Setting Description Factory Default

Select from the drop- Specify the subnet mask to use for the client. None

down list

MAC Address

Setting Description Factory Default
Specify the MAC address of the device you want to assign an

Input the assigned MAC|IP address to. Make sure the MAC address is entered in the None

address correct format. Here is an example:
28-d2-44-D3-e3-f2 or 28:d2:44:D3:e3:f2.

Default Gateway

Setting Description Factory Default

Input the IP address of Specify the default gateway for the client to use. None

the default gateway

Lease Time (sec.)

Setting Factory Default

Input the lease time for ) :
the DHCP, from 10 to Define how long before the IP address needs to be reassigned. 86400
604800.
DNS Server 1
Setting Description Factory Default
Input the IP address of |Specify the IP address of the 1st DNS server for the client to
None
the 1st DNS server use.
DNS Server 2
Description Factory Default
Input the IP address of |Specify the IP address of the 2nd DNS server for the client to
None
the 2nd DNS server use.
NTP Server

Description Factory Default

Input the address of

the NTP server Specify the NTP server the client will use. None

When finished, click CREATE.
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Port-based IP Assighment

Users can assign an IP to a device based on what switch port it is connected to. This can be useful if you
want to always use the same IP for a device connected to a specific port, even if it is replaced with a
different device.

On the General tab, select Port-based IP Assignment. Click APPLY.

DHCP Server

General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table

Mode
Port-based IP Assignment -

APPLY

Next, click the Port-based IP Assignment tab, and then click the + icon on the configuration page.

DHCP Server

General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table
(6] Q, search
Port Enable IP Address Subnet Mask Lease Time (sec)  Default Gateway DNS Server 1 DNS Server 2 NTP Server

Configure the following parameters.

Create Entry

R

Enabled -

Port * v
IP Address * Subnet Mask * hd

Default Gateway

86400
10- 604800

DNS Server 1 DNS Server 2

NTP Server

CANCEL CREATE
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Enable

Setting Description Factory Default
Enabled Enables the port-based IP assignment entry. Enabled
Disabled Disables the port-based IP assignment entry.
Port
Setting Description Factory Default
Select from 1 to 28 Select which switch port the DHCP server will assign an IP None

address for.

IP Address

Input the assigned IP
address

Specify the IP address to assign to the client.

None

Subnet Mask

Select from the drop-
down list

Specify the subnet mask to use for the client.

None

Default Gateway

Description

Factory Default

Input the IP address of
the default gateway

Specify the default gateway for the client to use.

None

Lease Time (sec.)

Description

Factory Default

Input the lease time for
the DHCP, from 10 to
604800

Define how long before the IP address needs to be reassigned.

86400

DNS Server 1

Input the IP address of
the 1st DNS server

Specify the IP address of the 1st DNS server for the client to
use.

None

DNS Server 2

Input the IP address of
the 2nd DNS server

Description
Specify the IP address of the 2nd DNS server for the client to
use.

Factory Default

None

NTP Server

Input the address of
the NTP server

Description

Specify the NTP server the client will use.

Factory Default

None

When finished, click CREATE.
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Lease Table

Click Lease Table to view detailed information for the hostname, IP address, MAC address, and time left for

each port.
DHCP Server
General DHCP MAC-based IP Assignment Port-based IP Assignment Lease Table

c & Q, Search
Hostname IP Address MAC Address Time Left
CINDY-YANGO1 1921681271 c8:cb:b8.02:26:5f i? 2 7 m:

Item Description

Hostname The hostname of the client.

IP Address The IP address of the client.

MAC Address The MAC address of the client.

Time Left The amount of time left on the DHCP lease for the client.

DHCP Relay Agent

Overview

DHCP Relay agent is used when the host and the DHCP server are in different subnets. Normally, the
DHCP packets cannot be forwarded through different subnets and a DHCP Relay agent is required to
convert the DHCP broadcast packet from the client to a unicast packet to the DHCP server. If there is not a
DHCP relay agent, the L3 switch will discard the DHCP broadcast packet from the client since it does not

forward broadcast packets from different network segments.

Option 82 information can be inserted into a client's DHCP packets when a DHCP Relay Agent forwards
client-originated DHCP packets to a DHCP server. This information serves as a reference for the DHCP
server to identify the DHCP Relay Agent that the DHCP packets were sent from. When Option 82 is applied,
the closer the DHCP Relay Agent is to the client, the more precisely the client's position can be determined.

How Does DHCP Relay Agent Work?

When the DHCP Relay Agent is set on an L3 switch, the L3 switch would convert the broadcast packets to

unicast packet and routes them to the DHCP server.

Internet

Client L2 switch L3 switch Unicast

=%

Unicast

DHCP
Server
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When the DHCP Relay Agent is set on an L2 switch, the switch would convert the broadcast packets to
unicast packets and forward them to the L3 switch to route to the DHCP server.

Internet DHCP
Client L2 switch L3 switch Unicast Server
A1 , %: — \,: @ | %
= = | e e —
Unicast

How Does Option 82 Work?

When Option 82 is enabled, the DHCP relay agent inserts Option 82 information into client-originated DHCP
packets before forwarding them to the DHCP server. This information contains two sub-options: Circuit ID
and Remote ID. The Circuit ID is generated by the switch, while the Remote ID can be configured by the
user. By including this information in the DHCP packets, the DHCP server is able to identify the location from
where the DHCP packets were sent from.

DHCP Relay Agent/Option 82 Settings

The steps to configure a DHCP Relay Agent on an L2 switch or an L3 switch are the same. However, users
may encounter two scenarios:

DHCP Relay Agent is set up on an L2 switch:
If users set up a DHCP Relay Agent on an L2 switch, an L3 switch capable of routing the frame to another
subnet is still required. However, the L3 switch does not need to enable the DHCP Relay Agent function.

DHCP Relay Agent is set up on an L3 switch:
If users set up a DHCP Relay Agent on an L3 switch, and any L2 switch is connected to the L3 switch, then
the L2 switch does not need to enable the DHCP Relay Agent function.

The following are the steps to configure a DHCP Relay Agent:

1. Click General.
2. Enable DHCP Relay Agent.
3. Enter the Server IP Address. Please note, users can enter a maximum of 4 server IP addresses.
4. Click APPLY to save the configurations.
&
V4 NOTE

If users do not enter any server IP address, even with DHCP Relay Agent enabled, no DHCP server will
reply to the packets from the clients.

5. Scroll down the page and click /" to edit the port connected to the server.

Select Enabled under Relay.
Select Trusted under Status.

® N o

(Specify the Status as Untrusted if the user expects the switch to be the first relay agent to prevent
the DHCP packet being maliciously revised.)

9. Select the port connected to the client from the drop-down list of Copy Configuration to Ports.
10. Click APPLY to save the configurations.

/7 NOTE

Both the port connected to the client and the port connected to the server should have the DHCP Relay
Agent function enabled.
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The following are the steps to configure Option 82:

Click Option 82.
Choose Remote ID Type.
(If you select Other, please enter the Remote ID Value that is less than 64 characters.)

Click APPLY to save the configurations.

Scroll down the page and click 7' to edit the port connected to the client.

Select Enabled of Option 82.
Click APPLY to save the configurations.

NOTE

Only the port connected to the client should have Option 82 enabled when applying the Option 82
function.

Click DHCP Relay Agent on the function menu.

DHCP Relay Agent

General Option 82

HCP Relay Age
Disabled -

1st Server IP Address 2nd Server IP Address 3rd Server IP Address 4th Server IP Address

APPLY

Select the General tab and configure the following settings.

DHCP Relay Agent

Description Factory Default
Er_1ab|ed Er_1ab|e the DHCP Relay Agent. Disabled
Disabled Disable the DHCP Relay Agent.
1st/2nd/3rd/4th Server IP Address
Setting Description Factory Default
Server IP address Specify the 1st, 2nd, 3rd, and 4th server IP address None

When finished, click APPLY to save your settings.

Next, click the /7 icon to configure the setting for the port.

Port Relay Status
1 Disabled Trusted
/ 1/2 Disabled Trusted
/ 1/3 Disabled Trusted
/ /4 Disabled Trusted
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Configure the following settings.

Edit Port 1/1 Settings
Disabled -
Trusted v
Copy configurations to ports - @
Relay
Setting Descripton _______________________|Factory Default _
Enabled Enable the Relay function on the port. Disabled
Disabled Disable the Relay function on the port.
Status
Setting Description Factory Default \
The relay on the port is trusted, and DHCP packets with
Trusted . ) . .
Option 82 or with non-zero giaddr will be accepted. Trusted
Untrusted The relay on the port is untrusted, and DHCP packets with
Option 82 or with non-zero giaddr will be discarded.
Copy Configurations to Ports
Setting |Description |Factory Default |
Select the port(s) from |[Select the port(s) you want to copy the same configurations None
the drop-down list to.

When finished, click APPLY to save your changes.
Next, select Option 82 tab.

DHCP Relay Agent

General Option 82
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Configure the following settings.

Remote ID Type

Setting |Description |Factory Default |
IP Specify IP address as the remote ID type.

MAC Specify MAC address as the remote ID type. P

Client ID Specify Client ID as the remote ID type.

Other Specify other option as the remote ID type.

Remote ID Value (read only except selecting Other as the remote ID type)
Description Factory Default

Vari :
Show the remote ID value with the remote ID type selected. érles depeerlng on
value different options

Show the remote ID

Remote ID Value (When selecting Other as the remote ID type)

Description Factory Default
0 to 64 characters Specify the remote ID value if you select Other as the remote moxa-dhcp-relay
ID type.
Remote ID Display (read only)
Setting |Description |Factory Default
Remote ID Show the remote ID. Remote ID

When finished, click APPLY to save your changes.

Next, click the /’ icon to configure the settings for the port.

Port Option 82
7 Disabled
P R ) Disabled
VRV Disabled
/S 4 Disabled

Configure the following settings.

Option 82
|Description |Factory Default
Enabled Enable Option 82 on the port. .
D |
Disabled \Disable Option 82 on the port. | Isabled

Copy Configurations to Ports

|Description |Factory Default
Select the port(s) from |[Select the port(s) you want to copy the same configurations None
the drop-down list to.

When finished, click APPLY to save your changes.
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This section describes how to configure the System Time, NTP Server, and Time Synchronization
settings for the switch. The switch has a time calibration function based on information from an NTP server
or a user-specified time and date, allowing functions such as automatic warning emails to include a time and
date stamp.

Time
System Time

NTP Server

Time Synchronization

/7  NOTE

The user must update the Current Time and Current Date after the switch has been powered off for an
extended period of time (e.g., three days). The user must pay particular attention to this when there is no
NTP server or Internet connection available.

System Time

The section describes how to configure the system time.

Time

Click the Time tab.

System Time

Time Time Zone NTP Authentication

Current Time

5:04 UTC+0C

2018-12-21 o
Time *
08:45 PM ®

SYNC FROM BROWSER

Current Time

Description Factory Default
This automatically shows the current time according to your

N
one default settings.

Local
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Clock Source

|Description Factory Default

Select from the drop- |Specify whether to set the time manually (Local), from an Local
down list SNTP server, from an NTP server, or from a PTP master.
Clock Source is from Local
Date
Setting Description Factory Default \
Select the date Select the current date. Local

MAY 2019 « < ?

MAY 1 2 3 4

12 13 14 15 17 18

19 20 21 22 23 24 25

26 ZF 28 29 30 31

Time

Factory Default

Specify the current time. You can manually input the time, or
Input the current time |you can click SYNC FROM BROWSER to set the time based |None
on the time used by your web browser.

Clock Source is from SNTP

Time Server 1

Description Factory Default
Input the address of Specify the IP or domain address of the 1st SNTP server to
the 1st SNTP time use (e.g., 192.168.1.1, time.stdtime.gov.tw, or Time.nist.gov
server time.nist.gov).

Time Server 2

|Description Factory Default

Input the address of
the 2nd SNTP time
server

Specify the IP or domain address of the secondary SNTP

server to use if the first SNTP server fails to connect. None

Click APPLY to complete.

Clock Source is from NTP

If the switch is connecting to an NTP server that requires authentication, refer to the NTP Authentication
section to configure the NTP key to use.

Time Server 1

Description Factory Default

Input the address of Specify the IP or domain address of the 1st NTP server to use

the 1st NTP time server|(e.g., 192.168.1.1, time.stdtime.gov.tw, or time.nist.gov). time.nist.gov

Time Server 2

Description Factory Default

Input the address of Specify the IP or domain address of the secondary NTP server
the 2nd time server to use if the first NTP server fails to connect.

None

Click APPLY to complete.
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Clock Source is from PTP
Select PTP from the drop-down list of Clock Source. Click APPLY to complete.

/7  NOTE

The request interval for NTP is 512 seconds.

Time Zone

Users can configure the time zone for the switch. Click the Time Zone tab.

System Time

Time Time Zone NTP Authentication

Time Zone *

UTC+00:00 v

Daylight Saving
Daylight Saving
Enabled v

Offset

01:00

Start

Month * Week * Day * Hour * Minute *

Mar v  last ~  Sun > 01 ~ 00 -

End

Month * Week * Day * Hour * Minute *

Oct v  last ¥  Sun v 01 ¥ 00 v

APPLY

Time Zone

Factory Default

GMT (Greenwich
Mean Time)

Select from the drop-

down list Specify the time zone to use for the switch.

Daylight Saving Time

The Daylight Saving Time settings are used to automatically adjust the time according to regional
standards.

Daylight Saving Time

|Description |Factory Default

Enabled Enables Daylight Saving Time. Disabled
Disabled Disables Daylight Saving Time.
Offset

|Description Factory Default
User-specified hour Spelefy the offset (in HH:MM format) to use during Daylight None

Saving Time.
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Start Date

|Factory Default

User-specified date

|Description
Specify the date that Daylight Saving Time begins.

None

End Date

Description

Factory Default

User-specified date

Specify the date that Daylight Saving Time ends.

None

When finished, click APPLY to activate the time zone settings.

NTP Authenticatio

This section describes how to configure NTP Authentication. Click the NTP Authentication tab, and then

click the icon on the

System Time

Time

Key ID

Max. 10

Configure the following

page.

Time Zone NTP Authentication

Type Key String

settings.

Create Entry

Key String *

CANCEL CREATE

Key ID

Input the Key ID from
1to 10

Description

Input the Key ID to use for NTP authentication.

Factory Default

None

Type

Input the
authentication type

Description

Input the authentication type.

Factory Default
MD5

Key String
Setting

|Description

|Factory Default
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Input the key string for
authentication, from 0 |Input the password to use for the authentication key.

to 32 characters.

None

When finished, click CREATE.

NTP Server

Click the NTP Server on the function menu to perform further configurations.

NTP Server
Enabled Enable the NTP server. Disabled
Disabled Disable the NTP server.
Client Authentication
Description Factory Default
Enabled Enable NTP authentication. Disabled
Disabled Disable NTP authentication.

When finished, click APPLY to save your changes.

Time Synchronization

Click Time Synchronization on the function menu.

Overview

Precision Time Protocol (PTP) is a Time Synchronization protocol, designed to synchronize clocks through

Ethernet networks. The accuracy for IEEE 1588 PTP v2 can be measured in microseconds or nhanoseconds.

There are three power profile provided in this feature: IEEE 1588 Default 2008, IEC 61850-9-3-2016, and

IEEE C37.238-2017.

General Settings

Click the General tab for the general settings.
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Time Synchronization

General Port Settings Status Port Status

Disabled v

Clock Type * Delay Mechanism * Transport Mode *

End-to-End

Boundary Clock v ~  B02.3 Ethernet -
Priority 1* Priority 2 *

128 128

0-255 0-255

Domain Number * Clock Mode *

0 Two Step -

0-255

Accuracy Alert * Maximum Steps Removed *

1000 255

50 - 250000000 ns 0-255

Time Synchronization

Setting |Description |Factory Default |

Enabled Enable time synchronization. Disabled
Disabled Disable time synchronization.
Profile
IEEE 1588 Default- Specify time synchronization profile as IEEE 1588 Default-
2008 2008.
IEC 61850-9-3-2016 Specify time synchronization profile as IEC 61850-9-3-2016
and parameters such as Delay Mechanism will be fixed to
Peer-to-Peer, and Transport Mode will be fixed to 802.3 IEEE 1588 Default-
Ethernet. 2008
IEEE C37.238-2017 Specify time synchronization profile as IEEE C37.238-2017
and parameters such as Delay Mechanism will be fixed to
Peer-to-Peer, and Transport Mode will be fixed to 802.3
Ethernet.
Clock Type
Setting |Description |Factory Default |
Boundary Clock Set the Boundary Clock as the clock type.
Transparent Clock Set the Transparent Clock as the clock type. Boundary Clock

Delay Mechanism

Description Factory Default
End-to-End Set End-to-End as the delay mechanism. End-to-End
Peer-to-Peer Set Peer-to-Peer as the delay mechanism.
Transport Mode
Setting Description Factory Default \
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802.3 Ethernet Set 802.3 Ethernet as the transport mode. 802.3 Ethernet

UDP IPv4 Set UDP IPv4 as the transport mode.
Priority 1
Description Factory Default
0 to 255 Set the priority 1 value. 128
Priority 2

|Description |Factory Default
0 to 255 Set the priority 2 value. 128

Domain Number

Description Factory Default
0 to 255 Set domain number value. 0
Clock Mode

Description Factory Default
One Step Set One Step as the clock mode.

2.3 Ethernet

Two Step Set Two Step as the clock mode. 802.3 r
Accuracy Alert
Setting Description Factory Default \
50 to 250000000 (ns) |[Set the accuracy alert value. 1000
Maximum Steps Removed
Setting |Description |Factory Default |
2 to 255 Set the value of the maximum steps removed. 255

When finished, click APPLY to activate the general settings.

/  NOTE

The EDS-(G)4000 Series only supports Two Step clock mode for the IEEE 1588 Default-2008, IEC 61850-
9-3-2016, IEEE C37.238-2017 profiles.

The following steps are to configure Time Synchronization:

1. Click General.

2. Enable Time Synchronization.

3. Select the Profile from the list: IEEE 1588 Default 2008, IEC 61850-9-3-2016, and IEEE C37.238-
2017. Parameters such as Delay Mechanism will be fixed to Peer-to-Peer and Transport Mode will be
fixed to 802.3 Ethernet if the user specifies the Profile as IEC 61850-9-3-2016 and IEEE C37.238-
2017.

4. Select the Clock Type from the list: Boundary Clock or Transparent Clock.

5. Specify Priority 1 and Priority 2 for the Grandmaster election.

6. Specify Domain Number for the switch to join the time synchronization domain, only one domain is
allowed to be specified for each switch.

7. Select Clock Mode from the list: One Step without follow-up packets or Two Step with follow-up
packets.

8. Specify Accuracy Alert as the threshold, when the time offset exceeds the threshold, the event
notification will be sent.

9. Specify Maximum Steps Removed: The time synchronization packet will be dropped when the maximum

number has been reached and will then re-elect the Grandmaster.
10. Click APPLY to save the configurations.
11. Click Port Settings to configure the time synchronization parameters by port.

12. Scroll down the page and click 7' to edit by port.

13. Enable Time Synchronization by port. For profiles IEC 61850-9-3-2016 and IEEE C37.238-2017
selected in the General tab, the configurations for Announce Interval, Announce Receipt Timeout,
Sync Interval are fixed; for profile IEEE 1588 Default 2008, the parameters can be selected from or
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specified within a range. Copy the configurations to the ports the user expects to share the same
settings from the list and click APPLY to save the configurations.

Port Settings

Click the Port Settings tab. Click the edit icon 7 o configure the settings.

Time Synchronization

General Port Settings

IEEE 1588 Default-2008 Profile

Status

Port Status

Port Time Synchronization Announce Interval Announce Receipt Timeout (times)
”n 1(2sec) 3

/s 1z 1 (2 sec) 3

/2 i 1 (2 sec) 3

s 1(2 sec) 3
Edit Port 1/1 Settings
Time Synchronization *
Disabled -
Announce Interval * Announce Receipt Time
1(2sec.) -~ 3

2-10 times
Sync Interval *
0(1sec.) -
Delay-Request Interval *
0(1sec)) -
Copy Configurations .. ¥ @
CANCEL APPLY

Time Synchronization

Description

Enabled

Enable time synchronization.

|Factory Default

Disabled

Disabled

Disable time synchronization.

Announce Interval

Setting

Descripton _____________________|Factory Default _
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From 1 (2 sec.) to 4

(16 sec.) Set announce interval value. 1 (2 sec.)

Announce Receipt Timeout

Description Factory Default
2 to 10 (times) Set announce receipt timeout value. 3
Sync Interval
Setting |Description |Factory Default |
From -3 (0.125 sec.) to BT
5 (32 sec.) Set synchronization interval value. 0 (1 sec.)
Delay-Request Interval
Setting |Description |Factory Default |
From -3 (0.125 sec.) to .
5 (32 sec.) Set delay-request interval value. 0 (1 sec.)

Copy Configurations to Ports

Factory Default

Select the port(s) from |[Select the port(s) you want to copy the same configurations

the drop-down list to. 0 (1 sec.)

When finished, click APPLY to save your changes.
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Status

Click the Status tab to view the detailed status of time synchronization.

Time Synchronization

General Port Settings Status Port Status

IEEE 1588 Default-2008 Profile 20020119 1407:59 Tz
10
09
08
07
06
2 05 I Offset From Master
04
03
02

0.1

0
PSPPI EE SR SIOIISIENODFDISODFIEOFENODFDPHSE S F PSSP D
S I S S S S I S S 0 S S A I R O O I N
\5\5\5\5,\5,\%,\?\,&-\5\&,}\5\5,\b\bx\b~\§\5-\b\5\5\5\5\V\b«\v\>\5\5\5\5,\%,@«,&-\5\& B\B,}\b,\h,\b\ b,&-,},},}

PTP Clock Time

Status
Time Synchronization Synchronization Status Clock Type PTP Slave Port PTP Clock Time
Enabled Freerun Boundary Clock — 2018-12-21 19:29:20

Current Data Set

Offset From Master (ns) Mean Path Delay (ns) Steps Removed

0.0 0.0 0

Parent Data Set

Parent Identity Grandmaster Identity Grandmaster Priority 1 Grandmaster Priority 2
00:00:00:00:00:00:00:00  00:90:e8:ff fe:72:56:12 128 128

Grandmaster Clock Class Grandmaster Clock Accuracy

248 254

Port Status

Click the Port Status tab to view the information of the port status.

Time Synchronization

General Port Settings Status Port Status

IEEE 1588 Default-2008 Profile

c

Port Port State  Path Delay (ns)
11 0.0
1/2 0.0
1/3 0.0
1/4 0.0
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Port

This section describes how to configure the Port Interface, Link Aggregation, and PoE functions for the
switch.

Port

Port Interface

Link Aggregation

Pot

Port Interface
Two functions are included in this section: Port Settings and Linkup Delay.

Port Interface

Port Settings

Linkup Delay

Port Settings

3
Under Port Settings, select the Settings tab and then click the 7 icon on the port you want to configure.

Port Settings
Settings Status
Q search
Port Admin Status Media Type Description Speed/Duplex Flow Control MDI/MDIX
n Enabled XGFX,miniGBIC - Disabled -
f 1/2 Enabled XGFX,miniGBIC - Disabled -
VRV Enabled XGFX,miniGBIC - Disabled —
f 1/4 Enabled XGFX,miniGBIC - Disabled -
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Configure the following parameters.

Edit Port 1/1 Settings

Admin Status *

Enabled -

Media Type

(GFX,miniGBIC

Description

0/127
Speed/Duplex -
Flow Control *
Disabled M
MDI/MDIX M

CANCEL APPLY

Admin Status

|Description |Factory Default
Enable Allows data transmission through this port. Enabled
Disabled Disables data transmission through this port.
Media Type
|Description |Factory Default
Media type Displays the media type for each module’s port. 1000TX,R145,PTP
Description
Setting |Description |Factory Default |
Specify an alias for the port to help differentiate between
Max. 63 characters different ports (e.g., PLC1). None
Speed/Duplex
Setting |Description |Factory Default |
Allows the port to use the IEEE 802.3u protocol to negotiate
Auto with connected devices. The port and connected devices will
determine the best speed for that connection.
10M Half
10M Full Auto
100M Half
Choose a fixed speed option if the connected Ethernet device
100M Full has trouble auto-negotiating line speed
1G Full K d peed.
10G Half
10G Full
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Flow Control

This setting enables or disables flow control for the port when the port’s speed is set to Auto. The final result
will be determined by the Auto process between the switch and connected devices.

Factory Default
Enable Enables flow control for this port when the port’s speed is set
to Auto. Disabled
. Disables flow control for this port when the port’s speed is set
Disable
to Auto.
MDI/MDIX

Description Factory Default

Allows the port to auto-detect the port type of the connected
Auto . .

Ethernet device, and changes the port type accordingly. Auto
MDI Choose MDI or MDIX if the connected Ethernet device has
MDIX trouble auto-detecting the port type.

Copy Configurations to Ports

Factory Default

Allows you to copy the configuration to other port(s). None

Select the port(s) from
the drop-down list

When finished, click APPLY to save your changes.

Port Status

To view the status of the ports, click the Status tab.

Port Settings

Settings Status
c @ Q_ search
Port Admin Status Media Type Link Status Description Flow Control MDI/MDIX Port State
171 Enabled XGFX,miniGBIC Link Down Disabled Invalid Discarding
1/2 Enabled XGFX,miniGBIC Link Down Disabled Invalid Discarding
1/3 Enabled XGFX,miniGBIC Link Down Disabled Invalid Discarding
1/4 Enabled XGFX,miniGBIC Link Down Disabled Invalid Discarding

Linkup Delay

Linkup Delay Overview

Linkup delay is used to prevent a port alternating between link up and link down. It is also sometimes called
link flap prevention. This feature is useful when the link connection is unstable. An unstable connection
might be caused by a faulty cable, faulty fiber transceiver, duplex mismatch, etc. This feature helps
administrators to mitigate the risk of an unstable network, particularly when the topology changes
frequently.
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Linkup Delay Settings

This section describes how to configure the linkup delay for the ports. Click the Linkup Delay menu. The
default value is disabled, which means linkup delay is disabled for all ports.

Linkup Delay

Linkup Delay *

Disabled v
Enable
Description |Factory Default
Enable Enables linkup delay. .
D |
Disabled Disables linkup delay. Isabled

When finished, click APPLY to save your changes.

3
To configure linkup delay for a port, click the 7 icon on the port you want to configure.

Port Enable Delay Time Remaining Time

171 2 0
Y Ve 2 0
VARV 2 0
Y VY 2 0

Some parameters need to be configured.

Edit Port 1/1 Settings

Linkup Delay *

Disabled v

-1000 sec

Copy Configurations ... ¥ o

CANCEL APPLY
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Linkup Delay

|Description |Factory Default
Er_1able Er_1ab|es Il.nkup delay for the port. Disabled
Disable Disables linkup delay for the port.

Delay Time (sec.)

Factory Default

1 to 1000 Specify the linkup delay time from 1 to 1000 seconds. 2

Copy Configurations to Ports
|Description |Factory Default

Select the port(s) from
the drop-down list

Allows you to copy the configurations to other port(s). None

When finished, click APPLY to save your changes.

Link Aggregation

Link Aggregation (Port Channel) Overview

Link Aggregation helps balance, optimize, and facilitate the switch’s throughput. This method can combine
multiple network communications in parallel to maximize data throughput, increasing data communication
efficiency for each port. In addition, it also acts as a useful method for network redundancy when a link
fails. In general, Link Aggregation supports combining multiple physical switch ports into a single, efficient
bandwidth data communication route. This can improve network load sharing and increase network

reliability.

Static Trunk

For some networking applications, a situation can arise where traffic from multiple ports is required to be
filtered through one port. For example, if there are 30 UHD IP surveillance cameras deployed and connected
in a ring, the traffic can reach up to 1 Gbps, causing a surge in traffic that can increase network loading by
up to 50%. Hence, the uplink port needs to use the static trunk function to provide more bandwidth and
redundancy protection.

LACP

The Link Aggregation Control Protocol (LACP) allows a network device to negotiate an automatic bundling of
several ports by sending LACP packets to the peer, a directly connected device that also uses LACP.

Algorithm
In Link Aggregation, three load-sharing hash algorithms can be used: SMAC, DMAC, and SMAC + DMAC.

SMAC: SMAC stands for Source MAC, often used as a tool to optimize algorithm parameters. It is also an
algorithm to evaluate the most efficient network data communication. SMAC is used for many different

client situations.

DMAC: DMAC stands for Destination MAC. The packets will be distributed and transmitted to the
destination MAC address hash algorithm, and is usually used in many different destination servers situation.

SMAC + DMAC: This can be used for more complex hash algorithm, but where the network just has a few
clients and servers.
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Link Aggregation Settings

This section describes how to configure link aggregation for each port. Click Link Aggregation on the menu

and then click the icon on the configuration page.

Link Aggregation

Port Channel (Trunk) Enable  Type Configure member  Active Member

To create a link aggregation group, configure the following parameters.

Create Link Aggregation

LA Group Status *

Enabled v

Type * hd

Config Member Port* ~ @

Algorithm *

SMAC + DMAC v

CANCEL CREATE

LA Group Status

Setting Description Factory Default \
Enable Enable link aggregation grouping.
- - - - - Enabled
Disable Disable link aggregation grouping.
Type
Setting Description Factory Default \
Manual Configure the link aggregation type manually. None
LACP Configure the link aggregation type by LACP.

Config Member Port

Description

Factory Default
Select from the ports ifcl)i(;ti:ge ports you want to create for link aggregation None
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Algorithm (in Advanced Mode only)

|Description Factory Default
SMAC Use SMAC as algorithm configuration.
DMAC Use DMAC as the algorithm configuration. SMAC + DMAC
SMAC + DMAC Use both SMAC and DMAC as the algorithm configuration.

When finished, click CREATE to continue.

You can view the current Link Aggregation or Port Channel (Trunk) status on the configuration page. You

wJ
can also edit or delete by clicking the 7 or . icon on the page.

O Port Channel (Trunk) Enable  Type Configure member  Active Member
O /‘ 1 Enabled Manual 1R2

Editing Port Setting for Link Aggregation

»
To edit each port’s setting for Link Aggregation, click the Z icon on the port name. You can also check the

port and then click the # icon for editing the port settings for Link Aggregation.

c Q, search

O Port Channel (Trunk) Enable Type Algorithm Configure Member Active Member

O 1 Enabled LACP SMAC + DMAC 1/2

Edit the following port settings.

Edit Port Channel 1 Settings

A Group Status *

Enabled v

Type *
LACP -

Config Member Port *

1/2 ~ @O

SMAC + DMAC v

CANCEL APPLY

LA Group Status

Description Factory Default
Enable Enable link aggregation grouping. None
Disable Disable link aggregation grouping.
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Type

Setting |Description |Factory Default
Manual Configure link aggregation manually. None
LACP Configure link aggregation by LACP.

Config Member Port

Factory Default

Select the ports you want to create link aggregation grouping None
for.

Select from the ports

Algorithm (in Advanced Mode only)

Description Factory Default
SMAC Use SMAC as the algorithm configuration.
DMAC Use DMAC as the algorithm configuration. SMAC + DMAC
SMAC + DMAC Use both SMAC and DMAC as the algorithm configuration.

When finished, click APPLY to continue.

Deleting the Port for Link Aggregation

To delete the port for Link Aggregation, check the port and then click . con.

El & Q, search

Port Channel (Trunk) Enable Type Algorithm Configure Member Active Member

’ 1 Enabled LACP SMAC + DMAC 1/2

Click DELETE to finish. Note that some features, such as RSTP and VLAN will be set to default values once
you delete the Link Aggregation setting.

Delete Link Aggregation

Warning:

Some features (like RSTP, VLAN...etc.) related to
selected Link Aggregation will be set to default
values.

Are you sure you want to delete the selected Link

Aggregation?
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PoE

PoE Overview

Power over Ethernet (PoE) has become increasingly popular, due in large part to the reliability provided by
PoE Ethernet switches that supply the power to Powered Devices (PD) when AC power is not available or is
too expensive to provide locally.

Power over Ethernet can be used with the following types of devices:

e Surveillance cameras

e  Security I/0 sensors

e Industrial wireless access points
e Emergency IP phones

Recently, more data, video, voice, service, and control packets are converging on one network. Moxa’s PoE
switches are equipped with many advanced PoE management functions, providing critical security systems
with a convenient and reliable Ethernet network. Moreover, Moxa’s advanced PoE switches support the high
power PoE+ standard, PD failure check, legacy PD detection, and auto power cutting.

PoE Port Settings

Click PoE on the menu, and then select the General tab on the configuration page.

PoE

General PD Failure Check Scheduling Status

Enabled -

Consumed Power - O

Enabled - O

720 o

Configure the following settings.

Power Output

Enable Enable PoE for all ports on the switch. Enabled

Disable Disable PoE for all ports on the switch.

Power Management Mode

Setting Description Factory Default

Allocated Power Use Allocated Power as the management mode. Calculate the
power budget of all ports and ensure the total allocated power
is under the power budget limit and that Auto Power Cutting
mode will be disabled automatically. Consumed Power
Consumed Power Use Consumed Power as the management mode. Calculate the
real-time power consumption of all ports and that Auto Power
Cutting mode will be enabled automatically.
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Auto Power Cutting
Setting |Description |Factory Default |
The Power Management Mode will be specified as Consumed
Power automatically when enabling Auto Power Cutting mode.
Enable Auto Power Cutting mode removes the lowest priority and
smallest index port power output if the power consumption Enabled
exceeds the system's power budget.

The Power Management Mode will be specified as Allocated
Power automatically when disabling Auto Power Cutting mode.

Disable

System Power Budget (watt)
Description Factory Default

Input the value from 30

to 720 Input a value for the system power budget. 720

Actual Power Budget (read only)

Setting Description Factory Default \
N/A Show the system power budget 0

When finished, click APPLY to save your changes.

Editing PoE Settings for Each Port

In this section, you can also enable the PoE function for specific ports even when the system PoE is disabled
under the General tab.

3
To edit the PoE settings for a port, click the # icon for that port.

Port PoE Supported ~ Power Output  Output Mode Power Allocation  Legacy PD Detection Priority

11 Enabled Auto 0 Low
/. 12 Enabled Auto 0 - Low
/s s Enabled Auto 0 Low
/‘ 1/4 Enabled Auto 0 : Low

Edit Port 1/1 Settings

Power Qutput *

Enabled -

Qutput Mode * Legacy PD Detection *

Auto ~  Disabled -

Copy Configurations ... = o

CANCEL APPLY
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Edit the following parameters.

Power Output

Setting |Description |Factory Default |
Enable Enable PoE for this port. Enabled

Disable Disable PoE for this port.

Output Mode

Setting |Description |Factory Default |

Auto mode follows the 802.3af/at standard, which means the
power allocation value cannot be changed manually.

High Power mode follows the 802.3at standard, but High

High Power Power mode allocates 36 watts of power to the PD if it
requires more than 30 watts of power.

Provides power output to non-802.3 af/at PDs when the
detected PD has higher/lower resistance or higher capacitance
Force and the acceptable PD resistance range exceeds 2.4 kQ. The
system will prompt you to select Force Mode to allocate 0 to
36 watts of power.

Auto

Auto

Legacy PD Detection

The PoE Ethernet Switch includes a Legacy PD Detection function. When the capacitance of the PD is higher
than 2.7 pF and less than 10 pF, enabling the Legacy PD Detection will trigger the system to output power
to the PD. In this case, it will take a few seconds for PoE power to be output through this port after the
switch Legacy PD Detection is enabled.

|Description |Factory Default

Enable Enable legacy PD detection. )
D |

Disable Disable legacy PD detection. Isabled
Power Allocation (watt)
Setting Description Factory Default \
0 When the output mode is Auto, the value is fixed as 0. 0
36 When the output mode is High Power, the value is fixed as 36. |36
0 to 36 When the output mode is set to Force, input a value from 0 to 36

36.
Priority

Use Power Priority when managing PoE power with measured power mode. You can choose one of the
following settings: critical, high, or low. When the PoE measured power exceeds the assigned limit, the
switch will disable the PoE port with the lowest priority.

Setting |Description |Factory Default |
Critical Configure the port as critical (highest) priority.

High Configure the port as high priority. Low

Low Configure the port as low priority.

Copy Configurations to Ports
Setting |Description |Factory Default |
Select the port(s) from

the drop-down list Allows you to copy the configurations to other port(s). None

When finished, click APPLY to save your changes.
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PD Failure Check

The PoE Ethernet switch can monitor the status of a PD via its IP address. If the PD fails, the switch will not
receive a PD response after the defined period, and the authentication process will be restarted. This
function is extremely useful for ensuring your network’s reliability and reducing your management burden.

3
Select the PD Failure Check tab, and then click the # icon on the port you want to configure.

PoE
General PD Failure Check Scheduling Status
c
Port PoE Supported Enable Device IP Check Frequency (sec.)
171 0.0.0.0 10
s i 0.0.0.0 10
VY 0.0.0.0 10
VR 0.0.0.0 10

Configure the following parameters.

No Response Times

Enable *
Disabled

Edit Port 1/1 Settings

No Action

times

Copy Configurations ...

CANCEL APPLY

Enable

Q, search

Action

No Action
No Action
No Action

No Action

|Factory Default

|Description

Enable Enable PD failure check for this port. Disabled
Disable Disable PD failure check for this port.
Device IP

|Factory Default

Input the device’s IP

|Description
Specify the PD’s IP address.

0.0.0.0
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Check Frequency (sec.)
|Description |Factory Default

5 to 300 Specify how often the PD failure check will run. 10

No Response Times

Description Factory Default
1to 10 The maximum number of IP checking cycles. 3
Action

Description Factory Default
No Action No action will run.
Restart PD Restart the PoE device when settings are triggered. No Action
Shutdown PD Shut down the PoE device when settings are triggered.

Copy Configurations to Ports
|Description Factory Default

Select the port(s) from

the drop-down list Copy the configurations to other port(s). None

When finished, click APPLY to save your changes.

PoE Scheduling

Note that this function is only available in Advanced Mode.

Powered devices might not need to be running 24 hours a day, 7 days a week. The PoE Ethernet switch
includes a PoE scheduling mechanism that allows users to economize the system’s power burden by setting
a flexible working schedule for each PoE port. Switch to Advanced Mode, click the Scheduling tab, and

then click the icon to create the scheduling settings.

PoE
General PD Failure Check Scheduling Status
System Time Status (&
System Time
16:44
Local TimeZone
UTC (+00:00)

Daylight Saving Time
off

Rule Name Enable  Schedule Time Apply the rule to port
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Edit the following parameters.

Create Rule

Rule Name *

Rule *

Enabled

Start Date *

Start Time *

End Time *

Repeat Execution *

q

Apply the rule to port *

-

CANCEL CREATE

Rule Name
Setting Description Factory Default \
Input the rule name Input the name for the scheduling rule. None
Enable
|Description |Factory Default
Enable Enable PoE Scheduling for this port. Disabled
Disable Disable PoE Scheduling for this port.
Start Date
Setting |Description |Factory Default |

Input start date in the
mm/dd/yyyy format

Input the start date for the rule.

None

Start Time

Setting

Select the start time in
AM/PM hh/mm format

Description

Select the start time for the rule.

Factory Default |

None

End Time

Description

Select the end time in
AM/PM hh/mm format

Select the end time for the rule.

Factory Default

None

Repeat Execution

Description

None Do not repeat the rule.
Daily Execute the rule every day.
Weekly Execute the rule every week.

Factory Default

None
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Apply the rule to port

|Description Factory Default
Select the port(s) from |Copy the settings to the port(s) you want to have the same None
the drop-down list rule.

When finished, click CREATE. You can check the PoE Scheduling settings in the following figure.

Search
Edit Delete Rule Name Enable Schedule Time Apply the rule to port
s B one Enabled  01:00 - 02:00, 171,172
Daily
PoOE Status
You can view the current PoE setting status by clicking the Status tab.
PoE
General PD Failure Check Scheduling Status
System Status &
Maximum Input Power
720 Watts
Allocated Power
Cansumed Power
0 Watts
Remaining Power Available
720 Watts
c m Q Search
Port PoE Supported Power Output Classification Current (mA)  Voltage (V) Consumption (W) Device Type Configuration suggestion PD Failure Check Status
n - - - - - - - -
172 - - - - - - - -
73 - - - - - - - -
174 - - - - - - - -

You can view the PoE status for each port. Refer to the following descriptions.

Name Description |

Port PoE port on the device.

PoE Supported Check if this port supports PoE.

Power Output Power output status (on/off) for the port.

Classification Check the Classification table below for details.

Current (mA) The current (mA) that the port supplies.

Voltage (V) The voltage (V) that the port supplies.

Consumption (W) The power consumption that the device consumes.

Device Type Check the Device Type table below for details.

Configuration Suggestion Refer to the Configuration Suggestion table below for details.
PD Failure Check Disable/Alive/Not Alive.
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Classification

Classification |Max Power (watt) by PSE Output |
0 15.4
1 4
2 7
3 15.4
4 (802.3at Type 2) 30
4 (802.3at) 30
Device Type
Item |Description |
Not Present No connection to the port.
A legacy PD is connected to the port, and the PD has detected that the
Legacy PoE Device voltage is too low or high, or the PD’s detected capacitance is too
high.
IEEE 802.3af An IEEE 802.3af PD is connected to the port.
IEEE 802.3at An IEEE 802.3at PD is connected to the port.
NIC A NIC is connected to the port.
Unknown An unknown PD is connected to the port.
N/A The PoE function is disabled.

Configuration Suggestion

Item |Description

When detecting a NIC or unknown PD, the system suggests disabling
PoE power output.

When detecting a higher capacitance of PD, the system suggests
enabling Legacy PD Detection.

When detecting higher/lower resistance or higher capacitance, the
system suggests selecting Force Mode.

When detecting an IEEE 802.3 af/at PD, the system suggests selecting
802.3 af/at Auto mode.

When detecting an unknown classification, the system suggests
selecting High Power output.

Disable PoE power output

Enable “Legacy PD Detection”

Select Force Mode

Select IEEE 802.3af/at auto mode

Select high power output

Raise the external power supply When the external supply voltage is detected at less than 46 V, the
voltage to greater than 46 VDC system suggests raising the voltage.
Enable PoE function for detection The system suggests enabling the PoE function.

Layer 2 Switching

This section describes how to configure various parameters, such as VLAN, GARP, MAC, QoS, and
Multicast, for Moxa’s switch. Click Lay 2 Switching on the function menu.

Layer 2 Switching

VLAN

GARP

MAC

QoS

Multicast
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VLAN

VLAN (Virtual Local Area Network) is a network management technology where IEEE 802.11Q is widely
applied.

IEEE 802.1Q Overview

The IEEE 802.1Q is a network communication protocol that falls under the IEEE 802.1 standard regulation,
allowing various segments to use a physical network at the same time to block broadcast packets by
different segmentations. It specifies the VLAN tagging for Ethernet frames on switches that can control the
path process.

How A VLAN Works

What is a VLAN?

A VLAN is a group of devices that can be located anywhere on a network, but which communicate as if they
are on the same physical segment. With VLANs, you can segment your network without being restricted by
physical connections—a limitation of traditional network design. With VLANs you can segment your network
into:

¢ Departmental groups—You could have one VLAN for the marketing department, another for the
finance department, and another for the product development department.

e Hierarchical groups—You could have one VLAN for directors, another for managers, and another for
general staff.

e Usage groups—You could have one VLAN for email users and another for multimedia users.

Switch A

——

| N
[
(—
E'

Switch B

| 1

Department 1 —
VLAN 1 L] ' T
N—
Department 2 Department 3
VLAN 2 VLAN 3
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Benefits of VLANs

The main benefit of VLANSs is that they provide a network segmentation system that is far more flexible than
traditional networks. Using VLANs also provides you with three other benefits:

¢ VLANS ease the relocation of devices on networks: With traditional networks, network
administrators spend much of their time dealing with changes. If users move to a different subnetwork,
the addresses of each host must be updated manually. With a VLAN setup, if a host originally on the
Marketing VLAN is moved to a port on another part of the network, and retains its original subnet
membership, you only need to specify that the new port is on the Marketing VLAN. You do not need to
do any re-cabling.

¢ VLANSs provide extra security: Devices within each VLAN can only communicate with other devices
on the same VLAN. If a device on the Marketing VLAN needs to communicate with devices on the
Finance VLAN, the traffic must pass through a routing device or Layer 3 switch.

e VLANSs help control traffic: With traditional networks, congestion can be caused by broadcast traffic
that is directed to all network devices, regardless of whether or not they need it. VLANs increase the
efficiency of your network because each VLAN can be set up to contain only those devices that need to
communicate with each other.

VLANs and the Moxa switch

Your Moxa switch includes support for VLANs using IEEE Std 802.1Q-2005. This standard allows traffic from
multiple VLANs to be carried across one physical link. The IEEE Std 802.1Q-2005 standard allows each port
on your Moxa switch to be placed as follows:

e On asingle VLAN defined in the switch
e On several VLANs simultaneously using 802.1Q tagging

The standard requires that you define the 802.1Q VLAN ID for each VLAN on your Moxa switch before the
switch can use it to forward traffic:

Managing a VLAN

A new or initialized Moxa switch contains a single VLAN—the Default VLAN. This VLAN has the following
definition:

¢ Management VLAN ID 1 can be changed
e 802.1Q VLAN default ID 1 cannot be deleted

All the ports are initially placed on this VLAN, and it is the only VLAN that allows you to access the
management software of the Moxa switch over the network.

Communication Between VLANs

If devices connected to a VLAN need to communicate with devices on a different VLAN, a router or Layer 3
switching device with connections to both VLANs need to be installed. Communication between VLANs can
only take place if they are all connected to a routing or Layer 3 switching device.

VLANs: Tagged and Untagged Membership

Moxa'’s switch supports 802.1Q VLAN tagging, a system that allows traffic for multiple VLANs to be carried
on a single physical link (backbone, trunk). When setting up VLANs you need to understand when to use

untagged or tagged membership of VLANs. Simply put, if a port is on a single VLAN it can be an untagged
member, but if the port needs to be a member of multiple VLANs, a tagged membership must be defined.

A typical host (e.g., clients) will be an untagged member of one VLAN, defined as an Access Port in a Moxa
switch, while an inter-switch connection will be a tagged member of all VLANs, defined as a Trunk Port in a
Moxa switch.

The IEEE Std 802.1Q-2005 defines how VLANs operate within an open packet-switched network. An 802.1Q
compliant packet carries additional information that allows a switch to determine which VLAN the port
belongs to. If a frame is carrying the additional information, it is known as a tagged frame.

To carry multiple VLANs across a single physical link (backbone, trunk), each packet must be tagged with a
VLAN identifier so that the switches can identify which packets belong to which VLAN. To communicate
between VLANs, a router must be used.
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Moxa’s switch supports three types of VLAN port settings:

Access Port: The port connects to a single device that is not tagged. The user must define the default
port PVID that assigns which VLAN the device belongs to. Once the ingress packet of this Access Port
egresses to another Trunk Port (the port needs all packets to carry tag information), the switch will
insert this PVID into this packet so the next 802.1Q VLAN switch can recognize it.

Trunk Port: The port connects to a LAN that consists of untagged devices and tagged devices. In
general, the traffic of the Trunk Port must have a Tag. Users can also assign a PVID to a Trunk Port.
The untagged packet on the Trunk Port will be assigned the default port PVID as its VID.

Hybrid Port: The port is similar to a Trunk port, except users can explicitly assign tags to be removed
from egress packets.

The following section illustrates how to use these ports to set up different applications.

Device A
VLAN 5 Untag Switth A Port 3 - Trunk port, Switch B Port 7 - Access port,
. PVID 1 . _PVID 4 _
| B e —— = Device |
e T | N o VLAN 4 Untag
Port 1 - Access port, Port 2 - Trunk port,
PVID 5 PVID 2, VLAN tag = 3, 4 Port 5 - Access port,
r“ PVID 3
»]
i + | Port 4
VLANDEBVCJCn?aB L t’? Access port, Port 6
i PVID 2 Access port, L
= ﬁ | PVID 5 Device H
= | —— ((( ))) VLAN 3 Untag
Device E 3
Device C VLAN 4 Tag; VID 4
VLAN 2 Unta
. Déica D Device F Device G
VLAN 2 Untag VLAN 5 Untag

In this application:

VLAN 3 Tag, VID 3

Port 1 connects a single untagged device and assigns it to VLAN 5; it should be configured as an
Access Port with PVID 5.

Port 2 connects a LAN with two untagged devices belonging to VLAN 2. One tagged device with VID 3
and one tagged device with VID 4. It should be configured as a Hybrid Port with PVID 2 for untagged
device and Fixed VLAN (Tagged) with 3 and 4 for tagged device. Since each port can only have one
unique PVID, all untagged devices on the same port must belong to the same VLAN.

Port 3 connects with another switch. It should be configured as a Trunk Port. GVRP protocol will be
used through the Trunk Port.

Port 4 connects a single untagged device and assigns it to VLAN 2; it should be configured as an
Access Port with PVID 2.

Port 5 connects a single untagged device and assigns it to VLAN 3; it should be configured as an
Access Port with PVID 3.

Port 6 connect a single untagged device and assigns it to VLAN 5; it should be configured as an Access
Port with PVID 5.

Port 7 connects a single untagged device and assigns it to VLAN 4; it should be configured as an
Access Port with PVID 4.
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After the application is properly configured:

e Packets from Device A will travel through Trunk Port 3 with tagged VID 5. Switch B will recognize its
VLAN, pass it to port 6, and then remove tags received successfully by Device G, and vice versa.

e Packets from Devices B and C will travel through Hybrid Port 2 with tagged VID 2. Switch B recognizes
its VLAN, passes it to port 4, and then removes tags received successfully by Device F, and vice versa.

e Packets from Device D will travel through Trunk Port 3 with tagged VID 3. Switch B will recognize its
VLAN, pass to port 5, and then remove tags received successfully by Device H. Packets from Device H
will travel through Trunk Port 3 with PVID 3. Switch A will recognize its VLAN and pass it to port 2, but
will not remove tags received successfully by Device D.

e Packets from Device E will travel through Trunk Port 3 with tagged VID 4. Switch B will recognize its
VLAN, pass it to port 7, and then remove tags received successfully by Device I. Packets from Device I
will travel through Trunk Port 3 with tagged VID 4. Switch A will recognize its VLAN and pass it to port
2, but will not remove tags received successfully by Device E.

VLAN Settings

To configure VLAN, click VLAN on the function menu. GVRP (Generic VLAN Registration Protocol) is an IEEE
802.1Q standard protocol that helps specify how to define a method of tagging frames with VLAN
configuration data. It essentially facilitates management of VLAN within a larger network data
communication.

To edit the GVRP function, click the Global tab.

VLAN

Global Settings Status

3VRP *

Disabled -

APPLY

Configure the following setting.

GVRP
Disabled Disables GVRP. Disabled
Enabled Enables GVRP.

Click APPLY to finish.
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Detailed VLAN Settings

Click the Settings tab, and then click the icon.

VLAN

Global Settings Status

o p e

O VLAN ID Name Member Port

0O 2 1/1,1/3,1/4,2/1,2/2, 2/3, 2/4,3/1, 3/2, 3/3, 3/4, pol

Max. 256

Configure the following parameters.

Create VLAN
VLAN ID * Li]
Max. 10 VLANs
Name
0/32
Member Port v
Forbidden Port v

VLAN ID

Description Factory Default
Input a VLAN ID, (10
VLANS max.) Input a VLAN ID. None

Name
Factory Default

|Description

Input a name for the
VLAN, (32 characters |Specify a name for the VLAN.

max.)

None
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Member Port
Setting |Description |Factory Default |
Select the port from the

drop-down list. Specify the ports that are the member ports for the VLAN. None

Forbidden Port (in Advanced Mode only)
Setting Description Factory Default \
Select the port from the
drop-down list

Specify the ports that are forbidden for the VLAN. None

When finished, click CREATE.
Editing the Existing VLAN Settings

To edit the exiting VLAN settings, click the 7 icon of the VLAN you want to edit.

VLAN
Global Settings Status
D @
O VLAN ID Name Member Port

O 1 1/1,1/3,1/4,2/1, 2/2,2/3,2/4,3/1, 3/2,3/3, 3/4, pol

Max. 256

Configure the following settings.

Edit VLAN 1 Settings

VLAN ID

Max. 10 VLANs

Name

0/32
Member Port

18,443,570 8.20,2/2 .7

Forbidden Port v

CANCEL APPLY

VLAN ID

Description Factory Default
Show the VLAN ID Display the VLAN ID. None
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Name

Setting |Description |Factory Default
Show the name of the .

VLAN Display the VLAN name. None

Member Port

Setting Description Factory Default

Select the port from the

drop-down list Specify the ports that are member ports for the VLAN.

None

Forbidden Port (in Advanced Mode only)
Description

Select the port from the

drop-down list Specify the ports that are forbidden for the VLAN.

Factory Default

None

When finished, click Apply to save your changes.

Editing the Port Settings

To edit the port settings, in the VLAN tab select the 7 icon on the port you want to configure on the lower

part of the page.

Port Mode PVID GVRP Untagged VLAN
Val BIE Access 1 Disabled 1
13 Access 1 Disabled 1
/s 14 Access 1 Disabled 1

Configure the following settings.

Edit Port 1/1 Settings

Mode *
Access -

Copy Configurations .. v (@

CANCEL APPLY

Tagged VLAN
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Mode

Setting |Description |Factory Default |

Access When this port is connected to a single device, without tags.
Trunk When this port is connected to another 802.1Q VLAN aware

switch. Access

When this port is connected to another Access 802.1Q VLAN
Hybrid aware switch or another LAN that combines tagged and/or

untagged devices.
PVID
Setting |Description |Factory Default |
1 to 4094 Sets the default VLAN ID for untagged devices connected to None

the port.
GVRP

|Description |Factory Default
Enabled Enables GVRP. Disabled
Disabled Disables GVRP.

Tagged VLAN

|Description |Factory Default
This field will be active only when selecting the Trunk or
1 to 4094 Hybrid port type. Set the other VLAN ID for tagged devices None

that connect to the port.

Untagged VLAN
This field is only active when the Hybrid port type is selected.
Set the other VLAN ID for tagged devices that connect to the |1
port and tags that need to be removed in egress packets.

VID range from 1 to
4094

Copy Configurations to Ports

Setting |Description |Factory Default |
Select the port(s) from

the drop-down list Copy the configuration to other port(s). None

When finished, click APPLY to save your changes.

Deleting an Existing VLAN

In Settings tab, check the VLAN you want to delete, and click the delete icon u .

Global Settings Status
IEI Q, Search
VLAN ID Name Member Port Forbidden Port
,‘ 1 1/1,1/3,1/4,2/1,2/2,2/3,2/4,3/1,3/2,3/3,3/4, pol

Max. 256 Items per page: 5 - 1-10f1
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Click DELETE to delete the VLAN.

Delete VLAN

Are you sure you want to delete the selected

VLAN?
CANCEL DELETE

GARP Overview

GARP stands for Generic Attribute Registration Protocol, which is a communication protocol defined by

IEEE 802.1, offering a generic framework for bridges to register and de-register an attribute value. In a
VLAN structure, two applications can be applied: GARP VLAN Registration Protocol (GVRP) is used to

register VLAN trunking between multilayer switches, and GARP Multicast Registration Protocol (GMRP)

for providing a constrained multicast flooding facility.

GARP Settings

3
Select GARP on the menu page, and then click the # icon on the port you want to configure.

Port Join Time Leave Time Leave All Time
/. M1 200 600 10000
/. 1/3 200 600 10000
/. 1/4 200 600 10000

Configure the following settings.

Edit Port 1/1 Settings

Join Time *

200

10-1073741810

Leave Time *
600

30-2147483630

Leave All Time *
10000

40 - 2147483640

Copy Configurations ... = 0

CANCEL APPLY
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Join Time (sec.)

|Description |Factory Default
10 to 499999980 Input the join time from 10 to 499999980 seconds. 200
Leave Time (sec.)
Setting Description Factory Default \
30 to 499999980 Input the leave time from 30 to 499999980 seconds. 600
Leave All time (sec.)
Setting Description Factory Default \
30 to 499999990 Input the leave all time. 10000

Copy Configurations to Ports

|Description |Factory Default
Select the port(s) from

the drop-down list Copy the configurations to other port(s). None

When finished, click APPLY to save your changes.

MAC

This section explains Independent VLAN learning and describes how to configure Static Unicast and the
MAC Address Table.

MAC

Static Unicast

MAC Address Table

Independent VLAN Learning
Moxa'’s switch uses the Independent VLAN Learning (IVL) mode.

In an IVL Mode, a MAC table will be created in each VLAN, which will constitute many MAC tables.
However, the same VID record will be selected and put in a table. A MAC table will be stored in the format
of MAC + VID, the same MAC will be stored in different tables with different VIDs.

Static Unicast

Click Static Unicast on the function menu page and click the icon on the configuration page.

Unicast Table

[@] @

O VLAN  MAC Address Port
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Configure the following settings.

Add Static Unicast Entry

VLAN ID * ¥  MAC Address *

BarEs =
VLAN ID

Setting Description Factory Default
Input a VLAN ID Input a VLAN ID. None
MAC Address
|Description |Factory Default

L/I:r(t: address of the Input the MAC address of the port. None

Port

Factory Default

Select the pprt from the Specify the port you want to create a VLAN for. None
drop-down list

When finished, click CREATE.

MAC Address Table

Select MAC Address Table and configure the following settings.

MAC Address Table

MAC Learning Mode
Independent VLAN Learning

Aging Time *

300

10-300 sec

APPLY

MAC Learning Mode
Information Descripton _________________________|Factory Default
Independent VLAN Show the current MAC Learning Mode. Indep_)endent VLAN
learning learning
Aging Time
Setting Description Factory Default
10 to 300 Input a VLAN ID. None

When finished, click APPLY to save your changes.
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You can view the current MAC Address Table on the bottom part of the configuration page.

c o

Index VLAN  MAC Address Type Port

1 1 c8:ch:b8:02:26:5f  Learnt Unicast 3/4

Item Name Description

Index The number of the MAC address.

VLAN The VLAN number

MAC Address The MAC address on this device.

Type Learnt Unicast, Learnt Multicast, Static Unicast, Static: Multicast
Port The forwarding port of this MAC address.

QoS

This section describes how QoS works and how to configure the settings.

QoS
Classification
Ingress Rate Limit

Scheduler

Egress Shaper

QoS Overview

The switch’s traffic prioritization capability provides Quality of Service (QoS) to your network by making
data delivery more reliable. You can prioritize traffic on your network to ensure that high priority data is
transmitted with minimum delay. Traffic can be controlled by a set of rules to obtain the required Quality of
Service for your network. The rules define different types of traffic and specify how each type should be
treated as it passes through the switch. The switch can inspect both IEEE 802.1p/1Q layer 2 CoS (Class of
Service) tags, and even layer 3 DSCP (Differentiated Services Code Point) information to provide consistent
classification of the entire network. The switch’s QoS capability improves the performance and determinism
of industrial networks for mission-critical applications.

The Traffic Prioritization Concept

Traffic prioritization allows you to prioritize data so that time-sensitive and system-critical data can be
transferred smoothly and with minimal delay over a network. The benefits of using traffic prioritization are:
e Improve network performance by controlling a wide variety of traffic and by managing congestion.

e Assign priorities to different categories of traffic. For example, set higher priorities for time-critical or
mission-critical applications.

e Provide predictable throughput for multimedia applications, such as video conferencing or voice over IP,
and minimize traffic delay and jitter.

e Optimize the network utilization depending on application usage and usage needs. Hence, asset owners
do not always need to expand their backbone bandwidth as the amount of traffic increases.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 93



Traffic prioritization uses eight traffic queues to ensure that higher priority traffic can be forwarded
separately from lower priority traffic, which guarantees Quality of Service (QoS) to your network.

Moxa switch traffic prioritization is based on two standards:

e IEEE 802.1p—a layer 2 QoS marking scheme
o Differentiated Services (DiffServ)—a layer 3 QoS marking scheme.

IEEE 802.1p Class of Service

The IEEE Std 802.1D 2005 Edition marking scheme, which is an enhancement to IEEE Std 802.1D, enables
Quality of Service on the LAN. Traffic service levels are defined in the IEEE 802.1Q 4-byte tag, which is used
to carry VLAN identification as well as IEEE 802.1p priority information. The IEEE 802.1p occupying 3 bits of
the tag follows the destination MAC address and Source MAC address.

The IEEE Std 802.1D 2005 Edition priority marking scheme assigns an IEEE 802.1p priority level between 0
and 7 to each frame, which specifies the level of service that the associated packets shall be handled. The
table below shows an example of how different traffic types can be mapped to the eight IEEE 802.1p priority
levels.

IEEE 802.1p Priority Level IEEE 802.1D Traffic Type

Best Effort

Background (lowest priority)

Reserved

Excellent Effort (business critical)
Controlled Load (streaming multimedia)
Video (interactive media)

Voice (interactive voice)

Network Control Reserved traffic

Nojun|~hlWIN|H|O

Even though the IEEE 802.1p standard is the most widely used prioritization scheme for LAN environments,
it still has some restrictions:

e It requires an additional 4-byte tag in the frame, which is normally optional for Ethernet networks.
Without this tag, the scheme cannot work.

e The tag is part of the IEEE 802.1Q header, so to implement QoS at layer 2, the entire network must
implement IEEE 802.1Q VLAN tagging.

e It is only supported within a LAN and does not cross the WAN boundaries, since the IEEE 802.1Q tags
will be removed when the packets pass through a router.

Differentiated Services (DiffServ) Traffic Marking

DiffServ is a Layer 3 marking scheme that uses the DiffServ Code Point (DSCP) field in the IP header to
specify the packet priority. DSCP is an advanced intelligent method of traffic marking that allows you to
choose how your network prioritizes different types of traffic. The DSCP field can be set from 0 to 63 to map
to user-defined service levels, enabling users to regulate and categorize traffic by applications with different
service levels.

The advantages of DiffServ over IEEE 802.1Q are as follows:

e You can prioritize and assign different traffic with appropriate latency, throughput, or reliability by each
port.

e No extra tags are required.

e The DSCP priority tags are carried in the IP header, which can pass the WAN boundaries and through
the Internet.

e DSCP is backwards compatible with IPv4 ToS (Type of Service), which allows operation with legacy
devices that use IPv4 layer 3.
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Traffic Prioritization

Moxa switches classify traffic based on layer 2 of the OSI 7 layer model, and the switch prioritizes outbound
traffic according to the priority information defined in the received packet. Incoming traffic is classified
based upon the IEEE 802.1p service level field and is assigned to the appropriate egress priority queue. The
traffic flow through the switch is as follows:

e A packet received by the Moxa switch may or may not have an 802.1p tag associated with it. If it does
not, then it is given a default CoS value (according to the port settings in the classification section).
Alternatively, the packet might be marked with a new 802.1p value, which will result in all knowledge of
the previous 802.1p tag being lost.

e Each egress queue has associated 802.1p priority levels, and can be defined by users, the packet will be
placed in the appropriate priority queue. When the packet reaches the head of its queue and is about to
be transmitted, the device determines whether or not the egress port belongs to the VLAN group. If it
is, then the new 802.1p tag is used in the extended 802.1D header.

Traffic Queues

The hardware of Moxa switches has multiple traffic queues that allow packet prioritization to occur. Higher
priority traffic can pass through the Moxa switch without being delayed by lower priority traffic. As each
packet arrives in the Moxa switch, it undergoes ingress processing (which includes classification,
marking/re-marking), and is then sorted into the appropriate queue. The switch then forwards packets from
each queue.

Moxa switches support two different queuing mechanisms:

¢ Weight Fair: This method services all the traffic queues, giving priority to the higher priority queues.
Under most circumstances, the Weight Fair method gives high priority precedence over low priority, but
in the event that high priority traffic does not reach the link capacity, lower priority traffic is not
blocked.

e Strict: This method services high traffic queues first; low priority queues are delayed until no more high
priority data needs to be sent. The Strict method always gives precedence to high priority over low
priority.

Classification

There are three parameters in this section: DSCP Mapping, CoS Mapping, and Port Setting. The three
parameters are described below in detail.

DSCP to CoS Mapping

In the Classification menu, click the DSCP Mapping tab, and then click the 7 icon.

Classification

DSCP Mapping CoS Mapping Port Setting

DSCP  Priority

[ *]
o

N NN !
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Configure the priority setting from the drop-down list for this port.

CoS-Priority *

0

Edit DSCP 0 Setting

CANCEL APPLY

DSCP Value and Priority

Setting
Oto7

Description

8to 15

16 to 23

24 to 31

Different DSCP values map to one of eight different priorities

32 to 39

from 0 to 7.

40 to 47

48 to 55

56 to 63

Factory Default

NojulhlwW N RO

When finished, click APPLY to save your changes.

CoS to Queue Mapping

In the Classification menu, click the CoS Mapping tab, and then click the 7/ icon.

Classification

DSCP Mapping

CoS Mapping Port Setting

Cos Queue

v

1 2
/s 2 3
s, 3 4

Configure the Queue priority setting for the port.

Edit CoS 0 Setting

Queue *

1

CANCEL APPLY
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Queue Priority

Setting |Description |Factory Default |
0 1
1 2
2 3
3 Different 802.1p values map to one of the eight different 4
4 queues from 1 (lowest priority) to 8 (highest). 5
5 6
6 7
7 8

Port Settings

3
In the Classification menu, click the Port Setting tab, and then click the 7 icon.

Classification

DSCP Mapping CoS Mapping Port Setting

Port Trust Type  Priority

1/1 CoS 3
=

P AV Cos 3
.

7/ 1/3 CoS 3
»

Vg 1/4 Cos 3

Configure the following settings.

Edit Port 1/1 Settings

Trust Type *

CoS v
Untag Default Priority *

3 -

Copy Configurations ... = o

CANCEL APPLY

Trust Type

|Description Factory Default
CoS Enables the port with CoS-based traffic classification. CoS
DSCP Enables the port with DSCP-based traffic classification.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 97



Untag Default Priority

|Description |Factory Default
Oto7 802.1p tag (CoS) can be range from 0 (lowest) to 7 (highest). |3

Copy Config to Ports

Description Factory Default

Select from the drop-

down list Copy the settings to other ports you select. None

When finished, click APPLY to save your changes.
Ingress Rate Limit

Ingress Rate Limit Overview

The rate limit is composed of the meter and the marker. The meter is the monitoring of the data rates for a
particular class of traffic. When the data rate exceeds user-configured values, marking or dropping of
packets occurs immediately. The meter does not buffer the traffic; therefore, the transmission delay is not
affected. When traffic exceeds the user’s specified value, you can instruct the system to either drop the
packets or mark QoS fields in them. The meter algorithms include simple token bucket and SrTCM (Single
Rate Three Color Marker) (RFC2697). The marker of the rate limit is included and remarked in the 802.1p or
the DSCP field of the packet.

Simple Token Bucket

The Token Bucket Concept

Token Bucket is an algorithm used to achieve an efficient network flow control and manage bandwidth. This
algorithm is based on a token bucket that allows for a traffic surge for short periods. When a token is
unavailable, no burst of packets can be sent. Under this concept, the number of tokens will be refilled in the
bucket at specific intervals. Users need to configure these settings so that the tokens in the bucket are
always available to ensure packets can be sent when necessary.

(Max. CBS) -
Token Bucket
(X KByte)
- Token
Count (CES)
(Y KByte)

®
LTI —

Ingress Packet (P KByte)
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CAR (Committed Access Rate) is a traffic control mechanism used to ensure that packets meet the
network rules before they enter the network. CAR can guarantee the traffic flow is under user-defined

control; the packets exceeding the rule will be either dropped or remarked and transmitted again. When
network traffic is jammed, these packets will be dropped first.

Refill Rate Maximum Rate 20 Mbit/Sec Refill Rate )
(20 Mbit/Sec) \ (. (20 Mbit/Sec) \‘ (‘ 20 Mbit > 60 KByte

Token Token Token

(60 KByte)
Bucket Count Bucket
(100 KByte) (100 KByte) (100 KByte) lﬁ'f.i't'
(40KByte)
L g il -
60 KBytes 60 KBytes ConformAction
+ Do Nothing
+ Remark

Token Bucket is an algorithm that is demonstrated as a container in the image below. The token can be
seen as a marker to mark a packet that is allowed to be transmitted through this switch. When the token is
flowing into the bucket, the length of the bucket will be consumed as the volume of the bucket is limited.
When the volume of the bucket is insufficient, some packets will be dropped or remarked and transmitted
again. This algorithm can control the speed of the traffic flow by consuming the speed of the token in the

bucket.
Refill Rate Refill Rate
(20 Mbit/Sec) \ (‘ (20 MbitiSec) ™ (. 40 KByte < 60 KByte
Token -
;3::; Bucket
(100 KByte) Token
Tok
(100 KByte) :| Czuei:: - :| count
(40 KBvte) (40 KByte)
Get token (Mark)
.1 - I
12 Packets ‘ ‘ 40 KBytes
Violate Action ConformAction
* Drop + Do Nothing
* Remark + Remark
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Simple Token Bucket Concept
In the Simple Token Bucket algorithm, two methods will be used:

CIR: Committed Information Rate: Users can pre-configure the CIR. To determine the size of the bucket,
they will be sent along with the available tokens. When tokens are unavailable, the packets will not be sent
until the tokens are added into the bucket. This guarantees sufficient network bandwidth and efficient flow
control.

CBS: Committed Burst Rate: The tokens will be saved in both the CBS bucket and EBS bucket. When both
buckets are full of tokens, the exceeding tokens will be dropped. This ensures that the specific amount of
tokens are available so that the packet transmission can be stable.

Simple Update
Token
Token (CIR} \

Bucket
Packet (P) |== Bucket
(CBS)
Token (CBS)> P 1
Confirm
Token (CBS)< P
If ConformAction is Violate
* Do Nothin
J W [Violate Action

» Drop

If ConformActionis

* Remark DSCP 4y [ Violate Action
* RemarkCoS + Remark DSCP
+ RemarkCo$S
+ Drop

SrTCM (Single Rate Three Color Marker)

SrTCM Overview

SrTCM stands for A Single Rate Three Color Marker, which is another policing scheme for ingress rate limit.
Traffic marking is based on a Committed Information Rate (CIR) and two associated burst sizes, a
Committed Burst Size (CBS) and an Excess Burst Size (EBS). A packet is marked green if it does not exceed
the CBS, yellow if it does exceed the CBS, but not the EBS, and red otherwise.
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How SrTCM Works
SrTCM will categorize the ingress packet by its length, and mark it as one of three colors:
Red: performs the "violate" action.
Yellow: performs the "exceed" action. The Token Bucket (EBS) will deduct corresponding tokens.
Green: performs the "conform" action. The Token Bucket (CBS) will deduct corresponding tokens.

The SrTCM is useful for ingress policing of a service, where only the length, not the peak rate, of the burst
determines service eligibility.

Update Token

CIR’
srtem \

Packet (P) | == Token
Bucket (CBS)

Token
Bucket (EBS)

Token(CIR) > P
Confirm

If Confirm Actionis | 7o, Fps) > p 1
» Do Nothing Exceed
Token(EBS) < P
If Confirm Action is Exceed Action Violate
+  Remark DSCP * Drop Violate Action
* Remark CoS +  Drop
Exceed Action
* Remark DSCP Violate Action
*  Remark CoS * Remark DSCP
«  Drop *  Remark CoS
» Drop

Exceed Rate Limit Threshold Port Shutdown

In general, any user shall not consume unlimited bandwidth and influence others' access. One particular
scenario is that a malfunctioning switch or mis-configured network might cause "broadcast storms". Moxa
industrial Ethernet switches not only prevent broadcast storms, but can also regulate ingress packet rates,
giving administrators full control of their limited bandwidth to prevent undesirable effects caused by
unpredictable faults.

Refill Rate Maximum Rate 20 Mbit/Sec Refill Rate
(20 Mbitisec) ™ (20 Mbit/Sec) ™ 0

oy
Token Token Token b
“;)u'zlé?tte) (8((1: ;:sr;tte) (1(51”;;?&) I:iﬁ'l
(80 KByte)

Burst 0 Burst
L.l - I]]]

12 Packets § 1 80KByte
Violate Action  Confirm Action
* Drop » Do Nothing
+ Remark * Remark
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Editing Ingress Rate Limit

Switch to Advanced Mode before configuring the settings in this section.

.
On the Ingress Rate Limit menu, click the General tab, and then click the 7 icon.

/7  NOTE

The General tab settings are not available for the EDS-(G)4000 Series.

Ingress Rate Limit

General Port Shutdown
Q Search
Port Type Ingress Rate (CIR) CBS EBS Mode Confirm Action Exceed Action Violate Action
1 Simple Token Bucket 1000 1024 1024 Color-Blind Do Nothing Drop Drop
/‘ 1/2 Simple Token Bucket 1000 1024 1024 Color-Blind Do Nothing Drop Drop
/‘ 1/3 Simple Token Bucket 1000 1024 1024 Color-Blind Do Nothing Drop Drop
/‘ 174 Simple Token Bucket 1000 1024 1024 Color-Blind Do Nothing Drop Drop
Configure the following settings.
Edit Port 1/1 Settings
Type *
Simple Token Bucket ~
Ingress Rate (CIR) *
10000
1-10000 Mbps
CBS*
1024
10 -10240 KByte
Conform Action *
Do Nothing -
Violate Action *
Drop v
Copy Configurations .. v @@
CANCEL APPLY
xa's Mana witc xt-generation v4.x) Layer ser Manua
Moxa’s M ed Switch Next-generation OS (v4 Layer 2 User M | 102



Type

Setting |Description |Factory Default |
Simple Token Bucket Specify Simple Token Bucket as Ingress Limit type. .

Simple Token Bucket
SrTCM Specify SFTCM as Ingress Limit type. 'mp Y

Ingress Rate (CIR) (Mbps)

Factory Default

Define the specific incoming data communication speed given

1 to 1000 to this port.

1000

CBS (Committed Burst Size) (Kbyte)

Description Factory Default
Input the specific data communication speed given to this port
when the data rate exceeds the CIR rate. The data that

0 to 10240 exceeded the CIR rate will be saved in temporary storage, and 1024

will be sent when bandwidth is available.

EBS (Excess Burst Size) (Kbyte)

|Description Factory Default
Input the specific data communication speed given to this port
when the data rate exceeds the CIR rate. The data that

0 to 10240 exceeded the CIR rate will be saved in temporary storage, and 1024

will be sent when bandwidth is available.

Confirm Action

|Description Factory Default
Do Nothing Do nothing.
Remark CoS Remark the CoS value. Do Nothing
Remark DSCP Remark the DSCP value.

Violate Action

Setting |Description |Factory Default |
Drop Drop the packet if the packet violates CIR and CBS.

Remark CoS Remark the CoS value if the packet is marked as violated. Drop

Remark DSCP Remark the DSCP value if the packet is marked as violated.

Copy Configurations to Ports

Setting |Description |Factory Default |
Select the port(s) from

the drop-down list Copy the configurations to other port(s). None

When finished, click APPLY to save your changes.

Editing Port Shutdown

To edit port shutdown settings for the RKS-G4000 Series, MDS-G4000 Series, and MDS-G4000-4XG Series,
click the Port Shutdown tab.
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Ingress Rate Limit

General Port Shutdown
Port Shutdown *
Disabled v

Release Interval *
60

0-10080 min.

APPLY

The EDS-(G)4000 Series does not support the General tab settings for the Ingress Rate Limit function. The
Port Shutdown settings are shown by default.

Ingress Rate Limit

Disabled -

60

APPLY

Configure the following settings.

Enable

Setting Description Factory Default \
Enable Enable the port to be shut down. Disabled

Disable Disable the ability for the port to be shut down.

Release Interval (min.)

Description Factory Default
Specify the release interval for the port to shut down. 0
means this port will be shut down until manually enabled.

0 to 10080

When finished, click APPLY to save your changes.

Editing the Port for Port Shutdown

Edit the specific port that you want to edit the port shutdown configurations for.
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Port Enable  Threshold (Mbps)
2l n 1000
s 12 1000
/s 13 1000
s 14 - 1000

Configure the following settings.

Edit Port 1/1 Settings

Port Shutdown *

Disabled v
Threshold *

10000

1-10000 Mbps

Copy Configurations ... ¥ o

CANCEL APPLY

Enable

Description Factory Default
Enable Enable port shutdown for this port. Disable
Disable Disable port shutdown for this port.
Threshold (Mbps)
Setting |Description |Factory Default |
1 to 1000 Specify the threshold for port shutdown 1000

Copy Configuration to Ports

Description Factory Default

Select the port(s) from

the drop-down list Copy the configurations to other port(s). None

When finished, click APPLY to save your changes.
Scheduler

Scheduler Overview

Scheduler is an arbiter in switch forwarding path to prioritize traffic flows by users' defined criteria. This
essentially enhances data transmission efficiency and guarantees that critical packets can be transmitted
earlier. Moxa’s switches support two scheduling algorithms: Strict Priority and Weighted Round Robin.
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Strict Priority

The Strict Priority type allows users to determine to transmit packets in the highest priority queue first,
while packets with lower priority will be transmitted later. This guarantees that traffic with the highest level
of priority for data transmission will go first.

Weighted Round Robin

The Weighted Round Robin type allows users to give priority to specific packets in the higher weighted
queue to ensure those packets will be sent first. Moxa switches now have 8 queues, and the weights from
highest to lowest are 8:8:4:4:2:2:1:1.

Scheduler Settings

]
Select Scheduler in the menu and then click the # icon on the port you want to configure.

Scheduler

Port  Type

7 SpP

V4 1/2 SP

7/ 1/3 spP

Configure the following settings.

Edit Port 1/1 Settings

Type *
Strict Priority o

Copy Configurations ... « o

CANCEL APPLY

Description Factory Default
Strict Priority Set scheduler algorithm as Strict Priority.
Set the scheduler algorithm as Weighted Round Robin: The Strict Priority
queued packet will be forwarded by its associated weight.

Type

Weighted Round Robin

Copy Configurations to Ports

|Description Factory Default

Select the port from the

th tti to oth ts. N
drop-down list Copy the same settings to other ports one

When finished, click APPLY to save your changes.
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Egress Shaper Overview

A shaper typically delays excess traffic using a buffer or queueing mechanism to hold packets and shape the
flow when the data rate of the source is higher than expected. There are two possible metering algorithms:
token bucket, or leaky bucket. The leaky bucket algorithm works similarly to the way an actual leaky bucket
holds water: The leaky bucket takes data and collects it up to a maximum capacity. Credit in the bucket is
only released from the bucket at a set rate. When the bucket consumes all data, the leaking will stop. If
incoming data would overfill the bucket, then the packet is considered to be non-conformant and is not
added to the bucket. Data will be added back to the bucket as space becomes available for conforming
packets.

Egress Shaper Settings and Status

This section describes how to configure Egress Shaper. Switch to Advanced Mode first and select Egress

-
Shaper in the menu and then click the # icon on the port you want to configure.

Egress Shaper

Port Egress Rate (CIR) CBS

1/1 1000 1024
-

7/ 1/2 1000 1024
o

7/ 1/3 1000 1024
-

V A 1000 1024

Configure the following settings.

Edit Port 1/1 Settings

CIR*

10000
-10000 Mbps
cBS*
1024
10-10240 KByte

Copy Configurations ... ~ o

CANCEL APPLY
CIR (Committed Information Rate) (Mbps)

Setting Description Factory Default \
1 to 1000 The average committed data transmission rate. 1000

CBS (Committed Burst size) (Kbyte)

|Description |Factory Default
The maximum traffic amount (in Kbyte) that can be
transmitted within a very short interval of time or burst.

10 to 10240 1024
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Copy Configurations to Ports
Description Factory Default

Select the port from the

drop-down list Copy the same settings to the other ports. None

When finished, click APPLY to save your changes.

You can view the Egress Shaper status.

Egress Shaper

Port Egress Rate (CIR) CBS

S 11 1000 1024

Z 12 1000 1024

Z 13 1000 1024

2 14 1000 1024
Multicast

Multicast filtering improves the performance of networks that carry multicast traffic. This section will explain
the Layer 2 multicast settings, such as IGMP Snooping, GMRP, and Static Multicast.

Multicast

IGMP Snooping

GMRP

Static Multicast

IGMP Snooping

IGMP Snooping Overview

IGMP stands for Internet Group Management Protocol, which is a network communication protocol that
hosts nearby routers on networks to construct multicast group memberships.

IGMP snooping allows a network switch to listen in on the IGMP conversation between hosts and routers. By
listening to these conversations, the switch maintains an association mapping table between port(s) and
multicast group.

How IGMP Snooping Works

A switch will, by default, flood multicast traffic to all the other ports, aside ingress, in a broadcast domain
(or the VLAN equivalent). Multicast can cause unnecessary loading for host devices by requiring them to
process packets they have not solicited. IGMP snooping is designed to prevent hosts on a local network from
receiving traffic for a multicast group they have not explicitly joined. It provides switches with a mechanism
to forward multicast traffic to specific ports that receive IGMP hosts. Hence, IGMP snooping can utilize the
network bandwidth more efficiently.
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Without IGMP Snooping

Group 1 Multicast Stream Group 2 Multicast Stream

=

v

A

IGMP Group 2

N i ]

Y A

5 B - Ny

IGMP Group 1 IGMP Group 2 IGMP Group 1

With IGMP Snooping

Group 1 Multicast Stream Group 2 Multicast Stream

g

IGMP Group 2

~J |

-

A4 v

A A 3

IGMP Group 1 IGMP Group 2  IGMP Group 1

Differences Between IGMP Snooping V1, V2, and V3

IGMP protocols regulate the communication mechanism between querier and listener. IGMP Snooping has
three different versions. Refer to the following table for the detailed differences.

IGMP Version Main Features Reference
The IGMPv1 querier will periodically send out a "query". Listeners can
solicit a "report" of their interested group. However, IGMPv1 does not

Vi1 . . RFC-1112
have a "leave group" message, and the querier might need to
implement a timeout mechanism for each registered group.
Compatible with V1 and the following functions:
a. Group-specific query

V2 b. Leave group rln.essage.s . RFC-2236
c. Resends specific queries to verify leave message was the last one
in the group
d. Querier election if multiple capable queries are present.
Compatible with V1, V2, and the following functions:
Source filtering enables hosts to specify:

V3 - the multicast traffic from a specified source RFC-3376
- the multicast traffic from any source except a specified source

IGMP Snooping Settings

First, select IGMP Snooping on the menu and then click the General tab on the configuration page.
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IGMP Snooping

General VLAN Settings Group Table

Forwarding Table

IGMP Snooping *

Disabled

APPLY

Enable

|Description

|Factory Default
Enabled Enable IGMP Snooping on a specific VLAN. Disabled
Disabled Disable IGMP Snooping on a specific VLAN.
When finished, click APPLY to save your changes.

Configuring VLAN Setting

-
Click the VLAN Setting tab, and then click the 7 iconto configure the VLAN settings

IGMP Snooping

General VLAN Setting Group Table Forwarding Table

VLAN  Enable Version

Query Interval  Config Role Active Role Static Router Port
1 2 125 Querier Non-Querier
/. 2 2 125 Querier Non-Querier
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Edit VLAN 1 Settings

IGMP Snooping *

Disabled =
Version *
7 -

Query Interval *

125

20 - 600 sec.
Static Router Port b
Config Role *

Querier e

CANCEL APPLY

IGMP Snooping

|Description Factory Default
Enabled Enable IGMP Snooping on a switch. Disabled
Disabled Disable IGMP Snooping on a switch.
Version

|Description Factory Default

Specify the IGMP version of the packets that the switch listens

1,23 to and send queries for.

Query Interval (sec)

|Description Factory Default

Specify the query interval for the Querier function globally 125

20 to 600 (Querier has to be enabled.)

Static Router Port

Factory Default

The router port is the port that connects to the upper level
router (or IGMP querier), or to the upper level router of
downstream multicast streams. All of the received IGMP None
signaling packets or multicast streams will be forwarded to
those static router ports.

Check the port from the
drop-down list

Config Role

Description Factory Default
Querier The switch will act as the Querier role. Querier
Non-Querier The switch will not act as the Querier role.

When finished, click APPLY to save your changes.

Viewing the Group Table

Click the Group Table tab, which allows you to view the current Group Table status.
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IGMP Snooping

General VLAN Setting Group Table Forwarding Table

c &

VLAN  Group Address  Filter Mode Port Source Address

I 239.255.255.250 Exclude 3/4 0.0.0.0

Refer to the following table for the detailed description for each item.

VLAN The VLAN ID.
Group Address The registered multicast group.

Only applicable for IGMPv3. (v1 and v2 will display "N/A")
Filter Mode Include: source-specific multicast address group

Exclude: source-specific exclusive multicast address group
Port The forwarded port.
Source Address Only applicable for IGMPv3. (v1 and v2 will display N/A)

Viewing the Forwarding Table

Click the Forwarding Table tab to view the current forwarding table.

IGMP Snooping

General VLAN Setting Group Table Forwarding Table

c
VLAN  Group Address  Source Address Port

1 239.255.255.250 192.168.127.1 3/4

Refer to the following table for a description of each item.

VLAN The VLAN ID.
Group Address The associated multicast group address of the streaming data.
Source Address The source address of the streaming data.
Port The forwarded port.
GMRP

GMRP stands for GARP Multicast Registration Protocol, which is a Generic Attribute Registration Protocol
(GARP) application that can be used to prevent multicast from data flooding. Both GMRP and GARP are
defined by the IEEE 802.1P, and widely used as a standard protocol in various industrial-related
applications. GMRP allows bridges and the devices at the edge of the network to perform a dynamic group
membership information registration with the MAC bridges connected to the same LAN section. The
information can be transmitted among all bridges in the Bridge LAN that is implemented with extended
filtering features. To operate GMRP, the GARP service must be established first.
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Configuring GMRP Setting

To configure the GMRP settings, click GMRP on the menu.

GMRP

GMRP *
Disabled A

APPLY

Configure the following settings.

GMRP

Factory Default
Enabled Enable GMRP. Disabled
Disabled Disable GMRP.

When finished, click APPLY to save your changes.
Configuring GMRP Settings for Each Port

Next, click the /7 icon on the port you want to configure.

Port Enable Group Restrict
2|
VAR V!
2 14

Configure the following settings.

Edit Port 1/1 Settings

GMRP *
Disabled A

Group Restrict *

Disabled -

Copy Configurations ... ~ o

CANCEL APPLY

GMRP

|Description |Factory Default
Enabled Enable GMRP for this port. Disabled
Disabled Disable GMRP for this port.
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Group Restrict
Setting |Description |Factory Default |

Enabled Enable Group Restrict on the port. This specific port will not
process any GMRP control packets. .
- - — - Disabled
. Disable Group Restrict on the port. The specific port will
Disabled . . .
receive and process incoming GMRP control packets.

Copy Config to Ports

Description Factory Default

Select the port(s) from

the drop-down list Allows you to copy the configurations to other port(s). None

When finished, click APPLY to save your changes.

Static Multicast

Click Static Multicast on the menu to view the current multicast table.

Adding Static Multicast Entry

To add more tables, click the icon.

Static Multicast Table

[8]@

O VLAN  MAC Address Egress Port Forbidden Port

Configure the following settings.

Add Static Multicast Entry

VLAN ID * ¥  MAC Address *

Port * w

Forbidden Port v
VLAN ID

|Description |Factory Default

Input the VID Specify the multicast group's associated VLAN ID. None
MAC Address

Description Factory Default

Input the MAC address |Specify the multicast MAC address. None
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Port

Setting

Input the port from the
drop-down list

|Description
Set the port(s) as an egress port(s) so that multicast streams
can be forwarded to this port.

|Factory Default

None

Forbidden Port
Setting

Input the port from the
drop-down list

Description
Set the port as forbidden so that packets cannot be forwarded
to this port.

Factory Default |

None

When finished, click CREATE.

Network Redundancy

Setting up the Redundancy Protocol on your network helps protect critical links against failure, protects
against network loops, and keeps network downtime to a minimum.

The Redundancy Protocol allows you to set up redundant paths on the network to provide a backup data
transmission route in the event that a cable or one of the switches is inadvertently disconnected or
damaged. This is a particularly important feature for industrial applications, since it can take several
minutes to address the link down port or failed switch. For example, if a Moxa switch is used as a key
communications device for a production line, several minutes of downtime can cause a big loss in production
and revenue. Moxa switches support the following Redundancy Protocol functions:

e Spanning Tree
e Turbo Ring V2
e Turbo Chain

e Dual Homing
e MRP

Layer 2 Redundancy

First select Network Redundancy on the menu and then click Layer 2 Redundancy.

Layer 2 Redundancy

Spanning Tree
Turbo Ring V2
Turbo Chain
Dual Homing

MRP

Spanning Tree

Spanning Tree Overview

Spanning Tree Protocol (STP) was designed to help construct a loop-free logical typology on an Ethernet
network and provide an automatic means of avoiding any network loops. This is particularly important for
networks that have a complicated architecture, since unintended loops in the network can cause broadcast
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storms. Moxa switches’ STP feature is disabled by default. To be completely effective, you must enable
STP/RSTP on every Moxa switch connected to your network.

STP (802.1D) is a bridge-based system that is used to implement parallel paths for network traffic. STP uses
a loop-detection process to:

e Locate and then disable less efficient paths (e.g., paths that have lower bandwidth).
o Enable one of the less efficient paths if a more efficient path fails.

How STP Works

The figure below shows a network made up of three LANs separated by three bridges. Each segment uses at
most two paths to communicate with the other segments. Since this configuration can give rise to loops, the
network will overload if STP is not enabled.

Segment 1
=
Switch B
e
Switch A ﬁ:
A Segment 2
€_|| Switch C
‘lb
Segment 3 I
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If STP is enabled, it will detect duplicate paths or block one of the paths from forwarding traffic. In the
following example, STP determined that traffic from segment 2 to segment 1 flows through switches C and
A since this path is in a forwarding state and is processing BPDUs. However, switch B on segment 1 is in a
blocking state.

Segment 1
Blocking Port
»
« > ‘ Switch B
T~ o *
Switch A 1-:
~* Segment 2
»
« > ‘ Switch C
o *
Segment 3 I

What happens if a link failure is detected? As shown in the figure below, the STP will change the blocking
state to a forwarding state so that traffic from segment 2 flows through switch B to segment 1 through a
redundant path.

Segment 1
I Blocking Port
»
dl’ Switch B
— «
Switch A ¢:
hd Segment 2
T~
»
ﬁ. Switch C
«
Segment 3 *

STP will determine which path between each segment is most efficient, and then assign a specific reference
point on the network. When the most efficient path has been identified, the other paths are blocked. In the
previous three figures, STP first determined that the path through switch C was the most efficient, and as a
result, blocked the path through switch B. After the failure of switch C, STP re-evaluated the situation and
opened the path through switch B.

Difference Between STP and RSTP

RSTP is similar to STP but includes additional information in the BPDUs that allow each bridge to confirm
that it has taken action to prevent loops from forming when it decides to enable a link to a neighboring
bridge. Adjacent bridges connected via point-to-point links will be able to enable a link without waiting to
ensure that all other bridges in the network have had time to react to the change. The main benefit of RSTP
is that the configuration decision is made locally rather than network-wide, allowing RSTP to carry out
automatic configuration and restore a link faster than STP.

STP and RSTP spanning tree protocols operate without regard to a network’s VLAN configuration and
maintain one common spanning tree throughout a bridged network. Thus, these protocols map one loop-
free, logical topology on a given physical topology.
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STP/RSTP Settings and Status

This section describes how to configure Spanning Tree settings.
General

Click Spanning Tree on the menu and then select the General tab.

Spanning Tree

General Guard Status

STP Mode
Disabled v

APPLY

Configure the following settings.

STP Mode
Description Factory Default
Disabled Disable Spanning Tree.
STP/RSTP Specify STP/RSTP as the STP mode. Disabled
MSTP Specify MSTP as the STP mode.

STP/RSTP Mode Settings
If you select STP/RSTP as the STP mode, configure the following settings.

Spanning Tree

General Guard Status
STP Mode * Compatibility * Bridge Priority *
STP/RSTP ~ RSTP ~ 32768
0- 61440, multiples of 4096

Forward Delay Time * Hello Time * Max. Age * Error Recovery Time *

15 2 20 300

4-30 sec 1-2 sec 6-40 sec. 30-65535 sec
STP Mode
Setting Description Factory Default \
STP/RSTP Use the STP/RSTP mode as the Spanning Tree protocol. STP/RSTP
Compatibility

Description Factory Default

STP To be compatible with STP mode only RSTP
RSTP To be compatible with RSTP and STP modes
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Bridge Priority

0 to 61440

Description

Increase this device’s bridge priority by selecting a lower
number. A device with a higher bridge priority has a greater
chance of being established as the root of the Spanning Tree
topology.

Factory Default

32768

Forwarding Delay Time (sec.)

Description

Factory Default

4 to 30

The amount of time the device waits before checking to see if
it should change to a different state.

Hello Time (sec.)

lor2

Description

The root of the Spanning Tree topology periodically sends out
a “hello” message to other devices on the network to check if
the topology is healthy. The “hello time” is the amount of time
the root waits between sending hello messages.

Factory Default

Max Age (sec.)
Setting

6 to 40

|Description

If this device is not the root, and it has not received a hello
message from the root in the amount of time equal to “"Max.
Age,” then this device will reconfigure itself as a root. Once
two or more devices on the network are recognized as a root,
the devices will renegotiate a new Spanning Tree topology.

|Factory Default

20

Setting
30 to 65535

Error Recovery Time (sec.)

|Description
If the BPDU guard is triggered on a port, it will automatically
recover to the normal state after the Error Recovery Time.

|Factory Default
300

When finished, click APPLY to save your changes.

If you select MSTP as the STP mode, configure the following settings.

Spanning Tree

General Guard Status
STP Mode Compatibility *
MSTP > MSTP -
Forward Delay Time * Hello Time * Max. Age * Error Recovery Time *
15 2 20 300
4-30 sec. 1-2 sec 6-40 sec. 30-65535 sec
Region Name Region Revision * Max. Hops *
MSTP 0 20

32 0-65535 6-40

APPLY
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STP Mode

|Description |Factory Default
MSTP Use the MSTP mode as the Spanning Tree protocol. MSTP
Compatibility

Description Factory Default
MSTP To only be compatible with MTP mode.
STP To only be compatible with STP mode. MSTP
RSTP To be compatible with RSTP and STP modes.

Forwarding Delay Time (sec.)

Factory Default

Description
The amount of time the device waits before checking to see if

4 o 30 it should change to a different state.

15

Hello Time (sec.)

Setting |Description

The root of the Spanning Tree topology periodically sends out
a “hello” message to other devices on the network to check if
the topology is healthy. The “hello time” is the amount of time
the root waits between sending hello messages.

lor2

|Factory Default |

Max Age (sec.)
Setting |Description

If this device is not the root, and it has not received a hello
message from the root in the amount of time equal to “Max.
6 to 40 Age,” then this device will reconfigure itself as a root. Once
two or more devices on the network are recognized as a root,
the devices will renegotiate a new Spanning Tree topology.

|Factory Default |

20

Error Recovery Time (sec.)

Factory Default

|Description
If the BPDU guard is triggered on a port, it will automatically
recover to the normal state after the Error Recovery Time.

30 to 65535

300

Region Name
Setting Description
0 to 32 characters Provide the region name.

Factory Default |
MSTP

Region Revision

|Factory Default

|Description
0 to 65535 (characters) |Provide the region revision.

Max. Hops

Factory Default

Description
6 to 40 Provide the maximum hops value.

When finished, click APPLY to save your changes.
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Editing Spanning Tree for a Port

A
To edit the spanning tree settings for a specific port, click the # icon on the port you want to configure.

Port Enable Edge Priority Path Cost Link Type
2l n Auto 128 0 Auto
VA V! Auto 128 0 Auto
s /4 Auto 128 0 Auto

Configure the following settings.

Edit Port 1/1 Settings

Enable *

Disabled -

Edge *

Auto -

Priority *

128

0 - 240, multiples of 16
Path Cost *
0 o

0-200000000

Link Type *
Auto ¥

Copy Configurations ... o

CANCEL APPLY

Enable
Setting |Description |Factory Default |
Enabled Enable Spanning Tree. .
D |
Disabled Disable Spanning Tree. Isabled
Edge
Setting |Description |Factory Default |
Auto Automatically detect to be the edge port.
Yes Set as an edge port. Auto
No Do not set as an edge port.
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Priority

Description Factory Default

Increase the priority of a port by selecting a lower number. A

0 to 240 (multiples of port with a higher priority has a greater chance of being a root|128

16) port.
Path Cost
Setting |Description |Factory Default

The path cost value will be automatically assigned according

0 to 20000000 to the different port speed if the value is set to zero.

Link Type
Setting |Description |Factory Default |
Set to Point-to-point when port operating in full-duplex mode,
such as a switch.

Set to Shared when port operating in half-duplex mode, such |Auto
as a hub.

Auto Automatically select Point-to-point or Shared mode.

Point-to-point

Shared

Copy Configurations to Ports
|Description Factory Default

Select the port(s) from

the drop-down list Copy the configurations to other port(s). None

Click APPLY to finish.

BPDU Overview

BDPUs (Bridge Protocol Data Units) are the network communication frames used in the STP (Spanning Tree
Protocol). When two switches exchange messages, BDPUs are used to calculate the STP topology, and
determine the network communication route. A BDPU filter is often used to screen sending or receiving
BPDUs on a specific port of the switch.

BPDU Guard

BDPU Guard is a protection mechanism that prevents a port from receiving BPDUs. When an RSTP-enabled
port receives BPDUs, it will automatically be in the error-disable state, which means the port will in turn
switch to Block state. When STP is enabled, all ports are involved in the STP domain, sending and receiving
BPDUs. However, when BPDU Guard is enabled, all ports will not receive or send any BPDUs, as all
computers and unmanaged switches do not support STP. When BPDU Guard is enabled, all communications
will be treated as error-disabled, and the related ports will be blocked, therefore no more data will be sent
or received, protecting the network from a loop chain.

Root Guard

Root Guard prevents a designated port role from changing to root port role on reception of superior
information.

Loop Guard

Loop Guard prevents temporary loops in a network caused by non-designated ports changing to the
spanning-tree forwarding state due to a link failure in the topology.

BPDU Filter

BPDU Filter prevents a port from sending and processing BPDUs. A BPDU filter enabled port cannot
transmit any BPDUs and drop all received BPDU either.
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Configuring BPDU Filter, BPDU/Root/Loop Guard Settings

]
First click Spanning Tree on the menu and then select the Guard tab. Next, click the # icon on the port
you want to configure.

Spanning Tree
General Guard Status
Port BPDU Guard rootGuard Loop Guard BPDU Filter
11
/s s
VR VZ

Configure the following settings.

Edit Port 1/1 Settings

BPDU Guard *
Disabled -
Root Guard *
Disabled -
Loop Guard *
Disabled v
BPDU Filter *
Disabled v

Copy Configurations ... = o

CANCEL APPLY

BDPU Guard
Factory Default
Enabled Enable BDPU Guard. Disabled
Disabled Disable BDPU Guard.
g
/7  NOTE

To establish a redundant port e.g. it is highly recommended that you do not enable BPDU filter.
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Root Guard

Setting |Description |Factory Default
Enabled Enable Root Guard. Disabled
Disabled Disable Root Guard.
Loop Guard
Setting Descripton __________________________|Factory Default
Enabled Enable Loop Guard. )
Disabled Disable Loop Guard. Disabled
BDPU Filter

Description Factory Default
Enabled Enable BDPU Filter. Disabled
Disabled Disable BDPU Filter.

Copy Configurations to Port
|Description

Select the port(s) from

the drop-down list Copy the same settings to other port(s).

Factory Default

None

When finished, click APPLY to save your changes.

Viewing Current Spanning Tree Status

Click the Status tab to view the current Spanning Tree status.

Spanning Tree

General Guard Status

Root Information C Bridge Information c

Bridge ID Bridge ID

32768/00:90:e8:72:56:12

Root Path Cost

0

Forward Delay Time
15 (sec.)

Hello Time

2 (sec.)

Max. Age
20 (sec.)

32768/00:90:E8:72:56:12

Running Protocol
RSTP

Forward Delay Time
15 (sec.)

Hello Time

2 (sec.)

Max. Age
20 (sec.)

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 124



In addition, the status for each port will also be shown below.

Port Edge Port Role Port State Root Path Cost Path Cost Link Type BPDU Inconsistency Root Inconsist
171 No Discarding 0 2000 Point-to-Point No No
1/3 No Discarding 0 2000 Point-to-Point No No
1/4 No Discarding 0 2000 Point-to-Point No No
2/1 No Forwarding 0 20000 Point-to-Point No No
2/2 No Discarding 0 20000 Point-to-Point No No
2/3 No Discarding 0 20000 Point-to-Point No No
2/4 No Discarding 0 20000 Point-to-Point No No

Refer to the following table for detailed description of each item.

Item Description
Port The port number on this device.
Edge Show if this port is connected to an edge device.

Root: The port is connected directly or indirectly to the root device.

Designated: The port is designated if it can send the best BPDU on the segment to
which it is connected.

Alternate: The alternate port receives more useful BPDU from another bridge and is

Port Rule the blocked port.
Backup: The backup port receives more useful BPDU from the same bridge and is
the blocked port.
Disabled: The function is disabled.
Forwarding: The traffic can be forwarded through this port.
Port State Blocked: The traffic will be blocked.
Disabled: The function is disabled.
Root Path Cost The total path cost to the root bridge.
Path Cost The path cost on this link.
Edge Port: The port is connected to an edge device.
Link Type Point-to-Point Non Edge Port: The port is connected to another bridge and is full

duplex.
Shared Non Edge Port: The port is connected to another bridge and is half duplex.

BPDU Inconsistency BPDU is received on a port enabled by a BPDU guard.

Root Inconsistency A port is changed to a root port when enabled by a loop guard.

Loop Inconsistency A loop is detected on this port by a loop guard.
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Turbo Ring v2

Turbo Ring v2 Overview

Moxa Turbo Ring is a proprietary self-healing technology that enables fast fault recovery of under 20 ms for
Fast Ethernet, and 50 ms for Gigabit Ethernet. Turbo Ring supports two topology expansions—ring coupling
and dual-ring—to reduce redundant network cabling and network planning costs and to ensure high
reliability of your industrial network applications.

The Turbo Ring v2 protocols identify one switch as the master of the network, and then automatically block
one port beside master on the ring (red line) to avoid network’s redundant loops. In the event that one
branch of the ring gets disconnected from the rest of the network, the protocol automatically readjusts the
ring so that the part of the network that was disconnected can reestablish contact with the rest of the
network.

Master

How Turbo Ring v2 Works

Turbo Ring v2 is an advanced technology for network redundancy, which ensures recovery times of less
than 20 ms for Fast Ethernet, and 50 ms for Gigabit Ethernet when the network is down. In addition, it
allows more switches within the network rings. Users can select different network typologies for Turbo Ring
redundancy to allow more network reliability and reduce cabling costs. Below are three examples of how
Turbo Ring v2 works.

Ring Coupling

Ring Coupling helps users separate distributed devices into different smaller redundant rings, but in such a
way that the smaller rings at different remote sites will be able to communicate with each other. This is
useful for applications where some devices are located at remote sites.

Switch B Switch D

Coupling Port — Primary Path

Coupling Port — Backup Path
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Dual-Ring
Dual-Ring adds reliability by using a single Moxa switch to connect two separate rings for applications that

present cabling difficulties. It provides another ring coupling configuration where two adjacent rings can
share one switch. This typology is an ideal solution for applications that have inherent cabling difficulties.

Master

Master

How to Determine the Redundant Path

For Turbo Ring v2, the master is determined by two methods, one is a system MAC address election, the
smallest MAC address will play the Master role; the other is user manual configuration to enable Master role

on the switch.
The redundant path is determined by "Ring Port 2", which means the port set on "Ring Port 2" will become
the blocking port.

Master

@ ** }~
‘#

e

R

/

4
|
4 4
< @
4
-«
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Ring Coupling for a "Turbo Ring V2” Ring

Switch B Switch D
Coupling Port — Primary Path ~y

Coupling Port — Backup Path

Switch A Switch C

For Turbo Ring V2, Ring Coupling is enabled by configuring the Coupling Port (Primary) on Switch B, and
the Coupling Port (Backup) on Switch A only.

The Coupling Port (Backup) on Switch A is used for the backup path, and connects directly to an extra
network port on Switch C. The Coupling Port (Primary) on Switch B monitors the status of the main path,
and connects directly to an extra network port on Switch D. With ring coupling has been established, Switch
A can activate the backup path as soon as it detects a problem with the main path.

/\  ATTENTION

Ring Coupling needs to be enabled on one coupling primary switch and one coupling backup switch as the

Ring Coupler. The Coupler must designate different ports as the two Turbo Ring ports and the coupling
port.

/ NOTE

You do not need to use the same switch for both Ring Coupling and Ring Master.

Turbo Ring V2 Settings and Status

Click Turbo Ring V2 on the menu, and then select the Setting tab.

Turbo Ring V2

Settings Status

Turbo Ring V2 *

Disabled v

APPLY

Configure the following setting.

Turbo Ring V2

Enabled Enable Turbo Ring V2.

Disabled Disable Turbo Ring V2. Disabled

When finished, click APPLY to save your changes.
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Ring Settings

]
In Ring Setting, click the 7 icon.

Ring Setting

Ring ID  Enabled Master Ring Port 1 Ring Port 2

.

rd Ring 1 2/2 2/3

/7  Ring2 - 0 3/4 1/3

Configure the following settings. When finished, click Apply to save your changes.

Ring 1 Settings

Enabled *

Disabled »

Master *

Disabled >

Ring Port 1 *

1/1 g

Ring Port 2 *

2/2 e

CANCEL APPLY
Enable
Description Factory Default
Enabled Enable Ring Setting. )
Disabled Disable Ring Setting. Disabled
Master
Setting |Description |Factory Default |
Enabled Enable this Ring as the Master. .
- - — Disabled

Disabled Disable this Ring as the Master.
Ring Port 1
Setting |Description |Factory Default |
ﬁ;etlect the port from the Specify this port as the 1st redundant port. 1/1
Ring Port 2
Setting Description Factory Default \
Select the port from the . .
list Specify this port as the 2nd redundant port. 1/2
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Ring Coupling Overview

Ring Coupling helps users separate distributed devices into different smaller redundant rings, but in such a
way that the smaller rings at different remote sites will be able to communicate with each other. This is
useful for the applications where some devices are located at remote sites.

Ring Coupling Settings and Status

In the Ring Coupling Setting, click the 7 icon.

Ring Coupling Setting

Coupling Mode  Enabled Coupling Port

Primary Path 21

Configure the following settings.

Ring Coupling Settings

Enabled *

Disabled v

Coupling Mode *

Coupling Primary Path ~

Coupling Port *

2/1 v
CANCEL APPLY
Enable
|Description Factory Default
Enabled Enable Ring Coupling. .
Disabled Disable Ring Coupling. Disabled

Coupling Mode

|Description Factory Default
. Select Coupling Mode to assign the coupling port as the
Coupling Backup Path backup path. Coupling Primary
Coupling Primary Path Sglect Coupling Mode to assign the coupling port as the Path
primary path.

Coupling Port

Description Factory Default

Select the port from the

list Select the port as the coupling port. 2/1

When finished, click APPLY to save your changes.
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Ring Settings and Ring Coupling Setting Status

Click Status in the Turbo Ring V2 menu to view the current Ring settings and the Ring Coupling Status.

Turbo Ring V2

Setting Status
Ring Status
RingID  Master ID Status Master Ring Port 1 Ring Port 2
Ring 1 00:00:00:00:00:00 Slave
Ring 2 00:00:00:00:00:00 Slave

Ring Coupling Status

Coupling Mode  Coupling Port

Refer to the following table for a detailed description for each item of the Ring status.

Item |Description

Ring ID The ID number of the Ring.

Master ID The MAC address of the Ring Master.

Status Healthy: The Ring and the ports are working properly.
Break: One or more Rings have been broken.

Master The device is Master/Slave on this Ring.

Ring Port 1 The port of the first Ring port.

Ring Port 2 The port of the second Ring port.

Refer to the following table for a detailed description for the status of Coupling Mode and Coupling Port.

Item |Description

Primary: The main path of Ring Coupling.
Backup: The backup path of Ring Coupling.
Coupling Port The port of the Ring Coupling.

Coupling Mode
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Turbo Chain

Turbo Chain Overview

Moxa'’s Turbo Chain is an advanced software technology that gives network administrators the flexibility of
constructing any type of redundant network topology. In addition, it offers system recovery time under 20
ms for Fast Ethernet, and 50 ms for Gigabit Ethernet for member port link environments. When using the
“chain” concept, you first connect the Ethernet switches in a chain and then simply link the two ends of the
chain to an Ethernet network.

Turbo Chain can be used on industrial networks that have a complex topology. If the industrial network uses
a multi-ring architecture, Turbo Chain can be used to create flexible and scalable topologies with a fast
media-recovery time.

How Turbo Chain Works

Moxa’s Turbo Chain outperforms traditional ring topologies by providing great flexibility, unrestricted
expansion, and cost-effective configurations when connecting separate redundant rings together—in a
simplified manner. With Turbo Chain, you can create any complex redundant network that correspond to
your needs, while still ensuring great reliability and availability for your industrial Ethernet network
applications.

With Moxa's Turbo Chain, network engineers have the flexibility to construct any type of redundant topology
with minimum effort—by simply linking Turbo Chain to the Ethernet Network. Turbo Chain allows for
unrestricted network expansion. Network engineers no longer need to go through the hassle of
reconfiguring the existing network and can simply use Turbo Chain to scale up their redundant networks.

i 4- . |)
Turbo Chain

Turbo Ring -

How to Determine the Redundant Path
Here is an example of how to set up Turbo Chain and determine the redundant path.

Select the Head switch, Tail switch, and Member switches.

2. Configure one port as the Head port and one port as the Member port in the Head switch, configure one
port as the Tail port and one port as the Member port in the Tail switch, and configure two ports as
Member ports in each of the Member switches.

3. Connect the Head switch, Tail switch, and Member switches as shown in the diagram below.
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The path connecting to the Head port is the main path, and the path connecting to the Tail port is the
backup path of Turbo Chain. Under normal conditions, packets are transmitted through the Head Port to the

LAN network. If any Turbo Chain path is disconnected, the Tail Port will be activated so that packet
transmission can continue.

LAN Network

Taill Port

o

Turbo Chain

There are two points to note:

1. Two Chain ports must have the same PVID.
2. Chain ports must join the untagged members of PVID VLAN before being assigned to be a Chain port.

Turbo Chain V2 Settings and Status

First select Turbo Chain on the menu and then click Setting.

Turbo Chain

Settings Status
Turbo Chain *
Disabled -
Chain Role *
Member -

Member Port 1 *

11 -

Member Port 2 *

2/3 h

APPLY

Configure the following settings.

Turbo Chain

Description Factory Default
Enabled Enable Turbo Chain. Disabled
Disabled Disable Turbo Chain.
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Chain Role

|Description Factory Default
Head Enable chain role as the Head.
Member Enable chain role as a Member. Member
Tail Enable chain role as the Tail.
Head/Member/Tail Port
Setting |Description |Factory Default |
Select the port from the . .
list Specify the port as the Head/Member/Tail port. 1/1
Member Port
Setting |Description |Factory Default |
lect th t f th .
ﬁstec € port from the Specify the port as the member port. 1/2

When finished, click APPLY to save your changes.

Select Turbo Chain on the menu and click Status to view the current Turbo Chain status.

Turbo Chain

Settings Status

Chain Information

Turbo Chain Chain Role
Disabled Member

Member 1 Port Status ~ Member 2 Port Status
Disabled Disabled

Refer to the following table for a detailed description of each item.

Item Description |
Enabled: Turbo Chain is enabled.

Disabled: Turbo Chain is disabled.

Head: The device is the head of this chain.

Chain Role Member: The device is a member of this chain.

Tail: The device is the tail of this chain.

Head/Member/Tail 1 Port Status The status of the first Head/Member/Tail port.

Head/Member/Tail 2 Port Status The status of the second Head/Member/Tail port.

Turbo Chain

NOTE

Auto-negotiation and Far-end-fault are not supported on certain ports of the EDS-4014-4GS-2QGS and
EDS-G4014-6QGS and therefore cannot be used for Turbo Chain. Make sure to use supported ports to set
up Turbo Chain.

For an optimal Turbo Chain configuration, we recommend using ports G1 to G4 (100/1000BaseSFP) on the
EDS-4014-4GS-2QGS and ports QG3 to QG6 (100/1000/2500BaseSFP) on the EDS-G4014-6QGS.
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Dual Homing

Dual Homing Overview

Dual Homing is a layer 2 function, which uses a single Ethernet switch to connect two network topologies,
both of which can run any redundancy protocols. It involves coupling two separate devices or even coupling
to two separate rings with a single switch connecting to two independent connection points. The secondary
path will be activated if the primary path fails.

How Dual Homing Works
Dual Homing is a redundant path technology that allows a single switch to connect to any topology.

The primary and secondary paths require manual configuration: Select a primary port as the primary path
and the secondary port as the secondary path. The default path switching mode is "primary path always
first", which means when failover occurs, the primary path will switch to the secondary path, but if the
primary path recovers, the path will switch back to the primary path again even if the secondary path is

healthy.

Master

,"'5 Primary Path
’:
~{|* |

Ring
>
-
= -

’)
"_ Secondary Path

Path Switching Mode
There are two path switch modes that users can configure:

Primary path always first: Always selects the path switching mode as the primary path first. When path
switching occurs, the primary path will always be the first path for data communication.

Maintain current path: Select the path switching mode to maintain the current path. When path switching
occurs, maintain the current path to keep the network stable and do not change paths for data
communication.
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Dual Homing Settings and Status

Click Dual Homing in the menu and select Setting.

Dual Homing

Settings Status
Dual Homing *
Disabled -
Primary Port *
1/1 -

Secondary Port *

2/4 - @

Path Switching Made *

Primary path always first -

APPLY

Configure the following settings.

Dual Homing

|Description |Factory Default
Enabled Enable Dual Homing.
Disabl
Disabled Disable Dual Homing. Isabled
Primary Port

|Description |Factory Default

Select the port from the

list Specify the port as the primary port. 1/1

Secondary Port

Factory Default

Select the port from the

list Specify the port as the secondary port. 1/1

Path Switching Mode

Setting Description Factory Default \
:::;Tary path always Always selects path switching mode as the primary path first.

Primary path always
Always selects the path switching mode to maintain the first
current path.

Maintain current path

When finished, click APPLY to save your changes.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 136



First, click Dual Homing in the menu and then select Status to view the current Dual Homing Settings.

Dual Homing

Setting Status
c
Path Port Link Status Port State
Primary 171 Link up

Secondary 2/4 Link Down

Refer to the following table for a detailed description of each item.

Item |Description
Primary: The primary path of dual homing.

Path Secondary: The secondary path of dual homing.

Port The port that is used as the primary/secondary path.

Link Up: The port is connected.

Hink Status Link Down: The port is disconnected.
Port State Blocking: The port s blocking waffc,
MRP
Overview

MRP (Media Redundancy Protocol) is a network protocol based on the IEC 62439-2 standards that allows
users to create a redundant ring system. With a recovery time of less than 200 ms, it can support up to 50
devices in each ring.

MRP includes two roles:
MRM (Media Redundancy Manager)

MRM, also known as the Ring Manager, is a node in the network topology that manages and monitors the
health of the entire ring. There is only one MRM in the network. In the event of a Link Down scenario, the
MRM diagnoses the issue and notifies all MRCs (Media Redundancy Clients) to flush their MAC address table
and relearn the path. Additionally, the MRM changes the port status of the primary port from blocking to
forwarding to restore connectivity.

MRC (Media Redundancy Client)

MRC, also known as the Ring Client, is a node in the network topology that is monitored by the MRM (Media
Redundancy Manager). However, the MRCs do not solely rely on the MRM to detect the health of the ring,
they also automatically notify the MRM in the event of a Link Down or Recovery situation. The MRC flushes
its MAC address table and relearns the path when requested by the MRM.
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How MRP Works

When implementing MRP, two ports are required and should be designated as the 1st and 2nd redundant
ports, respectively.

One ring port of the MRM shall be connected to a ring port of an
MRC. The other ring port of that MRC shall be connected to a ring
port of another MRC or to the second ring port of the MRM.

One of the redundant ports on MRM would be in the blocking state, while the other would be in the
forwarding state. The path connected to the blocking port is the redundant path. Similarly, the MRC requires
two ports, and both would be forwarding. It's important to note that in the event of a topology change, the
backup path may not automatically change back to the original path even if the Link Down issue has been
resolved.

MRP Settings
Click Network Redundancy > Layer 2 Redundancy > MRP

@ Network Redundancy
Layer 2 Redundancy
Spanning Tree
Turbo Ring V2

Turbo Chain

Dual Homing

MRP

Click the Settings tab to configure.

Media Redundancy Protocol

Settings Status

Media Redundancy Protocol *

Disabled -

APPLY
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Configure the following setting.

Media Redundancy Protocol

|Description |Factory Default
Enabled Enable the Media Redundancy Protocol (MRP) and users can

configure the following settings. Disabled
Disabled Disable the Media Redundancy Protocol.

When finished, click APPLY to save your changes.

If you choose to enable MRP, configure the following settings.

Media Redundancy Protocol

Settings Status

Media Redundancy Protocol

Enabled -

Role *
Ring Client v

VLANID *
1 o

1-4094

Domain UUID *
Default ik

React on Link Chane

1st redundant port * 2nd redundant port *

11 v 1/2 >

APPLY

Media Redundancy Protocol

|Description |Factory Default
Enabled Enable the Media Redundancy Protocol. Disabled
Disabled Disable the Media Redundancy Protocol.
Role
Setting |Description |Factory Default |
Ring Client Specify the Ring Client as the role.

Specify the Ring Manager as the role, so that the device can |Ring Client

Ring Manager manage and monitor the Ring health status.

VLAN ID
Setting |Description |Factory Default |
1 to 4094 Specify the VLAN ID for the Media Redundancy Protocol, and 1

the VLAN ID should align with the ring port settings.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 139



Domain UUID

Setting |Description |Factory Default |
Default Specify Default as the domain UUID. Default
PROFINET Specify PROFINET as the domain UUID.

React on Link Change (for Ring Manage Role only)

Setting Descripton _______________________|Factory Default _

Enabled Enable reaction on link change for faster recovery speeds.
- - - - Enabled
Disabled Disable reaction on link change.
1st Redundant Port
Setting Description Factory Default \
Select from the list Specify the port as the 1st redundant port. None
2nd Redundant Port

|Description |Factory Default
Select from the list Specify the port as the 2nd redundant port. None

When finished, click Apply to save your changes. You may select the Status tab to view the current status
of the Media Redundancy Protocol settings.

Media Redundancy Protocol

Settings Status

Ring Status

MRP Ring

Enabled

Role

Ring Manager

Ring State

Primary Ring Port Link Up
React on Link Change
Enabled

VLAN ID

1

Domain ID
FFFFFFFF-FFFF-FFFF-FFFF-FFFFFFFFFFFF

C

Interface Port Port Status

1stredundantport  1/1 Forwarding

2nd redundant port ~ 1/2 Link Down
/  NOTE

1. All devices in the ring topology should have MRP enabled to ensure proper operations.

1. Ensure that every redundant port on every device in the MRP topology is in the same VLAN. (For more
information, users can refer to the chapter on VLANS.)

2. Before completing the MRP settings on each node, please do not connect all paths to prevent any
Looping events.
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Configure Ring Manager

Follow the steps below:

A e

Click Enabled to enable MRP.

Select Role as Ring Manager.

Enter the VLAN ID (only enter an existing VLAN ID).

Select Domain UUID.

Select Enabled to enable React on Link Change for faster recovery speeds.
Select the port to be 1st redundant port and 2nd redundant port.

Configure Ring Client

Follow the steps below:

AU e

Click Enabled to enable MRP.

Select Role as Ring Client.

Enter the VLAN ID (only enter an existing VLAN ID that aligns with the Ring Manager).
Select Domain UUID.

Select 1st redundant port and 2nd redundant port.

Click Apply to save the configuration.

Click Status tab to check MRP redundant port status.

C Q Search

Interface Port Port Status

1st redundant port 3/1 Blocking

2nd redundant port  3/2 Forwarding

1-20f2

C Q, search

Interface Port Port Status

1st redundant port 3/1 Blocking

2nd redundant port ~ 3/2 Forwarding
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Management

This section describes how to configure Network Management including SNMP.

@% Management

Network Management

SNMP

Network Management

This section demonstrates how to configure SNMP settings. For SNMP Trap/Inform settings, refer to SNMP
Trap/Inform section under Diagnostics > Log & Event Notifications.

SNMP

Moxa switches support SNMP V1, V2c, and V3. SNMP V1 and SNMP V2c use a community string match for
authentication, which means that SNMP servers access all objects with read-only or read/write permissions
using the community strings public and private by default. SNMP V3 requires that you select an
authentication level of MD5 or SHA. You can also enable data encryption to enhance data security.

Supported SNMP security modes and levels are shown in the table below. Select the security mode and level
that will be used to communicate between the SNMP agent and manager.

Protocol
Version

V1, V2c Read |Community Uses a community string match for
SNMP V1, Community string authentication.
V1, V2c : . :
V2c ' Community Uses a community string match for
Write/Read . No -
. string authentication.
Community
Uses an account with admin or user to access
None No No -
objects.
Authentication Uses authentication based on HMAC-MD5, or
MD5 or SHA |based on MD5 or |Disabled HMAC-SHA algorithms. 8-character passwords
SNMP V3 SHA are the minimum requirement for authentication.
Data Uses authentication based on HMAC-MD5 or
Authentication encryption HMAC-SHA algorithms, and data encryption key.
MD5 or SHA |based on MD5 or ke 'ngES 8-character passwords and a data encryption key
SHA AEé' ! are the minimum requirements for
authentication .and encryption.
»
V4 NOTE

SNMPv3 enhances security as it includes authentication and data privacy. If users require a higher level of
security, it is recommended to install additional security mechanisms such as a firewall to protect a critical

infrastructure.
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General Settings

First click SNMP on the menu and then click General.

SNMP

General SNMP Account
SNMP Version *
V1, V2c -
Read Community *
public
At least 4 characters 6/32
Read/Write Community *
private
At least 4 characters 7/32

Configure the following settings.

SNMP Version

Setting Description Factory Default \
V1, V2c, V3 Specify V1, V2c, and V3 as the SNMP version.

V1, V2c Specify V1 and V2c as the SNMP version. V1, V2c

V3 only Specify V3 as the SNMP version.

Read Community

Setting |Description |Factory Default |
Specifies the community string to authenticate the SNMP
agent for read-only access. The SNMP agent will access all
objects with read-only permissions using this community
string.

Max. 30 characters public

Read/Write Community

Description Factory Default
Specifies the community string to authenticate the SNMP
agent for read/write access. The SNMP server will access all
objects with read/write permissions using this community
string.

Max. 30 characters private

/7  NOTE

The Read Community and Read/Write Community strings support the following characters: a-z, A-Z,
0-9, and the following special characters: ._-

When finished, click APPLY to save your changes.
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Creating an SNMP Account
Click SNMP on the menu and then click the SNMP Account. Next click the icon on the page.

SNMP

General SNMP Account

Username Authority Authentication Type  Authentication password

Configure the following settings.

Create SNMP Account Settings

Username *

At least 4 characters 0/32

Authority *

Read/Write -

Authentication Type *

None N i )

ryption Met
Disabled =
CANCEL CREATE

Username

|Description Factory Default

At least 4 characters,

(max. 32 characters) Input a username. None
»

4 NOTE
The Username can include the following characters: a-z, A-Z, 0-9, and the following special
characters: ._-
Authority
Setting Description Factory Default \
Read Write The user has read/write access. None
Read Only The user only has read access.
Authentication type
Setting Description Factory Default \
None No authentication will be used.
MD5 MD5 is the authentication type. None
SHA SHA is the authentication type.

Authentication password
Setting Description Factory Default \
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\8 to 64 characters Input the authentication password. None

NOTE

The Authentication Password can include the following characters: a-z, A-Z, 0-9, spaces, and the
following special characters: ' # $ % &' () *+ ,\-./:;<=>@[]~_ (|}~

Encryption Method

|Description |Factory Default
Disabled Disable the encryption method.
DES DES is the encryption method. None
AES AES is the encryption method.
Encryption Key
Setting |Description |Factory Default
8 to 30 characters Enable data encryption. None
g
/7  NOTE

The Encryption Key can include the following characters: a-z, A-Z, 0-9, spaces, and the following special
characters: ' # $% & '()*+ ,\-./:;<=>@[]~_"{|}~

When finished, click CREATE.

Deleting an Existing SNMP Account

To delete an existing SNMP account, select the l icon on the account.

Username Authority Authentication Type

ra E test Read Write None

Click DELETE to delete the SNMP account.

Delete Account

Are you sure you want to delete the selected

account?
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Security

This section describes how to configure Device Security, Network Security, and Authentication.

D?ﬁ Security

Device Security
Network Security

Authentication

Device Security

This section includes information about the Management Interface, Login Policy, Trusted Access, and
SSH & SSL configurations.

Device Security
Management Interface
Login Policy
Trusted Access

S5H & S5L

Management Interface

This section describes the settings for User Interface and Hardware Interface.

Management Interface ~

User Interface

Hardware Interface
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User Interface

Click User Interface on the menu.

User Interface

ATTF {TTP F rt
Enabled > 80

1 - 65535
HTTPS * HTTPS - TCP Port *
Enabled v 443

1-65535
Telnet * Telnet - TCP Port *
Disabled > 23

1-65535
SSH* SSH -TCP Port *
Enabled v 22

1-65535
SNMP * SNMP - UDP Port *
Disabled v 161

1-65535
Moxa Service * Moxa Service(Encrypted) - TCP Port Moxa Service(Encrypted) - UDP Port
Enabled hd
Maximum number of Login Sessions For HTTP+HTTPS *
5
1-10
Maximum number of Login Sessions For HTTP+HTTPS *
5
1-10
Maximum number of Login Sessions For Telnet+SSH *
1
1-5

Configure the following settings.

HTTP
Description Factory Default
Enabled Enable the HTTP connection. Enabled
Disabled Disable the HTTP connection.
»
4 NOTE

An HTTP session will be redirected to HTTPs if both HTTP and HTTPs are enabled.

HTTP - TCP Port

|Description |Factory Default
0 to 47808 Specify the HTTP connection port number. 80
HTTPS

Description Factory Default
Enabled Enable the HTTPS connection. Enabled
Disabled Disable the HTTPS connection.
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HTTPS - TCP Port

|Description |Factory Default
1 to 65535 Specify the HTTP connection port number. 443
Telnet
Description Factory Default
Enabled Enable a Telnet connection.
- - - Enabled
Disabled Disable a Telnet connection.

Telnet — TCP Port

|Description |Factory Default
1 to 65535 Specify the Telnet connection port number. 23
SSH
Description Factory Default
Enabled Enable the SSH connection. Enabled
Disabled Disable the SSH connection.
SSH - TCP Port
Setting |Description |Factory Default |
1 to 65535 Input the SSH connection port number. 22
SNMP
Factory Default
Enabled Enable the SNMP connection. )
- - - Disabled
Disabled Disable the SNMP connection.
SNMP - UDP Port
Setting Description Factory Default
0 to 47808 Input the SNMP UDP connection port number. 161
&
V4 NOTE
Moxa Service is only for Moxa network management software suite.
Moxa Service (Encrypted) — TCP Port
Setting |Description |Factory Default |
443 (read only) Enable a Moxa Service TCP port. 443

Moxa Service (Encrypted) — UDP Port

Setti Descripton __________________|Factory Default _

40404 (read only) Enable a Moxa Service UDP port. 40404

Maximum number of Login Sessions for HTTP+HTTPS
|Description |Factory Default

Specify the maximum amount of HTTP login sessions that can

1to10 happen at the same time.

Maximum number of Login Sessions for Telnet+SSH
|Description Factory Default

Specify the maximum amount of Telnet login sessions that can

1
to > happen at the same time.

When finished, click APPLY to save your changes.
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Hardware Interface
Click Hardware Interface on the menu. This enables you to use Moxa's ABC-02 configuration tool.

Hardware Interfaces

Enabled -

Enabled -
Enabled -

APPLY

Configure the following settings.

DIP Switch (for EDS-(G)4000 Series only)

|Description Factory Default
Enabled Enable the DIP switch function on the switch. Enabled
Disabled Disable the DIP switch function on the switch.
USB Interface
Setting |Description |Factory Default |
Enabled Enable the USB interface on the switch. Enabled
Disabled Disable the USB interface on the switch.
MicroSD Interface
Setting Description Factory Default \
Enabled Enable the microSD interface on the switch. Enabled
Disabled Disable the microSD interface on the switch.

Login Policy

Click Login Policy on the menu.
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Login Policy

Login Message

0/500

Login Authentication Failure Message

0/ 500
Account Login Failure Lockout *

Disabled -

Retry Failure Threshold *

1-10 times

Lockout Time *

1-10 min.

Auto Logout Setting *

0-1440 min.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 150



Configure the following settings.

Login Message
Setting |Description |Factory Default |
Input the message that will be displayed to users when they
log in.

0 to 500 characters None

Login Authentication Failure Message
Setting |Description |Factory Default
Input the message that will be displayed when users fail to log
in.

None

0 to 500 characters

NOTE

The Login Authentication Failure Message field can only include the following characters, a-z/A-Z/0-9
and special characters ' # $ % &' ()*+ ,\-./:;<=>@[]1~_"{| 3} ~ and space.

Account Login Failure Lockout
Description Factory Default

Enabled Enable the lockout function when a user fails to log in.

Disabled Disable the lockout function when a user fails to log in. Disabled

Retry Failure Threshold (times)
|Description |Factory Default

1to 10 Input the maximum number of retry failure times. 5

Lockout Time (min.)

Description Factory Default

Specify the amount of times log in credentials can be entered
incorrectly before the user is logged out.

1 to 60

Auto Logout Setting (min.)

Description Factory Default
Specify how long a user has to be inactive before getting
logged out.

0 to 1440

When finished, click APPLY to save your changes.

Trusted Access

Trusted Access Overview

Trusted Access is a mechanism that provides a secure connection to Moxa’s switch. Users can use this
method to allow the connection from the assigned IP address to ensure safe data transmission.

Trusted Access Settings and Status

Click Trusted Access on the menu.

Trusted Access

Trusted Access
Disabled -
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Configure the following settings.

Enable
|Description |Factory Default
Enabled Enable Trusted Access. Disabled
Disabled Disable Trusted Access.
g
V4 NOTE

1. Trusted Access has to be added before it can be enabled.

2. In order to avoid being disconnected after you enable Trusted Access, you must first add the current
IP subnet to Trusted Access. In order to use this function, you should use an RS-232 console to log in
or set the device to factory default.

When finished, click APPLY to save your changes.
Next, click the icon.

Trusted Access

Trusted Access *
Disabled -

IP Address Netmask

Max. 20

Create Entry

IP Address *

Netmask *

CANCEL CREATE

Configure the following settings.

IP Address
Description Factory Default
Input IP address fv[\),ietilrf]y the IP address that is allowed to connect to Moxa'’s None

Netmask

Description Factory Default
Specify the Netmask that is allowed to connect to Moxa'’s
switch.

None

Input Netmask

When finished, click CREATE.
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You can view the Trusted Access status on the figure below.
O IP Address Netmask

O /' 192168.127.155 255.255.255.0

To delete the trusted access source, select the item and then click the ll icon on the top of the page.

IP Address Netmask

/‘ 192.168.127.155 255.255.255.0

Click DELETE to delete the item.

Delete Entry

Are you sure you want to delete the selected

entry?

SSH & SSL

SSH Key Regeneration
Click SSH & SSL on the menu and then select the SSH tab.

SSH & SSL

SSH SSL

Regenerate SSH Key

REGENERATE

Click Regenerate to regenerate the key.
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SSL Certification Regeneration

Click SSH & SSL on the menu and select the SSL tab. The Certificate Information is shown on this screen.

SSH & SSL

SSH SsL

Certificate Information

CA Name
Moxa Networking Co., Ltd.

Expired Date
2198-05-26 18:53:58

Export SSL certificate Request

Regenerate SSL Certificate

REGENERATE

Import Certificate (|

To import a customer certificate, follow the steps below:

1. Import root CA generated by customer's CA server to a PC.
2. 'Export' the CSR file from the switch and use the customer's CA server to generate a certificate.

3. 'Import' the certificate to the switch.

Export SSL Certificate Request
|Description |Factory Default

Export Export the SSL certificate (*.csr) to your local computer. None

Regenerate SSL Certificate
Description Factory Default
Regenerate Regenerate the SSL certificate. None

Import Certificate

Description Factory Default

Import the SSL certificate (*.crt) from the location where the
SSL certificate is located.

Select the file None
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Network Security

This section demonstrates how to configure network security settings, including IEEE 802.1X, MAC
Authentication Bypass, Port Security, Traffic Storm Control, Access Control List, Network Loop
Protection, Binding Database, DHCP Snooping, IP Source Guard, and Dynamic ARP Inspection.

Network Security
IEEE 802.1X
MAC Authentication Bypass
Port Security
Traffic Storm Control
Access Control List

Network Loop Protection

Binding Database

DHCP Snooping

IP Source Guard

Dynamic ARP Inspection

IEEE 802.1X

Port-based 1IEEE 802.1X Overview

The IEEE 802.1X standard defines a protocol for client/server-based access control and authentication. The
protocol restricts unauthorized clients from connecting to a LAN through ports that are open to the Internet,
and which otherwise would be readily accessible. The purpose of the authentication server is to check each
client that requests access to the port. The client is only allowed access to the port if the client’s permission
is authenticated.

Three components are used to create an authentication mechanism based on 802.1X standards:
Client/Supplicant, Authentication Server, and Authenticator.

Client/Supplicant: The end station that requests access to the LAN and switch services and responds to
the requests from the switch.

Authentication Server: The server that performs the actual authentication of the supplicant.

Authenticator: Edge switch or wireless access point that acts as a proxy between the supplicant and the
authentication server, requesting identity information from the supplicant, verifying the information with the
authentication server, and relaying a response to the supplicant.

The Moxa switch acts as an authenticator in the 802.1X environment. A supplicant and an authenticator
exchange EAPOL (Extensible Authentication Protocol over LAN) frames with each other. We can either use
an external RADIUS server as the authentication server or implement the authentication server in the Moxa
switch by using a Local User Database as the authentication look-up table. When we use an external
RADIUS server as the authentication server, the authenticator and the authentication server exchange EAP
frames.

Authentication can be initiated either by the supplicant or the authenticator. When the supplicant initiates
the authentication process, it sends an EAPOL-Start frame to the authenticator. When the authenticator
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initiates the authentication process or when it receives an EAPOL Start frame, it sends an EAP
Request/Identity frame to ask for the username of the supplicant.

How IEEE 802.1X Works

802.1X authentication requires three parties: a supplicant, an authenticator, and an authentication server.
The supplicant is a client device that wishes to connect to the LAN or WLAN. The supplicant can also use the
software to run on the client that offers credentials to the authenticator. Network administrators usually use

an Ethernet switch or wireless access point as the authenticator, and running software supporting RADIUS
and EAP protocols in the authentication server.

Allow to access
resource

& erroL

—
%; —
1o :
Supplicant Authenticator Authentication
Server

The authenticator serves as a security guard to a protected network. The supplicant is not allowed access
through the authenticator to the protected side of the network unless the supplicant’s identity has been
validated and authorized. With 802.1X port-based authentication, the supplicant provides credentials, such
as user name/password or digital certificate, to the authenticator, and the authenticator transmits the
credentials to the authentication server for verification. If the authentication server approves the credentials

as valid, the supplicant (client device) is allowed to access resources located on the protected side of the
network.

IEEE 802.1X Settings

Click IEEE802.1X on the menu and then select the General tab.

IEEE 802.1X
General RADIUS Local Database
EEEBO2.1X*
Disabled -
Authentication Mode
Local Database v

Configure the following settings.

Enable

Setting Description Factory Default
Enabled Enable IEEE 802.1X. Disabled
Disabled Disable IEEE 802.1X.

Authentication Mode

Setting Description Factory Default
Local Database

Use the local database as the authentication mode. Local Database
Use the RADIUS as the authentication mode.

RADIUS

When finished, click APPLY to save your changes.
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To configure the IEEE 802.1X settings for the specific port, click the # icon on the port.

Port Enable Port Control Max. Quiet Period Reauthentication
Request
® n Auto 2 60 Disabled
s Auto 2 60 Disabled
LS 8 s Auto 2 60 Disabled
s 0 Auto 2 60 Disabled
Configure the following settings.
Port 1/1 Settings
Enabled *
Disabled -
Port Control *
Auto i
Max. Request * Quiet Period *
2 60
-10 times 0 - 65535 sec.
Reauthentication * Reauth Period *
Disabled * 3600
1-65535 sec.
Server Timeout *
30
65535 se
Supp Timeout *
30
1-65535 sec.
Tx Period *
30
65535 se
Copy Configurations ... v @
CANCEL APPLY
Enable
Factory Default
Enabled Enable IEEE 802.1X. Disabled
Disabled Disable IEEE 802.1X.
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Port Control
Setting |Description |Factory Default
Force Unauthorized The controlled port has to be held in the Unauthorized state.
The controlled port is set to the authorized or unauthorized
state in accordance with the outcome of an authentication

A
uto exchange between the Supplicant and the Authentication Auto
Server.
Force Authorized 'sl'thaeiecontrolled port is required to be held in the authorized

Max Request (times)

Factory Default

1to 10 Specify how many times for re-authentication. 2

Quiet Period (sec.)

Setting |Description |Factory Default |
Specify the duration of time that the switch remains in the

0 to 65535 quiet state following a failed authentication exchange with the |60
client.

Reauthentication

Setting Description Factory Default

Enabled Enable re-authentication. Disabled

Disabled Disable re-authentication.

Reauth Period (sec.)

|Description Factory Default
Input the duration of time between re-authentication

3600
attempts.

1 to 65535

Server Timeout (sec.)
|Description Factory Default

Input the duration of time that the switch will re-transmit the

packets from the switch to the authentication server. 30

1 to 65535

Supp (Supplicant, such as Client PC) Timeout (sec.)

Factory Default

Input the duration of time that the switch will re-transmit the

1t0 65535 packets from the switch to the client.

Tx Period (sec.)

Description Factory Default

Input the duration of time that the switch will re-transmit the
data to the client.

1 to 65535

Copy Config to Ports

Description Factory Default

Select the port(s) from

the drop-down list Allows users to copy configurations to other port(s). None

When finished, click APPLY to save your changes.

IEEE 802.1X Database

RADIUS

RADIUS Remote Authentication Dial in User Service is a protocol that involves three services in one
network protocol: Authentication, Authorization, and Accounting (AAA). The protocol operates on port 1812,
and the AAA management for users connecting to a network service.

RADIUS is based on a client/server protocol that runs in the application layer, and can use either TCP or
UDP as the mode of transport. The network access servers that contain the RADIUS protocol can allow the
client to communicate with the RADIUS server. Through Authentication, Authorization, and Accounting,
RADIUS is used to monitor access to the network.
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To configure RADIUS settings, click the RADIUS tab.

General RADIUS Local Database
802.1X and MAC Authentication Bypass share the same RADIUS server
Server IP Address 1 Auth Port

1-65535
Share Key o 0
Timeout o Retransmit 0
-128 SecC. 1-254 times
Server |P Address 2 Auth Port
1- 65535
Share Key o 0
Timeout @ Retransmit o
=120 sec. 1-254 times

Configure the following settings.

Server Address 1

Factory Default

To input server address

1 Specify the 1st server address. None
Auth Port
Description Factory Default
1 to 65535 Specify the authentication port number for the 1st server None
address.
Share Key
|Description Factory Default
Input the share key for
the 1st server, (0 to Specify the share key for the 1st server. None
46)

Timeout (sec.)

Description Factory Default

1to 120 Specify the duration of time before a device is logged out. None

Retransmit (sec.)
|Description |Factory Default
1 to 254 Specify how many times for data re-transmission. None

Server Address 2
Description Factory Default

To input server address
2

Specify the 2nd server address. None
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Auth Port

Setting |Description |Factory Default |
1 to 65535 Specify the authentication port number for the 1st server None
address.
Share Key
Setting Description Factory Default \
Input the share key for
the 2nd server (0 to Specify the share key for the 2nd server. None
46)
Timeout

|Description |Factory Default
1to 120 Specify the duration of time before the device is timed out. None

Retransmit (sec.)

Description Factory Default
1 to 254 Specify the time for data re-transmission. None

When finished, click APPLY to save your changes.

/7  NOTE

The RADIUS service will be operated via the 1st server first; if it fails, it will be run on the 2nd server.

Local Database

First click the Local Database tab and then click the icon.

IEEE802.1X

General RADIUS Local Database

Ell=

O Username

Configure the following settings.

Account Settings

Username *

0/20
Password *
At least 4 characters 0/20

Confirm Password * &»

At least 4 characters 0/20

CANCEL APPLY
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Username

Setting |Description |Factory Default |
0 to 20 characters Specify the username for the local database. None
Password

Description Factory Default

At least 4 characters,

(max. 20 characters) Specify the password for the local database user. None

Confirm Password

|Description Factory Default

At least 4 characters,

Confirm the password for the local database user. None
(max. 20 characters)

When finished, click APPLY to save your changes.

MAC Authentication Bypass

Click MAC Authentication Bypass on the function menu.

General

Click the General tab for general settings.

MAC Authentication Bypass

General RADIUS Local Database

MAC Authentication ... =

Authentication Mode * +

MAC Authentication Bypass

|Description Factory Default
Enabled Enable MAC authentication bypass function. None
Disabled Disable MAC authentication bypass function.

Authentication Mode

Description Factory Default
RADIUS Select RADIUS as the authentication mode. None
Local Database Select local database as the authentication mode.

When finished, click APPLY to save your changes.
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RADIUS
Click the RADIUS tab to perform further configurations.

MAC Authentication Bypass

General RADIUS Local Database

Server Address 1 _ Auth Port

o 1-65535
Share Key Y

o o 0
0/ 46
Timeout @ Retransmit (i ]
1-120 sec | -254 sec.
Server Address 2 Auth Port
1-65535

Share Key © O

0/46

Timeout @ Retransmit (i )

1-120 sec 1 -254 sec.

Configure the following settings.

Server Address 1

Description Factory Default

To input server address

1 Specify the 1st server address. None
Auth Port
|Description Factory Default
1 to 65535 Specify the authentication port number for the 1st server None
address.
Share Key
|Description Factory Default
Input the share key for
the 1st server, (0 to Specify the share key for the 1st server. None
46)

Timeout (sec.)

Description Factory Default

1to 120 Specify the duration of time before a device is logged out. None

Retransmit (sec.)

Description Factory Default

1 to 254 Specify the time for data re-transmission. None
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Server Address 2

Setting |Description |Factory Default |
;0 input server address Specify the 2nd server address. None
Auth Port
Setting Description Factory Default \
1 to 65535 Specify the authentication port number for the 1st server None
address.
Share Key
Description Factory Default
Input the share key for
the 2nd server (0 to Specify the share key for the 2nd server. None
46)
Timeout

|Description |Factory Default
1to 120 Specify the duration of time before the device is timed out. None

Retransmit (sec.)

|Description |Factory Default

1 to 254 Specify the time for data re-transmission. None

When finished, click APPLY to save your changes.

/  NOTE

The RADIUS service will be operated via the 1st server first; if it fails, it will be run on the 2nd server.

Local Database

Click Local Database tab, and then click &l icon for further configurations.

MAC Authentication Bypass

General RADIUS Local Database

B
O MAC Address

Max. 1024

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 163



Configure the following setting.

Create Entry

MAC Address * (i ]

CANCEL CREATE

MAC Address

Factory Default

MAC Address Specify the MAC address used for MAC authentication bypass. |[None

When finished, click CREATE to complete.
Port Security

MAC Sticky Overview

MAC Sticky is a function that allows users to configure the maximum number of MAC addresses (the Limit)
that a port can “learn”. Users can configure what action should be taken (under Secure Action) when a new
MAC address tries to access a port after the maximum number of MAC addresses have already been
learned. The total number of allowed MAC addresses cannot exceed 1024.

How MAC Sticky Works

In MAC Sticky mode, administrators can set a proper limit number and then configure trust devices
manually, or let the system configure trust devices automatically. Except for dropping packets as a response
to any violations, administrators can set ‘port shutdown’ on a port and achieve a strict security guarantee.
When a violation is registered on a port, the port will shut down and an administrator will receive a
notification to perform a check.
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MAC Sticky Settings and Status

To configure the MAC Sticky settings, select the General tab in Port Security.

Port Security
General Static Port Lock
Enabled -
Static Port Lock - ©

Configure the following settings.

Enable
Setting |Description |Factory Default |
Enabled Enable port security.
Enabl

Disabled Disable port security. nabled
Port Security Mode
Setting |Description |Factory Default |
MA ick ify MAC Stick h rt i .

C-StIC y Spec! \% QS icky as the port security mode Static Port Lock
Static Port Lock Specify Static Port Lock as the port security mode.

Select MAC Sticky and click Apply.

/  NOTE

When you change the Port Security Mode, the settings in the table will be deleted.

-
Click the # icon on the port you want to edit.

c o

Port Enable Address Limit  Secure Action  Current Address

1 Disabled 1 Packet Drop 0
s, 2 Disabled 1 Packet Drop 0
P RV Disabled 1 Packet Drop 0
P A V7 Disabled 1 Packet Drop 0
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Configure the following settings.

Edit Port 1/1 Setting

MAC Sticky
Disabled -

Address Limit *

Packet Drop -
ol
MAC Sticky
Description |Factory Default
Enabled Enable Static Port Lock for this port. Disabled
Disabled Disable Static Port Lock for this port.
Address Limit

Factory Default

1 to 997 Specify the maximum numbers of the learned MAC address. |1

Secure Action

|Description |Factory Default
Port Shutdown Enable port shutdown when a violation occurs.
- - Packet Drop
Packet Drop Drop the packets when a violation occurs.

When finished, click Apply to save your changes.

Next, click the MAC Sticky tab, and then click the icon to add the MAC Sticky entries.

Port Security

General MAC Sticky

Port Security Mode
MAC Sticky
Total Trust Hosts
0

Systemn Max. Address
1024

@] c @

Port VLAN  MAC Address Type
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Configure the following settings.

Create Entry

Port 4

VLANID *

MAC Address * (i )
Port

Description Factory Default

Select the port from the|Select the port(s) that will be used with the MAC Sticky None

drop-down list function.

VLAN ID

Description Factory Default

Input the VLAN ID Specify the VLAN ID that will be used with MAC Sticky. None
MAC Address
|Description |Factory Default
Input the MAC address |Specify the MAC Address of the device that will be used as the
. . None
that will be used reliable source for network access.

When finished, click Create.

You can view the MAC Sticky settings in the figure below.

Port Security
General MAC Sticky

Port Security Mode
MAC Sticky

Total Trust Hosts
1

System Max. Address

1024
c @™
O Port VLAN  MAC Address Type Effective
o 1 c8ch:b8:02:26:5f  Sticky Dynamic  Yes
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Static Port Lock Overview

To provide a port-based security function, Moxa’s switches have implemented Static Port Lock function; the
main idea is to allow configured devices, 128 at most, to access the network through a specific port. Packets
sent from unknown devices or from configured devices with mismatching ports will be dropped. In other
words, only the packets from the devices pre-configured with the specific MAC addresses can be sent to the
specific port to ensure a secured network data transmission scenario.

Static Port Lock Settings and Status

To configure these setting, first click the Port Security tab and then click General.

Port Security
General Static Port Lock
Enabled -
Static Port Lock A i ]

Configure the following settings.

Enable
Setting |Description |Factory Default |
Er.1abled Er.1able port securle. Enabled
Disabled Disable port security.
Port Security Mode
Setting |Description |Factory Default |
MAC Stick lect MAC Stick th rt it .

C_S icky Selec C_S icky as the port security mode Static Port Lock
Static Port Lock Select Static Port Lock as the port security mode.

Select Static Port Lock and click Apply.

3
Select the # icon on the port you want to edit.

Port Enable Manual Configured Address

11 0
s 2 0
s s 0
s 0
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Configure the following settings.

Static Port Lock

Disabled

Edit Port 1/1 Setting

Enable

Factory Default

Description
Enabled Enable Static Port Lock.
Disabled Disable Static Port Lock.

Disabled

When finished, click Apply to save your changes.

Next, click the Static Port Lock tab and then the icon to perform further settings.

Port Security

General

Port Security Mode
Static Port Lock

Total Trust Hosts
0

System Max. Address

1024

Static Port Lock

B|C

VLAN  MAC Address Type

Configure the following settings.

Create Entry

Port
VLANID *
MAC Address *

Cancel
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Port

Description Factory Default

Select the port from the

drop-down list Specify the port(s) that will be used with Static Port Lock. None
VLAN ID
Setting Description Factory Default \
Input the VLAN ID Specify the VLAN ID that will use Static Port Lock. None
MAC Address
|Description |Factory Default

Input the MAC address |Specify the MAC Address of the device that will be used as the

. . None
that will be used reliable source for network access.

When finished, click Create.

You can view the Static Port Lock setting status from the following figure.

c u
O Port VLAN  MAC Address Type Effective
O e 1 00:01:02:03:04:05 Lock Configured No

Traffic Storm Control

A traffic storm can happen when packets flood the network; this causes excessive traffic and slows down
the network performance. To counter this, Traffic Storm Control provides an efficient design to prevent the
network from flooding caused by a broadcast, multicast, or unicast traffic storm on a physical network layer.
The feature can handle packets from both ingress and egress data.

3
First click Traffic Storm Control on the menu, and then click the Z icon on the specific port you want to

configure.

Traffic Storm Control

Port Broadcast  DLF Priority Threshold (fps)
111 Enabled 12700
P Enabled 12700
VR VE Enabled 12700
VI V7 Enabled 12700
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Configure the following settings.

Edit Port 1/1 Settings

Broadcast *

Enabled -
Multicast *

Disabled v

DLF *

Disabled -
Threshold *

12700 6
625- 14881000 fps

Copy Configurations .. ¥ (@

CANCEL APPLY

There are three methods that can be used for traffic storm control: Broadcast, Multicast, and Destination
Lookup Failure (DLF).

Broadcast
Setting Description Factory Default \
Enabled Enable Broadcast when a traffic storm occurs. Disabled
Disabled Disable Broadcast when a traffic storm occurs.
Multicast
Setting Description Factory Default \
Enabled Enable multicast when a traffic storm occurs. Disabled
Disabled Disable multicast when a traffic storm occurs.
DLF
|Description Factory Default
Enabled Enable DLF when a traffic storm occurs. Disabled
Disabled Disable DLF when a traffic storm occurs.
Threshold (fps)

|Description |Factory Default
625 to 14881000 Define the threshold for a traffic storm. 12700

Copy Config to Ports

Description Factory Default
Select the port(s) from |[Select the port(s) you want to have the same configurations
. None
the drop-down list for.

When finished, click APPLY to save your changes.
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Access Control List

Click Access Control List on the function menu and then click to perform further configurations.

Access Control List

Settings Status

Access Control List

Index Name

Max. 32

Create an Access List

Access List Type * - O

Index * - O

Name

CANCEL CREATE

Configure the following settings.

Access List Type

Setting Description Factory Default \
IP-based Specify IP-based as the access list type. None

MAC-based Specify MAC-based as the access list type.

Index (For IP-based type)

Setting |Description |Factory Default |
fglect from IP-1 to IP- Select from the drop-down list for index. None

Index (For MAC-based type)

|Description Factory Default
Select from MAC-1 to . .
MAC-16 Select from the drop-down list for index. None
Name

|Description Factory Default
0 to 127 characters Provide a name for this access list. None
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IP-based ACL Table Configurations

Configure the following settings for IP-based access list.

ACL Table of IP-1 ~

Active Interface Type *

Port-based v

Active Ingress Ports  ~ @

Active Egress Ports v @

Active Interface Type

Factory Default

Description
Port-based Specify Port-based as the active interface type. None
VLAN-based Specify VLAN-based as the active interface type.

Active Ingress Ports (For Port-based type)
Description

Factory Default

Select the port(s) from

the drop-down list Select the port(s) as the active ingress port(s).

None

Active Egress Ports (For Port-based type)
Description

Factory Default

Select the port(s) from

the drop-down list Select the port(s) as the active egress port(s).

None

Active Ingress VLAN (For VLAN-based type)

|Description

Factory Default

Select the port(s) from

the drop-down list Select the port(s) as the active ingress VLAN.

None

Active Egress VLAN (For VLAN-based type)

|Description

Factory Default

Select the port(s) from

the drop-down list Select the port(s) as the active egress VLAN.

None

When finished, click APPLY to save your changes.
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IP-based Rule Index Settings

Click the B3 icon for Rule Index settings.

a|=

Create Rule Index 1 Settings of IP-1

Rule Index 1 *

Enabled -
Rule Type * -
col
An hd
Source |P Address
Any Source IP Mask -
Destination IP Address
Any Destination IP Mask

DSCP

0-63

CANCEL CREATE

Configure the following settings.

Rule Index 1

Description Factory Default
Enabled Enable Rule Index 1 settings. Enabled
Disabled Disable Rule Index 1 settings.
Rule Type
Setting Description Factory Default \
Permit Permit the rule type.
None
Deny Deny the rule type.
Protocol
Setting |Description |Factory Default |
Select the port(s) from . .
. Select the protocol used for this rule index. Any
the drop-down list

ICMP Type (For ICMP protocol only)

|Factory Default
Any

|Description
0 to 255 Select the ICMP type value.
ICMP Code (For ICMP protocol only)
Setting Description
0 to 15 Select the ICMP code value.

Factory Default

Any

IGMP Type (For IGMP protocol only)

|Description
0 to 255 Select the IGMP type value.

|Factory Default

Any
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Protocol Number (For User defined protocol only)

|Description |Factory Default
0 to 255 Select the protocol number. None
Source IP Address
Setting Description Factory Default \
IP address Provide the IP address as the source IP address. Any
Source IP Mask

Description Factory Default

Select the port(s) from

. Select the source IP mask from the list. None
the drop-down list

Source Port

Description Factory Default

Select the port(s) by

using the up/down Select the source port. Any
arrow
Destination IP Address

|Description |Factory Default
IP address Provide the IP address as the destination IP address. Any

Destination IP Mask

|Description |Factory Default

Select the port(s) from

. Select the destination IP mask from the list. None
the drop-down list

Destination Port

|Description Factory Default

Select the port(s) by
using the up/down Select the destination port. Any
arrow

DSCP

|Description |Factory Default
0to 63 Specify the DSCP value. Any

Action-Redirect Enable

Factory Default
Enabled Enable the redirection function. )

- - - - - Disabled
Disabled Disabled the redirection function.
DSCP Remark
Setting Description Factory Default \
0to 63 Specify the DSCP remark value. Disabled

When finished, click CREATE to complete.

Note that the following system packets are not included in the ACL operation.

Item Destination/Source Port Number
DHCP Server 67

DHCP Client 68

Moxa Service 40404
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MAC-based ACL Table Configurations

Configure the following settings for MAC-based access list.

ACL Table of MAC-1 ~

Active Interface Type *

Port-based v

Active Ingress Ports  ~ (@)

Active Egress Ports v~ @

Active Interface Type

Factory Default

Description
Port-based Specify Port-based as the active interface type. None
VLAN-based Specify VLAN-based as the active interface type.

Active Ingress Ports (For Port-based type)
Description

Factory Default

Select the port(s) from

the drop-down list Select the port(s) as the active ingress port(s).

None

Active Egress Ports (For Port-based type)
Description

Factory Default

Select the port(s) from

the drop-down list Select the port(s) as the active egress port(s).

None

Active Ingress VLAN (For VLAN-based type)

|Description

Factory Default

Select the port(s) from

the drop-down list Select the port(s) as the active ingress VLAN.

None

Active Egress VLAN (For VLAN-based type)

|Description

Factory Default

Select the port(s) from

the drop-down list Select the port(s) as the active egress VLAN.

None

When finished, click APPLY to save your changes.
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MAC-based Rule Index Settings

Click the B3 icon for Rule Index settings.

a|=

Create Rule Index 1 Settings of MAC-1

Rule Index 1*

Enabled -

Rule Type * -

Source MAC Mask -

Destination MAC Address

Any Destination MAC Ma... =

VLAN ID

ANy
ANY

-4094

CANCEL CREATE

Configure the following settings.

Rule Index 1

Setting |Description |Factory Default
Enabled Enable Rule Index 1 settings.
- - - Enabled
Disabled Disable Rule Index 1 settings.
Rule Type
Setting |Description |Factory Default
Permit Permit the rule type.
None

Deny Deny the rule type.
EtherType

Description Factory Default
GOOSE Select GOOSE as the Ethernet type.
SMV Select SMV as the Ethernet type. Any
User defined Select User defined as the Ethernet type.

EtherType Value (For User defined type only)

|Factory Default

|Description
In hex digit Provide the Ethernet type value for the user defined type.

0x

Source MAC Address

|Description
MAC address Provide the MAC address as the source MAC address.

|Factory Default

Any
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Source MAC Mask

|Description Factory Default

Select the port(s) from

) Select the source MAC mask from the list. None
the drop-down list

Destination MAC Address
Setting Description Factory Default
MAC address Provide the MAC address as the destination MAC address. Any

Destination MAC Mask

Setting |Description |Factory Default

Select the port(s) from
the drop-down list

Select the destination MAC mask from the list. None

VLAN ID
Select the VLAN ID by
using the up/down Select the VLAN ID. Any
arrows

CoS
Setting |Description |Factory Default
Select the Cos value by
using the up/down Specify the DSCP value. Any
arrows

When finished, click CREATE to complete.

Note that the following system packets are not included in the ACL operation.

Item MAC Address

IEEE reserved Multicast MAC address 01:80:C2:00:00:XX
Item Ether Type

ARP 0x0806

LACP 0x8809

Jumbo Frame 0x8870

EAP over LAN 0x888E

LLDP 0x88CC
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Access Control List Status

Click Status tab to view the Access Control List status.

Access Control List

Settings Status

ACL Summary

Number of activate ACL (Max. 16)
1

Access Control List

Index Name Activated Activate Direction
MAC-1  test Inactivated —
1P-1 test Activated Both

Network Loop Protection

Click Network Loop Protection on the function menu.

Overview

Network Loop Protection is designed to avoid loops by disabling ports when looping is detected in the
network topology. The feature is designed for devices that do not support redundant protocols, do not
configure redundant protocols, or the redundant protocol fails for a reason.

How Network Loop Protection works

Network Loop Protection prevents looping by sending the detected packet through the network topology to
all ports. After receiving a packet, the port will check if the packet was sent by the device itself. If yes, the
receiving port will be disabled.

Network Loop protection features cannot prevent ports activating redundant protocols, such as STP/RSTP/
MSTP/Turbo Ring/Ring Coupling/Turbo Chain/Dual Homing or Link Aggregation from looping, as these ports
do not process detected packets sent by Network Loop protection.
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\
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\ ® Port ’
\“*H-H__ '“';,i‘l#. "'___,r' i A Direction of traffic movement :
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Settings

Click the Settings tab for further configurations.

Network Loop Protection

Settings Status

Network Loc
Disabled -

]
[41]
[+]

Configure the following settings.

Network Loop Protection

Description |Factory Default
Enabled Enable the Network Loop Protection function. Disabled
Disabled Disable the Network Loop Protection function.

Detect Interval

Factory Default

1 to 30 Specify the detect interval value. 10

When finished, click APPLY to complete.

Status

Click Status tab to view the Loop Protection status.

Network Loop Protection

Settings Status
Cc
Ports Loop Status Port Status Peer Port
1/1 Normal - -
1/2 Normal = —
1/3 Normal — —
1/4 Normal - —
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Binding Database

Binding Database will be created after users enable DHCP Snooping and will be cleared after users disable
DHCP Snooping.

Binding Database entry types include Dynamic and Static.

e Dynamic: The entry will be generated automatically after the DHCP client successfully obtains the IP
with DHCP Snooping enabled. The entry will be released after exceeding the IP leasing time.

e Static: User generates and edits the entry. The entry will be released only when users delete it.

The maximum entry for Binding Database is 32. The entry will stop generating automatically or being added
by the user when the total entry reaches the maximum entry limit. It can only be added again after the
entry has been released.

Binding Database will act as a whitelist for IP Source Guard and Dynamic ARP Inspection.
The following steps are to configure a Static Binding Database entry:

1. Specify VLAN ID, MAC Address, Port, and IP Address.

2. The Binding Database entry status will be displayed in the Binding Status tab. The Lease Time for Static
Binding entry is infinite, the entry will be released only when the user deletes it.

Click Binding Database on the function menu and select the Binding Setting tab. Click the icon and

configure the following settings.

Create a Binding Database Static Entry
VLANID # MAC Address *
1-4094
Port * v
IP Address *
CANCEL CREATE
VLAN ID
|Description |Factory Default
1 to 4094 Input a VLAN ID. None
MAC Address
Factory Defaut
MAC address Specify the MAC address for the entry. None
Port

|Description |Factory Default

Select the port from the

list Select the port for the entry. None

IP Address

Setting |Description |Factory Default
IP address Specify the IP address for the entry. None

When finished, click CREATE to save your changes.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 181



Select the Binding Status tab to view the status of the database binding.

Binding Database

Binding Settings Binding Status
c
Type VLAN ID MAC Address Port IP Address Lease Time

DHCP Snooping

DHCP Snooping is a VLAN-specific security feature for DHCP operations. Users can configure untrusted hosts
and trusted DHCP servers in the corresponding ports in the switch and then the feature will act like a
firewall to validating DHCP messages received from untrusted sources and filters out the invalid messages
to exclude rogue DHCP servers and remove malicious DHCP traffic to guarantee that the client obtains a
legal address from the DHCP server designated by users.

To enable DHCP Snooping will also set up Binding Database and the database will act as an allowlist for IP
Source Guard and Dynamic ARP Inspection.

How does DHCP Snooping work?

Configuring the designated ports connected to DHCP server ports as trusted ports and the ports connected
to clients/hosts as untrusted ports:

e The trusted ports will pass all of the DHCP packets.

e The behavior for the untrusted ports are as follows:

a. Pass the ingress DHCP client packets and the egress DHCP server packets to complete the normal
DHCP transaction.

b. Drop the egress DHCP client packets and the ingress DHCP server packets to avoid the rogue DHCP
Server attack.

c. Drop DHCP client type packets with a different source MAC address and hardware address to avoid
malicious DHCP client attack.

Untrusted port
® p

DHCP Client packets * When SRC MAC is different from hardware

address in the packet

Rogue DHCP Server ‘ DHCP Server

AW\
DHCP Client
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The successful DHCP transaction with DHCP Snooping enabled will create and update the Binding Database.
Binding Database contains VLAN ID, MAC Address, untrusted port of DHCP clients and IP Address. Binding
Database can also be used for other security functions, such as IP Source Guard and Dynamic ARP
Inspection.

Click DHCP Snooping from the function menu and configure the following settings.

DHCP Snooping
DHCP Snooping *
Disabled v
VLAN ID (i ]
1-4004
DHCP Snooping
Description Factory Default
Enabled Enable DHCP Snooping. )
D |
Disabled Disable DHCP Snooping. isabled
VLAN ID
Setting Description Factory Default
1 to 4094 Specify one or more than one VLAN ID(s). None

When finished, click APPLY to save your changes.

Next, click the 7/ icon on the port you want to configure.

Port Settings

Port Status
11 Untrusted
VAR Untrusted
VARV Untrusted
VARV Untrusted

Configure the following settings.

Edit Port 1/1 Settings

Status *

Untrusted v

Copy configurations to ports - O

CANCEL APPLY
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Status

Setting |Description |Factory Default |
Untrusted Spec?fy the port as the untrusted port. Untrusted
Trusted Specify the port as the trusted port.

Copy Configurations to Port

Factory Default

Copy the same configurations to other port(s). None

Select the port from the
list

When finished, click APPLY to save your changes.
The following steps tells you how to configure DHCP Snooping in the switch:

1. To enable DHCP Snooping globally for a specific VLAN
To configure the Trusted or Untrusted status for individual ports. Typically configure the ports connected
to an untrusted source such as hosts as Untrusted ports (otherwise as Trusted port such as DHCP
server).

/  NOTE

The port status cannot be changed to trusted port if the port is enabled by Dynamic ARP Inspection or IP
Source Guard.

IP Source Guard

IP Source Guard (IPSG) is an IP data packet filtering security feature that works on Layer 2 interfaces. The
feature operates with DHCP Snooping and the Binding Database to filter the IP data packets to defend
against attacks such as denial-of-service (DoS) caused by forging/spoofing source IP addresses.

How Does IP Source Guard Work?

IP Source Guard (IPSG) works with DHCP Snooping. Users must enable DHCP snooping to create the
Binding Database Entry before enabling IPSG and it can only be operated in untrusted ports configured in
DHCP Snooping.

IPSG examines each packet sent from a host attached to an untrusted port on the switch. The IP address,
MAC address, VLAN, and port associated with the host are checked against entries stored in the Binding
Database. If the packet header does not match a valid entry in the Binding Database, the switch does not
forward the packet.

:’ @ Untrusted port- IPSG is enabled
. @ Trusted port

X A forged IP packet

ST TTTTTTTTTTTT T TTTT T Host 1: Normal user

Host 2: Attacker
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Click IP Source Guard on the function menu to enable the feature by individual ports or copy
configurations to multiple ports. Please note IPSG can only be enabled on untrusted ports specified in DHCP

Snooping feature. Click the 7/ icon on the port you want to configure.

IP Source Guard

s [

N,

N,

Port

mn

/2

/3

/4

Status

Disabled

Disabled

Disabled

Disabled

Configure the following settings.

Edit Port 1/1 Settings
Status *
Disabled -
Copy configurations to ports v o
Status
Description
Enabled Enable IP Source Guard on the port. IPSG can only be enabled
on untrusted ports specified in the DHCP Snooping feature.
Disabled Disable IP Source Guard on the port.

Factory Default

Disabled

Copy Configurations to Port

Factory Default

Select the port from the

list

|Description

Copy the same configurations to other port(s).

None

When finished, click APPLY to save your changes.

The following step is to configure IPSG:

Enable IPSG for individual untrusted ports specified in the DHCP Snooping feature. The IP data packet will

be filtered against the IP address, MAC address, VLAN, and port recorded in the Binding Data Base Entry

once the IP Source Guard has been enabled.
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Dynamic ARP Inspection

Dynamic ARP Inspection (DAI) is an ARP packet filtering security feature that works on Layer 2 interfaces.
The feature operates with DHCP Snooping and the Binding Database defends against attacks such as man-
in-the-middle, or denial-of-service (DoS) caused by ARP packet spoofing (also known as ARP poisoning or
ARP cache poisoning).

How does Dynamic ARP Inspection work?

Dynamic ARP Inspection (DAI) works with DHCP Snooping. Users must enable DHCP snooping to create the
Binding Database Entry before enabling DAI and it can only operate in untrusted ports configured in the
DHCP Snooping feature.

DAI inspects each packet sent from a host attached to an untrusted port on the switch. The IP address, MAC
address, VLAN, and port associated with the host is checked against entries stored in the Binding Database.
If the packet header does not match a valid entry in the Binding Database, the switch does not forward the

packet.

' @ Untrusted port- DAl is enabled |
\ @ Trusted port \
: = A forged ARP requestor reply packet |

Host 1: Attacker

E x Gateway

= O

VLAN ID MAC Address Port IP Address

Host 1: Normal user

Click Dynamic ARP Inspection on the function menu to enable the feature by individual port or copy
configurations to multiple ports. Please note DAI can only be enabled on untrusted ports specified in DHCP

Snooping feature. Click the # icon on the port you want to configure.

Dynamic ARP Inspection

Port Status
11 Disabled
s Disabled
s 3 Disabled
VRV Disabled
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Configure the following settings.

Edit Port 1/1 Settings
Disabled -
Copy configurations to ports v o
Status
Setting |Description |Factory Default
Enable Dynamic ARP Inspection on the port. DAI can only be
Enabled enabled on untrusted ports specified in the DHCP Snooping )
Disabled
feature.
Disabled Disable Dynamic ARP Inspection on the port.
Copy Configurations to Port
Setting |Description |Factory Default |
Select the port from the ] .
list Copy the same configurations to other port(s). None

When finished, click APPLY to save your changes.

The following step is to configure DAI:

Enable DAI for individual untrusted ports specified in the DHCP Snooping feature. The ARP packets will be
filtered against the IP address, MAC address, VLAN, and port recorded in the Binding Data Base Entry once
the DAI is enabled.

Authentication

This section describes how to configure system authentication including RADIUS and TACACS+. Moxa
switches have three different user login authentications: TACACS+ (Terminal Access Controller Access-
Control System Plus), RADIUS (Remote Authentication Dial In User Service), and Local. The TACACS+ and
RADIUS mechanisms are centralized "AAA” (Authentication, Authorization, and Accounting) systems for
connecting to network services. The fundamental purpose of both TACACS+ and RADIUS is to provide an
efficient and secure mechanism for user account management.

There are five combinations available for users to choose from:

1.

N

ok W

TACACS+, Local: Check the TACACS+ database first. If checking the TACACS+ database fails, then
check the Local database.

RADIUS, Local: Check the RADIUS database first. If checking the RADIUS database fails, then check
the Local database.

TACACS+: Only check TACACS+ database.
RADIUS: Only check the RADIUS database.
Local: Only check the Local database.
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This section includes the configurations for Login Authentication, RADIUS, and TACACS+.

Authentication

Login Authentication

RADIUS

TACACS+

Login Authentication

This section allows users to select the login authentication protocol.

Select Login Authentication.

Login Authentication

Authentication Protocol *

Local v

APPLY

Configure the following settings.

Authentication Protocol

Description Factory Default
Local Select Local as the authentication protocol.
RADIUS Select RADIUS as the authentication protocol.
TACACS+ Select TACACS+ as the authentication protocol. Local
RADIUS, Local Select RADIUS and Local as the authentication protocol.
TACACS+, Local Select TACACS+ and Local as the authentication protocol.

When finished, click APPLY to save your changes.
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RADIUS

Click RADIUS on the menu and configure the following settings.

RADIUS Server

Server Address 1+ UDP Port *
0.0.0.0 1812
1-65535

Share Key & O

0/64

Auth Type *

CHAP -

Timeout *

5

5-180 sec.
Retry *

1

0-3 times
Server Address 2 * UDP Port *

0.0.0.0 1812

Share Key S O

0/64
Auth Type *
CHAP -
Timeout *
5
5-180 sec.
Retry *
1
0-5 times

APPLY

Server Address 1

Description |Factory Default

Input the server Specify the 1st server address as the authentication database. |0.0.0.0

address
UDP Port
|Description |Factory Default
Input the port number |Specify the UDP port. 1812
Share Key

Description Factory Default
Input the key Input the share key for 1st server authentication verification. |[None
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Authentication Type

Description Factory Default
PAP PAP is the authentication type.
CHAP CHAP is the authentication type. CHAP
MS-CHAPv1 MS-CHAPv1 is the authentication type.

Timeout (sec.)

|Description Factory Default

When waiting for a response from the server, set the amount

5to 180 of time before timeout.

Retry (sec.)

|Description |Factory Default

Oto5 Define the retry interval when trying to reconnect to a server. |1

Server Address 2

|Description |Factory Default

Input the server Specify the 2nd server address as the authentication
0.0.0.0

address database.
UDP Port
Setting |Description |Factory Default |
Input the port number |Specify the UDP port. 1812
Share Key

Description Factory Default

Input the key Spgc_ify Fhe share key for 2nd server authentication None
verification.
Authentication Type
Setting |Description |Factory Default |
PAP PAP is the authentication type.
CHAP CHAP is the authentication type. CHAP
MS-CHAPv1 MS-CHAPv1 is the authentication type.

Timeout (sec.)

Description Factory Default

When waiting for a response from the server, set the amount

> to 180 of time before the device is timed out.

Retry (sec.)

|Description Factory Default

Oto5 Set the retry interval when trying to reconnect to a server. 1

When finished, click APPLY to save your changes.

/  NOTE

The RADIUS service will be operated via the 1st server; if it fails, it will run on the 2nd server.
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TACACS+

Click TACACS+ on the menu and then configure the following settings.

TACACS+ Server

Server Address 1 * TCP Port *
0.0.0.0 49
1-65535

Share Key S 0O

0/64

Auth Type *
CHAP ¥

Timeout *
5

5-180 sec.

Retry *

1

0-3 times

Server Address 2* TCP Port *

0.0.0.0 49

Share Key S 0O

0/ 64
Auth Type *
CHAP -
Timeout *
5
5-180 sec.
Retry *
1
0-5 times

APPLY

Server Address 1

Description |Factory Default

Input the server

Specify the 1st server address as the authentication database. |0.0.0.0
address

TCP Port
Setting Description Factory Default \
Input the port number |Specify the UDP port. 49

Share Key

|Description |Factory Default
Specify the share key for 1st server authentication
verification.

None

Input the key
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Authentication Type

Factory Default

Description
ASCII ASCII is the authentication type.
PAP PAP is the authentication type.
CHAP CHAP is the authentication type.

CHAP

Timeout (sec.)

Factory Default

Input the value

|Description
When waiting for a response from the server, set the amount
of time before the device is timed out.

Retry

|Description

|Factory Default

Input the value

Set the retry interval when trying to reconnect to a server.

Server Address 2

|Factory Default

Input the server

|Description
Specify the 2nd server address as the authentication

0.0.0.0

address database.
TCP Port
Setting |Description |Factory Default |

Input the port number

Specify the UDP port.

49

Share Key

Input the key

Description
Specify the share key for 2nd server authentication
verification.

Factory Default

None

Authentication Type

CHAP

Setting |Description

ASCII ASCII is the authentication type.
PAP PAP is the authentication type.
CHAP CHAP is the authentication type.

|Factory Default

Timeout (sec.)

Description

Factory Default

Input the value

When waiting for a response from the server, set the amount
of time before the device is timed out.

Retry

Factory Default

Input the value

|Description
Set the retry interval when trying to reconnect to a server.

When finished, click APPLY to save your changes.

/  NOTE

The TACACS+ service will be operated via the 1st server; if it fails, it will run on the 2nd server.

In addition, users that are created with the TACATCS+ server come with Admin privilege.
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Diagnostics

This section describes the diagnostics functions of Moxa’s switch. Click Diagnostics on the function menu.

=% Diagnostics

System Status
Event Notification

Diagnosis

System Status

This section allows users to view the current system status including Utilization, Statistics, Fiber Check,
and Module Information.

System Status
Resource Utilization
Statistics

Fiber Check

Module Information

Resource Utilization

Click Resource Utilization on the function menu to view the current utilization status including CPU
utilization, memory history, power consumption, and power history. All of the information is displayed via

graphics, making it easier for users to view the system status. In addition, a (3' icon is available on the

upper right corner of each figure, which allows users to view the latest status for each function.
Resource Utilization

CPU Usage 2018-12-24 040559 (3 CPU Usage History (%) 2018-12:24 040558 (G
100

67.1. -

Free

04:05:59

CPU Utilization

Description Factory Default
Read-only Displays the current utilization of the CPU. None

CPU Usage History
Setting |Description |Factory Default |
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[Read-only Displays the CPU usage history trend in a chart. [None |

Memory Utilization 2022-02-17 14:14:03 Memory Usage History (%) 2022-02-17 141405

I Used 40
Free 30

04.7 -

551 /1008 MB

Memory Utilization
Setting Description Factory Default \
Read-only Displays the memory status. None

Memory Usage History

Description Factory Default
Read-only Displays the history of the memory usage. None
Power Consumption 20220217 141441 C Power Usage History (%) 20220217 141441

100
90 |
80
70
60 |
50 |

1 3 40
Watts 0

20
10

NN A A A A N A A Wk o8 A
AN AT P B e N P P
PN R A N U AN AN AN SN SA SN N

Power Consumption (watt)

Description Factory Default
Read-only Displays the power consumption status. None

Power Usage History

Description Factory Default
Read-only Displays the history of the power usage. None

/7  NOTE

The Power Consumption and Power Usage History widgets are not supported by the RKS-G4000
Series and will not show any data.
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Statistics

Click Statistics on the function menu. The first figure shows the packet counter status.

Statistics
Packet Counter el G B S K]
5000
4500 /_
4000
3500
I Linet (171, Tx/Rx)
L B Line2 (172, Tx/Rx)
£ 2500 I L ine3 (1/3, Tx/Rx)
3
b i
2000 I Line4 (174, Tx)
I Line5 (2/1, Rx)
1500
1000
500
0
16:569:23 16:59:29 16:59:33 16:59:33

Time

The status of the different ports will be shown in different colors. A maximum of five ports will have their
information displayed.

I Line1 (1/1, TX/Rx)
B Line2 (1/2, TX/Rx)
I Line3 (1/3, TX/Rx)
B Line4 (1/4, T)
I Lines (2/1, Rx)

There are four icons on the right upper corner of the page. The table below provides a description for each
one.

Item  [Name _____|Description

& Refresh All statistical data will be refreshed.

i.= Reset Statistics Graph The packet counter will be cleared and the graphs will be reset.
=/ Display Setting All selected setting items will be shown here.

!;] Data Comparison Select the data you want to compare.

Refreshing the Statistics

Click the Refresh icon and all statistical data will be refreshed immediately.

Resetting Statistics Graph

Click the Reset icon and select CLEAR to clear the packet counter and reset the graph.

Reset Statistics Graph

Are you sure to clear all graph data?

CANCEL CLEAR

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 195



Display Setting

Click the Display Setting icon and all settings will be displayed. You can select the display mode from the
drop-down list.

Display Settings

Display Mode *

Packet Counter o

Line 1 Monitoring Port * Line 1 Sniffer *

”n >  Tx/Rx -

Line 2 Monitoring Port * Line 2 Sniffer *

1/2 >  Tx/Rx -

Line 3 Monitoring Port * Line 3 Sniffer *

1/3 >  Tx/Rx *

Line 4 Monitoring Port * Line 4 Sniffer *

1/4 v Tx -

Line 5 Monitoring Port * Line 5 Sniffer *

2/1 v Rx v
CANCEL APPLY

The Monitoring Port is the port you want to view or monitor. The sniffer port is the port that you can choose
to view its receiving or transmission status or both.

Display Mode

|Description Factory Default
Packet Counter The packet statistics will be displayed.
Bandwidth Utilization  |The bandwidth statistics will be displayed.

Packet Counter

Click APPLY to complete.

Comparing Data

Click the Data Comparison icon and then select the items from the relevant fields.

Data Comparison

Benchmark Line * ¥  Benchmark Line - Time * b

Comparison Line * ¥  Comparison Line - Time * v
CLOSE

Click CLOSE to complete.
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The data comparison figure will be shown. Click CLOSE to finish.

Data Comparison

Benchmark Line * Benchmark Line - Time *
1/1, Tx/Rx ¥ 141518
Comparison Line * Comparison Line - Time *
1/2, Tx/Rx * 14:15:18
+
Tx Total Octets 0 Fy
+
Tx Total Packets 0 -y
4
Tx Unicast Packets 0 ry
+
Tx Multicast Packets 0 x
+
Tx Broadcast Packets 0 ey

CLOSE

The detailed packet transmission activity for each port can be seen in the table below.

= i C

]
n

Port Tx Total Octets  Tx Total Packets

171 10877827 7891
1/2 0 0
1/3 0 0
1/4 0 0

Tx Unicast Packets

7826

0

0

0

Tx Multicast Packets  Tx Broadcast Packets

64 1

0 0 0
0 0 0
0 0 0

Collision Packets  Late Collision Packets Excessive Collision Packets ~ CRC Align Error Packets Drop Packets
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0

Port: port number

Rx Total Octets

649940

Q search
Rx Total Packets  Rx Unicast Packets Rx Multicast Packets
5501 3706 1482
0 0 0
0 0 0
0 0 0
Oversize Packets Fragment Packets Jabber Packets
0 0 0
0 0 0
0 0 0
0 0 0

Tx Total Octets: Number of octets transmitted including bad packets and FCS octets. Framing bits are not

included.

Tx Total Packets: Number of packets transmitted.

Tx Unicast Packets: Number of Unicast packets transmitted.

Tx Broadcast Packets: Number of good Broadcast packets transmitted. Multicast packets are not included.

Rx Total Octets: Number of octets received, including bad packets and FCS octets. Framing bits are not

included.

Rx Unicast Packets: Number of Unicast packets received.

Rx Multicast Packets: Number of Multicast packets received.

Rx Broadcast Packets: Number of good Broadcast packets received. Multicast packets are not included.
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Rx Pause Packets: Number of pause packets received.

Collision Packets: Number of collisions received. If Jumbo Frames are enabled, the threshold of Jabber
Frames is raised to the maximum size of Jumbo Frames.

Late Collision Packets: Number of late collision packets.

Excessive Collision Packets: Number of excessive collision packets.

CRC Align Error Packets: Number of CRC and Align errors that have occurred.
Drop Packets: Number of packets that were dropped.

Undersize: Number of undersized packets (less than 64 octets) received.
Oversize Packets: Number of oversized packets (over 1518 octets) received.

Fragment Packets: Number of fragments (packets with less than 64 octets, excluding framing bits, but
including FCS octets) received.

Jabber Packets: Number of received packets that were longer than 1632 octets. This number excludes
frame bits, but includes FCS octets that had either a bad FCS (Frame Check Sequence) with an integral
number of octets (FCS Error) or a bad FCS with a non-integral octet (Alignment Error) number.

Fiber Check

Overview

Optical fiber is commonly used for long-distance data transmission, so it is very costly to troubleshoot fiber
cables and fiber transceivers at remote sites when issues occur. Moxa industrial Ethernet switches provide
Fiber Check features to support the link status of fiber connectors diagnosis, including Moxa’s SFP and fixed
type (multi-mode SC/ST and single-mode SC) connectors by displaying the optical parameters and
corresponding threshold. This makes it easier for the user to determine if the modules are working properly
and receive a notification when the threshold has been exceeded from the central site.

This feature can greatly facilitate the troubleshooting process for optical fiber links and reduce costs for
onsite debugging.

How Does Fiber Check Work?

The feature is only designed for Moxa’s SFP and fixed type (multi-mode SC/ST and single-mode SC).

The feature displays the fiber module’s running status and the corresponding threshold. The running status
includes wavelength, temperature, voltage, Tx power, and Rx power. Furthermore, it also lists out the
corresponding upper/lower bound threshold of temperature, voltage, Tx power, and Rx power for the
module. Users can decide to adopt fiber module’s default threshold under “Auto” mode or define the
threshold by themselves under “User Define” mode, and enable the Trap, email warning, and/or relay
warning functions to receive an alarm or relay if the specified fiber ports exceed the corresponding
threshold.

Click Fiber Check on the function menu and select the Status tab to view the current fiber port information
of the switch. You may switch the temperature unit from Celsius to Fahrenheit by clicking the icon on the
upper right corner of the page.

Fiber Check

Status Threshold Settings

Wavelength Voltage Temperature Tx Power (Threshold Rx Power (Threshold
EOIL S Model Nates Serfel Number (nm) (V) (Threshald) (-C) Low/High (d8m) Low/High) (dBm)
1 SFP-1GLXLC-T A326110619 1310 3.30 38.12 (120.00) -6.75 (-12.00/0.00) —(-21.00/-3.00)
1/2 SFP-1GLXLC K520160365 1310 331 42.91 (100.00) -5.48 (-12.50/0.00) —(-21.00/-3.00)
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Refer to the following table for the description of each parameter.

Parameter Description

Port Switch port number with a fiber connection.
Model Name Moxa SFP/fixed type fiber model name.
Serial Number Moxa SFP/fixed type fiber serial number.
Wavelength(nm) Wavelength of the fiber connection.
Voltage (V) Voltage supply to the fiber connection.

Fiber connection current temperature. (Fiber
connection Max. temperature threshold.)
The current amount of light being
transmitted into the fiber optic cable. (The
Min./Max. of threshold of light being
transmitted into the fiber optic cable.)

The current amount of light being received
from the fiber optic cable. (The Min./Max.
threshold of light being received from the
fiber optic cable.)

Temperature (Threshold)(°C)

Tx power (Threshold Low/High) (dBm)

Rx power (Threshold Low/High)(dBm)

Select Threshold Settings to configure the threshold settings. Click the 7" icon to configure. You may

switch the temperature unit from Celsius to Fahrenheit by clicking the icon on the upper right corner of the

page.
Fiber Check
Status Threshold Settings
:
Io) Q, search
Temperature Tx Power Threshold Tx Power Threshold Rx Power Threshold Rx Power Threshold
[FE Mode Threshold (°C) Low (dBm) High (dBm) Low (dBm) High (dBm)
D oan Auto - - - — _
s D e Auto — — — _ _
VR O N VE] Auto - - - - -
/s D s Auto = = = = =
Edit Port 1/1 Settings
Mode *
Auto v
Copy configurations to ports * @
CANCEL APPLY
Mode
Description |Factory Default
Select this mode to use the default fiber module's
Auto threshold specification. Please refer to "Fiber Check Auto
Threshold Values for Auto Mode"
User Defined Users can define the fiber module's threshold.
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Fiber Check Threshold Values for Auto Mode

Tx Power Rx Power
Model Name Temperature Threshold (°C) (Max./Min.) (Max./Min.)

(dBm) (C1:1))
FEMST 120 -11/-23 -3/-32.0
FEMSC 120 -11/-23 -3/-32.0
FESSC 120 3.0/-8.0 -3/-34.0
SFP-1FEMLC-T 120 -5.0/-21.0 -3/-32.0
SFP-1FESLC-T 120 3.0/-8.0 -3/-34.0
SFP-1FELLC-T 120 3.0/-8.0 -3/-34.0
SFP-1GSXLC-T 110 -1.0/-12.5 0/-18.0
SFP-1GLSXLC-T 120 2.0/-12.0 -1/-19.0
SFP-1GLXLC-T 120 0.0/-12.0 -3.0/-21.0
SFP-1GLHLC-T 120 0.0/-11.0 -3/-23.0
SFP-1GLHXLC-T 120 6.0/-7.0 -1.0/-24.0
SFP-1GZXLC-T 120 8.0/-3.0 -1/-24.0
SFP-1G10ALC-T 120 0.0/-12.0 -3/-21.0
SFP-1G10BLC-T 120 0.0/-12.0 -3.0/-21.0
SFP-1G20ALC-T 120 1.0/-11.0 -2/-23.0
SFP-1G20BLC-T 120 1.0/-11.0 -2.0/-23.0
SFP-1G40ALC-T 120 5.0/-6.0 -1.0/-23.0
SFP-1G40BLC-T 120 5.0/-6.0 -1.0/-23.0
SFP-1GSXLC 100 -1.0/-12.5 0/-18.0
SFP-1GLSXLC 100 2.0/-12.0 -1/-19.0
SFP-1GLXLC 100 0.0/-12.5 -3/-21.0
SFP-1GLHLC 100 0.0/-11.0 -3/-23.0
SFP-1GLHXLC 100 6.0/-7.0 -1.0/-24.0
SFP-1GZXLC 100 8.0/-3.0 -1/-24.0
SFP-1GEZXLC 100 8.0/-3.0 -9.0/-30.0
SFP-1GEZXLC-120 100 6.0/-5.0 -8/-33.0
SFP-1G10ALC 100 0.0/-12.0 -2/-21.0
SFP-1G10BLC 100 0.0/-12.0 -3.0/-21.0
SFP-1G20ALC 100 1.0/-11.0 -2/-23.0
SFP-1G20BLC 100 1.0/-11.0 -2.0/-23.0
SFP-1G40ALC 100 5.0/-6.0 -1.0/-23.0
SFP-1G40BLC 100 5.0/-6.0 -1.0/-23.0
SFP-2.5GMLC-T 120 2.0/-10.5 0.0/-13.5
SFP-2.5GSLC-T 120 0.0/-12.0 3.0/-15.0
SFP-2.5GLSLC-T 120 3.0/-8.0 0.0/-16.0
SFP-2.5GSLHLC-T 120 4.0/-7.0 1.0/-19.0
SFP-10GERLC-T 110 5.0/-4.0 -1/NA*
SFP-10GZRLC-T 100 7.0/-3.0 -7/NA*
SFP-10GLRLC-T 120 3.5/-11.2 0.5/NA*
SFP-10GSRLC-T 110 2.0/-8.0 0.5/NA*

*NA for RX Power means the specification is not provided in the datasheet for the fiber module. In Auto
Mode, -40 is the minimum Rx Power threshold, as defined in SFF-8472.
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To define the fiber check threshold, configure the following settings.

Edit Port 1/1 Settings
Mode
User Defined v
Temperature Threshold *
o o
128 e F
-128-128 °’C
Tx Power Threshold Low * Tx Power Threshold High *
-40 8.2
-40-8.2 dBm -40-8.2 dBm
Rx Power Threshold Low * Rx Power Threshold High *
-40 8.2
-40-8.2 dBm -40-8.2 dBm
Copy configurations to ports M i
CANCEL APPLY

Temperature Threshold

Factory Default

Specify the temperature threshold in either Celsius
or Fahrenheit.

Temperature for threshold 128°C

Tx Power Threshold Low

Description Factory Default

-40 to 8.2 dBm Specify the lowest threshold for Tx power. -40

Tx Power Threshold High
|Description |Factory Default
-40 to 8.2 dBm Specify the highest threshold for Tx power. 8.2

Rx Power Threshold Low
Setting |Description

|Description
Select the port(s) from |Select the port(s) you want to copy the same
. . . None
the drop-down list configurations to.

When finished, click APPLY to save your changes.
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The Status tab displays the running information of current data and the threshold of the fiber module.
Users can select to display temperature by Fahrenheit or Celsius. The following steps allow users to
configure the threshold parameters:

1. Click Threshold Setting to Edit or Reset the mode and the threshold value to default.

2. Select mode for the threshold definition for the specified port(s). The threshold will be displayed in the
Status tab and function as the baseline for users to receive notifications if the running status exceeds
the threshold value when users enable the notification of Fiber Check Warning in Event Notification.

» Auto mode: This is the default mode. Users can stay in this mode to adopt default fiber module's
threshold specification. Please refer to "Fiber Check Threshold Values for Auto mode" for the
value.

» User Defined mode: Users can define the threshold values of temperature, Tx power lower/upper
bound, and Rx power lower/upper bound.

3. Copy the configurations to the assigned ports by selecting port(s) in the Copy configurations to ports
field. These configurations are for the fiber module only, so they cannot be copied to copper ports. Click
APPLY to save the changes.

4. If users want to receive notifications when the running status exceeds the threshold for specified
port(s), please go to the Event Notifications page and switch to the Port tab. Edit Fiber Check
Warning to Enable Trap, Email warning, and/or Relay warning for the registered ports. Click APPLY
to save the changes.

Module Information

Click Module Information on the function menu to view the current module information of the switch.

Module Information

c @ Q, search

Slot Module Name Serial Number Product Revision Status

M1 MDS-G4012-L3-4XGS (fixed)

M2 LM-7000H-4GPOE TAIID1049184 V2.0.0 Normal operation.

PWR2 PWR-HV-NP TBZED1038064 V2.0.0 No external power supply for PoE.

1-30f3

For example, in the figure above, the MDS-G4012-L3 switch is installed in Slot M1 and there is an LM-
70000H-4GPOE module installed in Slot M2. In addition, a power module has been installed in Slot PWR2.

/\  ATTENTION

When a different type of module has been inserted into the switch, we suggest you re-configure the
settings, or use reset to default settings. When the same module is inserted into the slot, users do not
need to re-configure the settings or use reset to default settings.
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Log & Event Notification

This section includes the information for Event Log, Event Notification, Syslog, SNMP Trap/Inform,
Email Settings, and Relay Alarm Cut-off.

Log & Event Notification

Event Log

Event Notification

Backup

Syslog
SNMP Trap/Inform
Email Settings
Relay Alarm Cut-off
Event Log
To check event logs, click the Event Log tab.

Event Log
Event Log Oversize-Action
cC ¥ [

Index Bootup Number

1 21
2 21
3 21
4 21
5 21
6 21
7 21
8 20

Severity

Notice

Notice

Notice

Critical

Notice

Notice

Warning

Notice

Timestamp

2018-12-2119:.15:28

2018-12-2119:15:13

2018-12-21 18:55:50

2018-12-21 18:54:18

2018-12-21 18:54:01

2018-12-21 18:54:01

2018-12-21 18:53:57

2018-12-21 21:23:34

Uptime

0doh22m2s

0d0h21m47s

0d0h2m24s

0d0hOm52s

0dohOm35s

0d0hOm35s

0d0hOm31s

0d2h30m8s

Q, search

Message

Configuration [Web] changed by admin.
Configuration [Web] changed by admin.
[Account:admin] successfully logged in via local.
System has performed a cold start.

Interface vlan1 up.

Port 2/1 link up.

The PTP sync status has changed from DISABLED to FREERUN.

Interface vlan1 down.
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Editing Oversize Action

To edit the event log oversize-action, click the Oversize-Action tab.

Event Log

Event Log Oversize-Action Backup
QOversize-Action *
Overwrite the oldest event log -
Capacity Warning *
Disabled - ©
Warning Threshold *
80
50-100

Configure the following settings when the event log file is full.

Oversize-Action

Description Factory Default

Overwrite the oldest
ite the ol log.
event log Overwrite the oldest event log Overwrite the oldest

i tl
it;)p recording event Stop recording event logs. event 109

Capacity Warning

Factory Default
Enabled Enable capacity warning event log. Disabled

Disabled Disable capacity warning event log.

Warning Threshold (%)

Setting Description Factory Default \
50 to 100 Set the warning threshold as a percentage. 80

Click APPLY to save your changes.

Backing Up Event Logs
Click the Backup tab first.

Event Log

Event Log Oversize-Action Backup

Method *
Local -

BACKUP
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There are four ways to back up your event log files: from a local location of your computer, by remote SFTP
server, by remote TFTP server, or by a USB tool.

Local

Select Local from the drop-down list under Method. Click BACKUP, which will save the event log files to
your local computer.

TFTP Server
Select TFTP from the drop-down list under Method.

Event Log

Event Log Oversize-Action Backup

Method
TFTP -

Server IP Address * File Name *

BACKUP

Server IP Address

Description Factory Default

Input the IP address of

the TFTP server Users can input the IP address of the TFTP server. None
File Name
Setting |Description |Factory Default |

Input the backup file
name (supports up to
54 characters, including
the .ini file extension).

Users can input the file name to back up the event log files. None

When finished, click BACKUP to back up the event log files.

SFTP Server
Select SFTP from the drop-down list of Method.

Event Log
Event Log Oversize-Action Backup
Method
SFTP -
Server |IP Address * File Name *
Account * Password * &

BACKUP
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Server IP Address

Setting |Description |Factory Default |
Input the IP address of |Input the IP address of the SFTP server where the event log
. . None
the SFTP server files will be saved.
File Name
Setting Description Factory Default \

Input the backup file
name (support up to 54
characters, including
the .ini file extension).

Input the file name of the event log files None

Account

Description Factory Default
Input the account of An account must be provided to authorize the SFTP server for

. None

the SFTP server secure connection.
Password

Description Factory Default
Input the passwords for|The password has to be specified in order to authorize the None
the SFTP server SFTP Server for secure connection.

When finished, click BACKUP to back up the event log files.

External Storage

Select USB or microSD from the drop-down list under Method.

Event Log

Event Log Oversize-Action Backup

USB - ©

BACKUP

Event Logs

Event Logs Oversize Action Backup

Method

microSD -

BACK UP

Depending on the selected method, insert a Moxa ABC-02 USB-based or ABC-03 microSD-based
configuration tool into the USB port or microSD slot of the switch and click BACK UP to back up the event
log files.
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Ve Note

If you have difficulty using the ABC-02 configuration tool, check if USB Function has been enabled in
Hardware Interface section.

Auto Backup of Event Logs
To enable automatic backup, select Enabled from the drop-down list. Click APPLY to back up the event log
files automatically.

Auto Backup of Event Logs

Enabled A i )

/7  NOTE

If Auto Backup of Event Logs is enabled and both the ABC-02 USB-based and ABC-03 microSD-based
configuration backup tools are inserted, the switch will only back up the event logs to the ABC-02 USB
tool.

Event Notification

There are two functions within Event Notification: System and Function, and Port.

"
In the Event Notification menu, click the System and Function tab, and then click the 7 icon on the

specific event you want to configure. For example, select the # icon for warm start when the switch
reboots.

Event Notification

System and Function Port

Group Event Name Enabled Severity Registered Action

General Warm start Enabled Notice  Trap, Email
/‘ General Password changed Enabled Notice Trap, Email
" » M .
V4 General Login success Enabled Notice Trap, Email
- a . +
7 General Configuration changed Enabled Motice Trap, Email
> A . M .
V4 General Configuration imported Enabled Notice Trap, Email

Configure the following settings.
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Event Name

Enabled *

Enabled

Edit Event Notification

Registered Action

Trap, Email >
Enable
Setting Description Factory Default
Enabled Enable Event Notification for this event. Enabled
Disabled Disable Event Notification for this event.
Registered Action
Setting Description Factory Default
Trap Send SNMP Trap for event notifications.
Email Send an email for event notifications.
MGMT Relay Trigger MGMT Relay for event notifications. Trap/Email
PWR1 Relay Trigger PWR1 Relay for event notifications.
PWR2 Relay Trigger PWR2 Relay for event notifications.

When finished, click APPLY to save your changes.

In addition, use the same method to edit other events, such as login lockout, warm start, password

changed, etc.

A
Next, in the Event Notification menu, click the Port tab, and then click the 7 icon on the specific port

status on Event Name. For example, select the Z icon for event notifications when the port status is on.
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Event Notifications

System and Functions Port

Q search
Event Name Enable Severity Registered Action Registerad Port

11,1/2,1/3,1/4,2/1,2/2,2/3,2/4,2/5, 2/6, 2/7,2/8,3/1,
PortOn Enabled Notice Trap, Email 3/2,3/3,3/4,3/5,3/6,3/7,3/8,4/1,4/2,4/3, 414, 4/5, 4/6,
4/7,4/8

11, 1/2,1/3,1/4,211, 2/2,2/3, 2/4, 2/5, 2/6, 2/7,2/8, 31,
f Port Off Enabled Notice Trap, Email 3/2,3/3,3/4,3/5,3/6,3/7,3/8,4/1,4/2, 4/3, 414, 4/5, 4/6,
4/7,4/8

1/1,1/2,1/3,1/4,2/1,2/2,2/3,2/4,2/5, 2/6,2/7,2/8,3/1,
/"  Portshut down by Port Security Enabled  Warning Trap, Email 3/2,3/3,3/4,3/5,3/6,3/7,3/8,4/1,4/2, 4/3, 414, 4/5, 4/6,
4/7,4/8

11, 1/2,1/3,1/4,2,2/2,2/3,2/4,2/5, 2/6, 2/7,2/8,3/1,

#  Portshut down by Rate Limit Enabled  Warning Trap, Email 3/2,3/3,3/4,3/5,3/6,3/7,3/8,4/1,4/2,4/3, 4/4, 4/5, 4/6,
417,48
111, 1/2,1/3,1/4,2/1, 212, 2/3, 2/4, 2/5, 2/6, 2/7, 2/8, 3/1,
/' Port recovered by Rate Limit Enabled Warning Trap, Email 3/2,3/3,3/4,3/5,3/6,3/7,3/8,4/1,4/2, 4/3, 4/4,4/5,4/6,

4/7,4/8

11, 1/2,1/3,1/4,2/1,2/2,2/3, 2/4, 215, 2/6, 2/7,2/8,3/1,
#  Fiber Check Waming Enabled ~ Warning Trap, Email 3/2, 3/3,3/4,3/5,3/6,3/7, 3/8, 4/1, 4/2, 4/3, 4/4, 415, 4/6,
4/7,4/8

1-60f6

Configure the following settings.

Edit Event Notification

Event Name

Enabled *

Enabled -

Registered Action

Trap, Email -

Registered Port

All Ports -

CANCEL APPLY

Event Name

Setting |Description |Factory Default |
Event name Show the event name of the port. (read only) E\éftnt name of each
Enable

Setting Description Factory Default \
Enabled Enable Event Notification for this event. Enabled

Disabled Disable Event Notification for this event.

Registered Action

Description Factory Default
Trap Send SNMP Trap for event notifications. Trap/Email
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Email Send an email for event notifications.

MGMT Relay Trigger MGMT Relay for event notifications.
PWR1 Relay Trigger PWR1 Relay for event notifications.
PWR2 Relay Trigger PWR2 Relay for event notifications.

Registered Port
Setting |Description |Factory Default |
Select port(s) from the

drop-down list Specify the port(s) that use the registered action. All Ports

When finished, click APPLY to save your changes.

In addition, use the same method to edit other events such as, port status is off, port shutdown by port
security, and port recovery by rate limit, etc.

Check the following table for the severity degree of each event.

Event Name Severity

802.1X Auth Failed Warning
ABC-02 is inserted or unplugged Notice
ABC-03 is inserted or unplugged Notice
Account log out Notice
Account removed Notice
Account settings changed Notice
Announce message with different interval Warning
Announce timeout Warning
Check if hardware revision is valid Notice
Check if it is a known power module Warning
Cold start Critical
Configuration changed Notice
Configuration exported Notice
Configuration imported Notice
Coupling changed Warning
dhcpsnp untrust mac discards Warning
dhcpsnp untrust server discards Warning
DI off Notice
DI on Notice
Dual homing path changed Warning
Event log export Notice
Firmware upgrade failed Warning
Firmware upgrade successful Notice
Grand Master changed Warning
Hardware revision is not allowed Error
Interface link down Notice
Interface link up Notice
LLDP table changed Info

Log capacity threshold Warning
Log Turbo Chain Port Restart Notice
Login failed Warning
Login lockout Warning
Login successful Notice
Low input voltage Warning
Master changed Warning
Master mismatch Warning
module change Notice
Module Initialized Fail Error
Module inserted Notice
Module removed Notice
MSTP new port role Warning
MSTP root changed Warning
MSTP topology changed Warning
OSPF DR router adjacency changed Notice
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Event Name Severity

OSPF interface DR changed Notice
OSPF interface ISM became DR Notice
Over power budget limit Warning
Packet dropped by Port Security Warning
Password changed Notice
PD no response Error
PD over-current Error
PD power off Notice
PD power on Notice
Port Link Down Notice
Port Link Up Notice
Port recovery by Rate Limit Warning
Port shutdown by Loop Critical
Port shutdown by Port Security Warning
Port shutdown by Rate Limit Warning
Port state change Info
Power detection failure Warning
Power module inserted Notice
Power module removed Notice
Power Off->0n Notice
Power On->Off Notice
PTP message with the wrong domain number Warning
Redundant port health check failed Error
Relay Override message Notice
Relay Triggered message Notice
RMON failing alarm Warning
RMON raising alarm Warning
RSTP invalid BPDU Warning
RSTP migration Warning
RSTP new port role Warning
RSTP root changed Warning
RSTP topology changed Warning
Send message failed Warning
SSH Key generated Notice
SSL certification changed Notice
Sync status changed Warning
Topology changed (RSTP) Warning
Topology changed (Turbo Chain) Warning
Topology changed (Turbo Ring) Warning
Topology changed (MSTP) Warning
Unknown module Warning
VRRP Master changed Warning
Warm start Notice
When the trust host moves, it will send a log to Moxa log handler. Warning
&
V4 NOTE

To ensure users are correctly notified about events, the relay alarm will not be automatically cut off once
triggered. Please refer to the Relay Output Settings and Status section on how to cut off the relay
alarm.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 211



Syslog

General Settings

Click Syslog on the function menu and configure the following settings.

Syslog

General Authentication

Syslog *

Disabled -

Syslog Server 1 * Authentication *

Disabled v  Disabled v
UDP Port

Address 1 514
1-65535

Syslog Server 2 * Authentication *

Disabled +  Disabled v
UDP Port

Address 2 514
1-65535

Syslog Server 3 * Authentication *

Disabled ~  Disabled -
UDP Port

Address 3 514
1-65535

Logging Enable

Setting |Description |Factory Default |
Enabled Enable logging. .
D |
Disabled Disable logging. Isabled
Syslog Server 1
Setting |Description |Factory Default |
Enabled Enable the 1st log server. Disabled
Disabled Disable the 1st log server.
Address 1

Description Factory Default
Input the IP address of the Syslog 1st server that is used by

IP Address None
your network.
UDP Port
Setting Description Factory Default \
1 to 65535 Input the UDP port number. 514
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Syslog Server 2

Setting |Description |Factory Default |
E .
r_1abled Er_1able the 2nd syslog server Disabled
Disabled Disable the 2nd syslog server.
Address 2

Factory Default

Input the IP address of Syslog 2nd server that is used by your

IP Address None

network.
UDP Port
Setting Description Factory Default \
1 to 65535 Input the UDP port number. 514
Syslog Server 3

|Description |Factory Default
Enabled Enable the 3rd syslog server. .

D |

Disabled Disable the 3rd syslog server. Isabled
Address 3

Factory Default

Input the IP address of the Syslog 3rd server that is used by None

IP Address
your network.
UDP Port
Setting Description Factory Default \

1 to 65535 Input the UDP port number. 514

When finished, click APPLY to save your changes.

/7  NOTE

If the syslog server cannot receive the previous logs, it is possible that the receiving port of the syslog
server is not ready. We suggest you enable the Linkup Delay function to delay the log delivery time.

Click Authentication tab and the icon the function menu.
Syslog

General Authentication

Common Name Start Time Expire Time

Max. 1

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 213



Configure the following settings.

Add Certificate and Key

Client Certificate * El

Client Key * El

CA Key * ]

CANCEL CREATE

Client Certificate

Factory Default

Click the O3 icon and
select the file from your|Import the client certificate file. None
computer.

Client Key

|Description Factory Default

Click the O3 icon and
select the file from your|Import the client key file. None
computer.

CA Key

Description Factory Default

Click the O3 icon and
select the file from your|Import the CA key file. None
computer.

When finished, click CREATE to save your changes.

SNMP Trap/Inform

SNMP Trap Host Settings
SNMP Trap allows an SNMP agent to notify the NMS of a significant event. The switch supports two SNMP

modes: Trap mode and Inform mode. Click SNMP Trap/Inform on the menu, and then select the
icon on the page.

SNMP Trap/Inform

General SNMP Trap/Inform Account

SNMP Trap/Inform Recipient

Recipient IP/Name Mode Trap Community

Max. 2
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Configure the following settings.

Create Host Settings

Recipient IP/Name *

0/32

Mode * v

Trap Community *

At least 4 characters 0/32

CANCEL CREATE

Recipient IP/Name

Description Factory Default

Input a recipient IP or Specify the name of the primary trap server used by your

name, (max. 32 None
network.
characters)
Mode
Setting |Description |Factory Default |
Trap V1 Set the trap version to Trap V1.
Trap V2c Set the trap version to Trap v2c.
Inform V2c Set the inform version to Inform V2c. None
Trap V3 Set the trap version to Trap V3.
Inform V3 Set the inform version to Inform V3.

Trap Community
Setting |Description |Factory Default |
At least 4 characters, |Specify the community string that will be used for

Non
(max. 30 characters) authentication. one

When finished, click CREATE.

SNMP Trap Account Settings
Click SNMP Trap/Inform on the menu, and then click SNMP Trap/Inform Account tab. Next click the

icon on the page.
SNMP Trap/Inform

General SNMP Trap/Inform Account

Username Authentication Type Encryption Method

Max. 1
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Configure the following settings.

Create SNMP Trap Account Settings

Username *

At least 4 characters 0/32

Authentication Type *

None - ©

Encryption Method

Disabled v

CANCEL CREATE

Username

|Description

At least 4 characters,

I .
(max. 30 characters) nput a username

Factory Default

None

Authentication type

|Description
None No authentication type will be used.
MD5 MDS5 is the authentication type.
SHA SHA is the authentication type.

Factory Default

None

Authentication Password
|Description

8 to 64 characters Input the authentication password.

|Factory Default
None

Encryption Method

Description
Disabled Disable the encryption method.
DES DES is the encryption method.
AES AES is the encryption method.

Factory Default

None

Encryption Key

Description
8 to 64 characters Enable data encryption.

Factory Default
None

When finished, click CREATE.
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SNMP Inform Settings

First select SNMP Trap/Inform on the menu and then click General. On the bottom of the page, find the
following figure for the settings.

SNMP Inform Settings

Inform Retry *

3

1-99 times
Inform Timeout *

10

1-300 sec.

APPLY

Configure the following settings.

Inform Retry

Setting Description Factory Default \
1 to 99 Input the retry value. 3

Inform Timeout

|Description |Factory Default
1 to 300 Input the timeout value. 10

When finished, click APPLY to save your changes.
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Email Settings

Select Email Settings on the function menu and configure the following settings.

Email Settings

Mail Server *

0.0.0.0

TCP Port *
25

©

0/60

Username Password

TLS Enable *
Disabled -

Sender Address

admin@localhost.com

19/63

1st Recipient Email Add... 2nd Recipient Email Ad..  3rd Recipient Email Add...

0/

63

4th Recipient Email Add...

0/63 0/63

5th Recipient Email Add...

0/

63

0/63

APPLY

Mail Server

|Description

|Factory Default

IP address or URL The IP Address or URL of the email server. 0.0.0.0

TCP Port

Setting Description Factory Default \
1 to 65535 The TCP port number of your email server. 25

Username

Setting Description Factory Default \

Max. 60 characters Your email account name. None

Password

|Description

|Factory Default

Max. 60 characters Your email account password. None
TLS Enable

Description Factory Default
Enabled Enable TLS (Transport Layer Security). Disabled
Disabled Disable TLS (Transport Layer Security).
Sender Address

Description
The sender’s email address.

Factory Default
admin@localhost.com

Max. 60 characters
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1st to 5th Email Addresses
Description Factory Default

You can set up to five email addresses to receive alert emails

from the Moxa switch. None

Max. 63 characters

When finished, click APPLY to save your changes.

Relay Output Overview

A relay is an electrically operated switch that often uses an electromagnet to mechanically operate a switch.
Relays are used to control a circuit by a separate low-power signal, or where several circuits must be
controlled by one signal. This is typically safe when the problem or malfunction occurs in a remote device.

Moxa'’s switches offer three sets of relay outputs, one on the mainboard and two on the power modules,
providing the secured protection of the remote switch and secure data communication. In addition, email
notifications can also be sent to inform system administrators to perform further checks and maintenance.

Relay Output Settings and Status

To select Relay Output as the event notifications, click Relay Output on the function menu.

Relay Alarm Cut-off

O MGMT Relay
O PWR1 Relay

O PWR2 Relay

APPLY

Relay Output

Description Factory Default
MGMT Relay Trigger MGMT Relay for event notifications.
PWR1 Relay Trigger PWR1 Relay for event notifications. None
PWR2 Relay Trigger PWR2 Relay for event notifications.

When finished, click APPLY to save your changes.

Go to the Event Log section, you can view the relay alarms you have selected to be cut off.

Event Log
Event Log Oversize-Action Backup
cC ¥ @
Index Bootup Number Severity Timestamp Uptime Message
1 23 Notice 2018-12-21 18:56:56 0d0h3m30s PWR1 Relay relay alarm has been cut off.
2 23 Notice 2018-12-21 18:56:55 0doh3m30s PWR2 Relay relay alarm has been cut off.
3 23 Notice 2018-12-21 18:56:55 0d0h3m30s MGMT Relay relay alarm has been cut off.
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Diagnosis

This section explains the configurations for system diagnoses such as LLDP, Port Mirror, Ping, and ARP
Table.

Diagnosis
LLDP

Port Mirror

Ping

ARP Table

LLDP Overview

LLDP is an OSI Layer 2 protocol defined by IEEE 802.11AB. LLDP standardizes the self-identification
advertisement method, and allows each networking device, such as a Moxa managed switch, to periodically
send its system and configuration information to its neighbors. Because of this, all LLDP devices are kept
informed of each other’s status and configurations. With SNMP, this information can be transferred to
Moxa’s MXview for auto-topology and network visualization.

From the switch’s web interface, you can enable or disable LLDP, and set the LLDP transmit interval. In
addition, you can view each switch’s neighbor-list, which is reported by its network neighbors. Most
importantly, enabling the LLDP function allows Moxa’ s MXview to automatically display the network’s
topology and system setup details, such as VLAN and Trunking for the entire network.

A
#‘\
Sy S
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LLDP Settings and Status

LLDP Settings
Click LLDP on the menu and then select the Setting tab to configure the following settings.
For the RKS-G4000 Series, MDS-G4000 Series, and MDS-G4000-4XG Series:

Settings Status
LLDF
Enabled -
LLDP Versior
v1(2005) ¥
T N t t
30 5 2
2768 2 ] 8192 =2
; [ Hold it
2 4
hassis ID Subtype
MAC-Address -

APPLY

For the EDS-4000 Series and EDS-G4000 Series:

LLDP
Settings Status Neighbor Status

Enabled -

v1(2005) -

Transmit Interva Notification Interv Tx Delay

30 5 2

MAC-Address -

Enable

|Description |Factory Default

Enabled Enable LLDP. Disabled
Disabled Disable LLDP.

LLDP Version

|Description |Factory Default

LLDP version Show the LLDP version automatically. V1(2005)

Transmit Interval (sec.)
|Description |Factory Default

5 to 32768 Set the transmit interval of LLDP messages 30
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Notification Interval (sec.)

|Description |Factory Default
5 to 3600 Specify the notification interval. 5
Tx Delay (sec.)
Setting Description Factory Default \
1 to 8192 Specify the Tx delay interval. 2

Reinitialization Delay (sec.)
Description Factory Default

1to 10 Specify the LLDP reinitialization delay interval. 2

Holdtime Multiplier

|Description |Factory Default
2to 10 Specify the holdtime multiplier value. 4
Chassis ID Subtype
Setting Description Factory Default \
Chassis-Component Select Chassis-Component as Chassis ID subtype.
If-Alias Select If-Alias as Chassis ID subtype.
Port-Component Select Port-Component as Chassis ID subtype.
MAC-Addr Select MAC-Address as Chassis ID subtype. Mac-Addr
Network Address Select Network Address as Chassis ID subtype.
If-Name Select If-Name as Chassis ID subtype.
Local Select Local as Chassis ID subtype.

When finished, click APPLY to save your changes.

Each port for the LLDP settings can also be configured. Select the # icon for the port you want to

configure.

Port Port Status
| Tx and Rx
) Tx and Rx
/‘ 1/3 Tx and Rx
VRV Tx and Rx

Configure the following settings.
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Edit Port 1/1 Settings

Port Status *

Tx and Rx v
Subtype *

If-Alias v
TLV

Basic v

Transmit TLVs

Port Description
System Name

[] system Description
[] system Capability

Copy Configurations .. ¥ (@

CANCEL APPLY

Port Status

Setting |Description |Factory Default
Tx Only Set Tx as the port status.

Rx Only Set Rx as the port status. Tx and Rx

Tx and Rx Set both Tx and Rx as the port status.

Subtype

Setting Description Factory Default \
If-Alias Select If-Alias as the subtype.

Port-Component Select Port-Component as the subtype.

MAC-Addr Select MAC-Address as the subtype. If-Alias

If-Name Select If-Name as the subtype.

Local Select Local as the subtype.

TLV

Description

Factory Default

Basic Set TLV as Basic.
802.1 Set TLV as 802.1. Basic
802.3 Set TLV as 802.3.

Transmit TLVs

Port Description

|Description
Add a port description for the TLV.

Factory Default

System Name

Add a system name for the TLV.

Port Description

System Description

Add a system description for the TLV.

System Name

System Capability

Add a system capability for the TLV.

Copy Configurations to Port

Setting

Description

Factory Default |
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list

Select the port from the

Copy the same configurations to other port(s).

None

When finished, click APPLY to save your changes.

LLDP Status

To view the LLDP status, click the Status tab on the LLDP page, and the status of all LLDP will be shown on

the page.

For the RKS-G4000 Series, MDS-G4000 Series, and MDS-G4000-4XG Series:

LLDP

Settings

Local Information
LLDP
Enabled

LLDP Version
v1(2005)

Chassis ID Subtype
MAC-Address

Chassis ID
00:90:e8:10:50:99

Local Timer

Transmit Interval
30 (sec.)

Notification Interval
5 (sec.)

Tx Delay
2 (sec.)

Reinitialization Delay
2 (sec.)

Holdtime Multiplier
4 (times)

Remote Table Statistics

Last Change Time (ms)
17540000

Inserts
7

Drops
Delete
5

Ageouts
0

For the EDS-4000 Series and EDS-4000 Series:

LLDP

Settings

Local Information

LLDP
Enabled

LLDP Version
v1(2005)

Chassis ID Subtype
MAC-Address

Chassis ID
00:90:¢8:8:44:85

System Capability
Bridge

Interface ID / Management Address

22/10.123.13.114

Neighbor Status

Local Timer

Transmit Interval
30 (sec.)

Notification Interval
5 (sec.)

Tx Delay
2 (sec.)

Reinitialization Delay
2 (sec.)

Holdtime Multiplier
4 (times)

Remote Table Statistics

Last Change Time (ms)

6761700

Inserts

3
Drops
Delete
2

Ageouts
0
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Refer to the following table for the detailed description of each item.

Local Information

Enable

Show if LLDP has been enabled or disabled.

LLDP Version Show the LLDP version.

Chassis ID Subtype Show the chassis ID subtype.

Chassis ID Show the chassis ID.

Local Timer
Transmit Interval (sec.)

The interval between regular LLDP packet transmissions.

Notification Interval (sec.)

The interval that notifications will be sent.

Tx Delay (sec.) changes

The delay period between successive LLDP frame transmissions initiated by

Reinitialization Delay (sec.) transmission

The interval an LLDP port waits before re-initializing an LLDP packet

Holdtime Multiplier discarding it.

The amount of time that the receiving device holds an LLDP packet before

Remote Table Statistics
Last Change Time (ms.)

The last time the remote table changed.

Inserts How many inserts have occurred.

Drop How many drops have occurred.

Delete How many deletes have occurred.

Ageouts How many ageouts have occurred.

To view the LLDP status for a specific port, click the detailed information icon on the port. All information

will be shown on the right side of the page.

For the RKS-G4000 Series, MDS-G4000 Series, and MDS-G4000-4XG Series:

Port Tx Status Rx Status Nbr. Port ID Nbr. Chassis ID
mn Enabled Enabled 28:d2:44:5e:8b:40 28:d2:44:5e:8b:40
E 2 Enabled Enabled
B Enabled Enabled
B Enabled Enabled
.§| Enabled Enabled
.§| Enabled Enabled
.§| Enabled Enabled
.§| Enabled Enabled
.§| Enabled Enabled
.§| Enabled Enabled
.§| Enabled Enabled
.§| Enabled Enabled
.§| Enabled Enabled

Detail Information

Port Local Interface

Port ID SubType
Chassis-Component

Port ID
Eth1/1

Port Description
Ethernet Interface Port 01

Extended 802.1 TLV

Port VLAN ID
1

VLANID / Name
1/ factory

Extended 802.3 TLV

Aggregated and Status
Disabled

Aggregated Port Id
I}

Maximum Frame Size
1522

For the EDS-4000 Series and EDS-4000 Series:
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cC & Qs
Port Local Interface
Port Tx Status Rx Status
Port ID SubType
If-Alias
G1 Enabled Enabled
Port ID
G2 Enabled Enabled Eth1/1

Port Description

B
B
B o Enabled Enabled Ethernet Interface Port 01
B o« Enabled Enabled Extended 802.1 TLV
E 1 Enabled Enabled Port VLAN ID

1
E Enabled Enabled EAkiD (rame

1/
BE Enabled Enabled

Extended 802.3 TLV

B Enabled Enabled

Link Aggregation Status
BE s Enabled Enabled Hrdled

Aggregated Port ID
B s Enabled Enabled 0

Maximum Frame Size
B 7 Enabled Enabled s
B : Enabled Enabled

Port Traffic Statistics

Total Frames Out
0

LLDP Neighbor Status

To view the neighbor status, click the Neighbor Status tab on the LLDP page. The Neighbor Status page
shows information about all monitored LLDP neighbor switches.

/ NOTE

For the EDS-4000 and EDS-G4000 Series only.

Management Address Table
Settings status Neighbor Status

Interface ID

c ®

Management Address

LocalPort  SystemCapability  Neighbor Port ID Neighbor Chassis D~ Hold Time Extended Ethernet/IP TLV

@ - — — — Vendor ID
Device Type

Product Code
Meajor Revision
Minor Revision

Serial Number

5 — - — -
6 Other Eth3/2 00:90:8:10:50:99 =

7 — - — -

Port Mirroring

Port Mirroring Overview

The Port Mirroring function can be used to monitor data being transmitted through a specific port. This is
done by setting up another port (the mirror port) to receive the same data being transmitted from, or both
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to and from, the port under observation. Using a mirror port allows the network administrator to sniff the
observed port to keep tabs on network activity.

The Port Mirroring function includes two features:

SPAN (Switched Port Analyzer): Mirroring data of monitored ports to multiple terminal ports on the
same switch. Five sessions are allowed to be configured in a switch.

RSPAN (Remote Switched Port Analyzer): Mirroring data of monitored ports on one switch to multiple
terminal ports on the other switches. Two sessions are allowed to be configured in a switch.

How Port Mirroring Works

SPAN can be configured to copy packets from various ports to a single port or multiple ports, so that users
can check if there are problems occurring in these ports. For example, the following figure demonstrates
how the packets transmitted in the four mirrored ports (marked in orange) are copied (mirrored) to a single
mirroring port (marked in green). These packets will be sent to a monitoring computer and then software is
used to check if there is something wrong with these packets. It is a useful function to troubleshoot or
debug a network data transmission issue.

Mirrored Pert
(Source)

-~ I=1F

i B

- "’:a\. gA‘fJ_é.:w ﬁ
Mirroring ™,

Pem— " Mirroring Port %‘f-i
(Wireshark) (Destination) L
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RSPAN can be configured to copy packets from various ports in one or more source switches through
intermediate switches to a single or multiple port(s) to destination switches. The PC or monitor server can
be connected to destination ports in the destination switch to receive the copy of the original monitored
traffic. For example, the following figure demonstrates how the packets transmitted in mirrored ports
(marked in blue) are copied (mirrored) through an intermediate switch to two mirroring ports (marked in
green).

Source Switch

Destination Switch —

® Source port(Monitored port) ':
Destination port(Mirrored port) i
® Reflect port |

e Users can set source ports in one or more RSPAN source switches. Enable reflect port for multiple
designated ports, or disable reflect port for a single designated port.

e Users can configure RSPAN VLAN for monitored traffic to be labeled with a RSPAN VLAN tag and send to
an RSPAN destination switch via trunk ports.

e Users can connect a PC that has the server monitoring feature for the ports that are set to be the
destination ports to receive the monitored traffic.

e The monitor traffic will be stripped off RSPAN VLAN tag and then the PC or monitor server will receive a
copy of the original monitored traffic.
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Port Mirroring Settings

The Port Mirroring function includes SPAN and RSPAN which share the same global settings.

Click Port Mirroring on the menu and then configure the settings.

Port Mirroring

General SPAN RSPAN
Port Mirroring *
Enabled -
Port Mirroring
Description Factory Default
Enabled Enable Port Mirror. Enabled
Disabled Disable Port Mirror.

When finished, click APPLY to save your changes.

Configure SPAN

To configure the SPAN settings, click the SPAN tab, and then click the icon.

Port Mirroring

General SPAN RSPAN

Session ID Reflect Port Mode Tx Source Port(s)
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Configure the following settings.

Create Session

Session ID * v

Reflect Port Mode *

4

Tx Source Port(s) Rx Source Port(s) -

Destination Port * v

CANCEL CREATE

Session ID

Description Factory Default

Select the session ID from the dropdown list (1 to 5). SPAN

Select from the drop- and RSPAN share 7 sessions, SPAN uses 1 to 5, and RSPAN None

down list uses 6 and 7.
Reflect Port Mode
Setting |Description |Factory Default |

Enable Reflect Port Mode and configure the Reflect Port for
Enable . . . -
mirroring packets to multiple destination ports. None
. Disable the Reflect Port Mode for mirroring packets to a single
Disable -
destination port.

Tx Source Port

Description Factory Default
Select the port from the|Select this option to monitor only those data packets being
. o None
list sent out through the switch’s port.

Rx Source Port

Description Factory Default
Select the port from the|Select this option to monitor only those data packets coming
. . o None
list into the switch’s port.
Reflect Port

Description Factory Default

Select the port from the

list Specify the port as the destination port. None

NOTE

The port LED indicator will light up when the port is configured as a reflect port even though there is no
cable connected. Reflect ports on the EDS-(G)4000 Series do not have communication functionality and
cannot be used as communication ports. It is not recommended using reflect ports as communicating port
on the RKS-G4000 Series, MDS-G4000 Series, and MDS-G4000-4XG Series.
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Destination Port

Description |Factory Default
Specify this port as the Reflect Port after enabling Reflect Port
Select the destination |[Mode for mirroring packets to multiple destination ports. This
port from the list port is specifically reserved for Reflect Port use, please do not
configure for other use.

None

When finished, click CREATE to save your changes.

The following steps demonstrate how to copy packets from one or more source port(s) (monitored ports) to
a single destination port (mirror port):

1. Select Session ID from drop list (1 to 5)
2. Disable Reflect Port Mode
3. Select the monitored packet source port(s), you can select either Tx source port(s) or Rx source port(s),

or both.
» If Tx source port(s) is selected, the egress traffic on the port(s) will be mirrored to the destination
port.

» If the Rx source port(s) is selected, the ingress traffic on the port(s) will be mirrored to the
destination port.

4. Select the destination port, which is required to be access port.

NOTE

The duplication of source port(s) configured in different sessions is not allowed. The duplication of source
port(s) and destination ports in different sessions is not allowed.

The following steps demonstrate how to copy packets from one or more source port(s) (monitored ports) to
multiple destination ports:

Select Session ID from drop list (1~5)

Enable Reflect Port Mode

Select the monitored packet source port(s), you can select either Tx source port(s) or Rx source port(s),
or both. The source port(s) must be the access port(s).

» If Tx source port(s) is selected, the egress traffic on the port(s) will be mirrored to the reflect port.

> If the Rx source port(s) is selected, the ingress traffic on the port(s) will be mirrored to the reflect
port.
4. Select the reflect port, which is required to be an access port. The port is specifically reserved for
Reflect Port use, please do not configure for other use.

5. Go to the VLAN page, configure the port(s) required to receive the packets from source ports as the
member port of the same VLAN ID as reflect port.

NOTE

The duplication of source port(s) configured in different sessions is not allowed. The duplication of source
port(s), reflect port, and destination ports in different sessions is not allowed.
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Configure RSPAN

To configure the RSPAN settings, click RSPAN.
Port Mirroring

General SPAN RSPAN

RSPAN Intermediate Settings
All VLAN trunk ports will be added into the RSPAN VLAN
RSPAN Intermediate Role * RSPAN Intermediate VLAN ID

Disabled v - -

APPLY

Configure the following settings. Users need to decide the switch role for RSPAN first, the switch roles are
Source switch, Intermediate switch, and Destination switch.

RSPAN Intermediate Role
Description Factory Default

Enable Enable the RSPAN intermediate role if the switch role is
intermediate role. Disabled
. Disable the RSPAN intermediate role if the switch role is the
Disable .
source or destination role.

If you enable the RSPAN intermediate role, the existing RSPAN session in this switch will be deleted. Click
CONFIRM to continue.

Enable RSPAN Intermediate Role

This setting will delete all existing RSPAN
sessions. Are you sure to proceed?

CANCEL CONFIRM

RSPAN Intermediate VLAN ID

Description Factory Default
Select the port from the Specify the VLAN ID as the RSPAN intermediate VLAN ID. The
. P RSPAN intermediate VLAN ID cannot be the management None
list VLAN ID
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Next, click icon to create the session.

Create Session

Session ID * -

Reflect Port Mode * =

RSPAN Type * -

RSPAN VLAN ID * hd

Tx Source Port(s) ¥  Rx Source Port(s) v

Designated Port * -

CANCEL CREATE

Session ID

|Description Factory Default
Select the session ID from the dropdown list (6 to 7). SPAN
and RSPAN share 7 sessions, SPAN uses 1 to 5, and RSPAN None

Select from the drop-

down list uses 6 and 7.

Reflect Port Mode
Description Factory Default
Enable Reflect Port Mode and configure Reflect Port for

Enable . . . .
mirroring packets to multiple designated ports. None

. Disable Reflect Port Mode for mirroring packets to a single

Disable .

designated port.
N
#/  NOTE

The port LED indicator will light up when the port is configured as a reflect port even though there is no
cable connected. Reflect ports on the EDS-(G)4000 Series do not have communication functionality and
cannot be used as communication ports. It is not recommended using reflect ports as communicating port
on the RKS-G4000 Series, MDS-G4000 Series, and MDS-G4000-4XG Series.

RSPAN Type

Description Factory Default

Specify the RSAPN type as Source if the switch role is RSPAN
Source .

source switch. None
Destination Specify the RSAPN type as Destination if the switch role is the

RSPAN destination switch.

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual 233



RSPAN VLAN ID

Setting |Description |Factory Default |
Select the ID from the |[Select the VLAN ID as the RSPAN VLAN ID. The RSPAN VLAN None
list ID cannot be the management VLAN ID.

Tx Source Port

Setting Description Factory Default
Select the port from the|Select this option to monitor only those data packets being

. L, None

list sent out through the switch’s port.

Rx Source Port

Description Factory Default
Select the port from the|Select this option to monitor only those data packets coming
. . L, None
list into the switch’s port.

Specify this port as the Reflect Port after enabling Reflect Port Mode for mirroring packets to multiple
designated ports. This port is specifically reserved for Reflect Port use, please do not configure for other
use.

Designated Port

Description Factory Default

Select the port from the

list Specify this port as the designated port. None

When finished, click CREATE to create the RSAPN session.
To configure RSPAN, users need to decide the switch role first. Here are two scenarios:

1. To copy packets from one or more source port(s) (monitored ports) to a single designated port (mirror
port).

2. To copy packets from one or more source port(s) to multiple designated ports. The different
configuration steps between the two scenarios are configuring the source switch. The other
configuration steps for configuring the intermediate switch and destination switch are the same. The
following are the configuration steps:

To configure source switch for scenario 1: To copy packets to a single designated port (mirror
ort).

1. Select Session ID from drop list (6 and 7). The session can be different between the source switch,
intermediate switch, and destination switch for the same mirroring traffic.

Disable Reflect Port Mode
Select Source as RSPAN Type.
The RSPAN type cannot be duplicated in different RSPAN sessions.

Select RSPAN VLAN which cannot be the management VLAN. The VLAN cannot be duplicated in different
RSPAN sessions. The RSPAN VLAN must be the same for any traffic that travels between the source
switch, the intermediate switch, and the destination switch.

vk LN

6. Select the monitored packet source port(s), you can select either Tx source port(s) or Rx source port(s),

or both.

» If Tx source port(s) is selected, the egress traffic on the port(s) will be mirrored to a designated
port.

» If the Rx source port(s) is selected, the ingress traffic on the port(s) will be mirrored to a designated
port.

7. Select the designated port, which is required to be an access port.

/7  NOTE

The duplication of source port(s) configured in different sessions is not allowed. The duplication of source
port(s) and designated port(s) in different sessions is not allowed.
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1. Select Session ID from drop list (6 and 7). The session can be different between source switch,
intermediate switch and destination switch for the same mirroring traffic.

Enable Reflect Port Mode

Select Source as RSPAN Type
Select RSPAN VLAN, which cannot be the management VLAN. The VLAN cannot be duplicated in
different RSPAN sessions. The RSPAN VLAN must be the same between source switch, intermediate
switch to destination switch for the same mirroring traffic.

5. Select the monitored packet source port(s), you can select either Tx source port(s) or Rx source port(s),
or both.
> If Tx source port(s) is selected, the egress traffic on the port(s) will be mirrored to the reflect port.
» If the Rx source port(s) is selected, the ingress traffic on the port(s) will be mirrored to the reflect

port.

6. Select the reflect port, which is required to be trunk port. The port is reserved for reflect traffic to

designated ports use, please do not configure for other use.

7. Go to the VLAN page, configure the ports required to receive the packets from source ports as the
member port of the same VLAN ID as reflect port.

NOTE

The duplication of source port(s) configured in different sessions is not allowed. The duplication of source
port(s), reflect port and destinated port(s) and in different sessions is not allowed.

To configure the intermediate switch:
1. Enable the intermediate role for intermediate switch. RSPAN session can be created after enabling the
intermediate role in the switch.

2. Select RSPAN VLAN ID which cannot be the management VLAN. The RSPAN VLAN must be the same for
the traffic mirrored from source switch, intermediate switch to destination switch.

To configure the destination switch:
1. Select Session ID from drop list (6 and 7); the session can be different for the traffic mirrored from
source switch, intermediate switch to destination switch.

Select Destination as RSPAN Type. The RSPAN type cannot be duplicated in different RSPAN sessions.

3. Select RSPAN VLAN, which cannot be the management VLAN. The VLAN cannot be duplicated in
different RSPAN sessions. The RSPAN VLAN must be the same for the traffic mirrored from source
switch, intermediate switch to destination switch.

4. Select the destination port(s) and the ports must be the access port.
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Ping

The Ping function uses the ping command to give users a simple but powerful tool for troubleshooting
network problems. The function most unique feature of the function is that even though the ping command
is entered from the user’s PC, the actual ping command originates from the Moxa switch itself. This allows
the user to essentially sit on top of the Moxa switch and send ping commands out through its ports.

To use the Ping function, click Ping on the menu, and enter the IP address or domain name you want to
ping. After clicking Ping, the result will be shown.

Ping

IP Address/Name *

ARP Table
To view the ARP Table, select ARP Table and the information will be displayed.
ARP Table
c o
Index  MAC Address IP Address
1 28:d2:44:5e:8b:40  192.168.127.99

Industrial Applications

This section introduces the settings for IEC 61850 standard, Modbus TCP, and EtherNet/IP.

8¢ Industrial Application

IEC 61850

Modbus TCP

EtherNet/IP
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IEC 61850

Click MMS in the function menu under Industrial Application and IEC 61850.

8¢ Industrial Application

IEC 61850

MMS

Modbus TCP

EtherNet/IP

MMS Settings

Click the General tab for further configurations.

MMS

General Security
Disabled v
ED Name *
RKSG4000
8/20

Configure the following settings.

MMS

Setting |Description |Factory Default |
Enabled Enable MMS function on the switch. Disabled

Disabled Disable MMS function on the switch.

IED Name

Factory Default

RKS-G4000 (Will
0 to 20 characters Provide the IED name for your switch. vary depending on
the switch models)

When finished, click APPLY to save your changes.
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CID File S

Click the

ettings

edit icon #* on the page.

CID File

N,

NN

N

Settings

Report Control Block
urchLnkSt
brebLnkSt
urchSysSt

brebSysst

Data Change

Enabled

Enabled

Enabled

Enabled

Configure

the following settings.

Enabled

Edit urcbLnkSt

Data Change *

Data Updat

Disabled v

Quality Ch

Disabled

ntegrity *

Enabled

B

1000

iutrer lime *

ntegrity Pe

5000

1-4294967295

1- 4294967295

CANCEL APPLY

Enabled

Data Change

Description

Enable the Data Change function.

Factory Default

Disabled

Disable the Data Change function.

Enabled

Data Update

|Factory Default

|Description
Enabled Enable Data Update function.
Disabled Disable Data Update function.

Disabled
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Quality Change

Setting |Description |Factory Default |
Enabled Enable the Quality Change function. Disabled

Disabled Disable the Quality Change function.

Integrity

Setting Descripton _______________________|Factory Default _
Enabled Enable the Integrity function. Enabled

Disabled Disable the Integrity function.

Buffer Time
Setting Description
1 to 4294967295 (ms) |Provide the buffer time value.

Factory Default |
1000

Integrity Period
|Factory Default
5000

|Description
1 to 4294967295 (ms) |Provide the integrity period value.

When finished, click APPLY to save your changes.

Exporting CID File
To export the CID file, click EXPORT CID FILE.

EXPORT CID FILE

The file will be downloaded to your local computer.

Next, click Security tab, you can view the information for T-Profile and A-Profile Certificates.

MMS

General Security

T-Profile Certificate Information A-Profile Certificate Information

CA Name
moxa

CA Name
moxa
Expired Date
2200-08-06 06:54:19

Expired Date
2200-08-06 06:54:19

T-Profile Security
T-Profile Security *

Disabled

Import Client CA

O

Import Client Certificate

O

EXPORT SERVER CA

EXPORT SERVER CERTIFICATE
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T-Profile Security Settings

Configure the following settings for T-Profile Security.

T-Profile Security

T-Profile Security *

Disabled -

Import Client CA |

Import Client Certificate O

EXPORT SERVER CA EXPORT SERVER CERTIFICATE

T-Profile Security

Setting |Description |Factory Default |
Enabled Enable T-Profile Security. .
Disabled

Disabled Disable T-Profile Security. sable
Import Client CA
Setting |Description |Factory Default |
Click the import icon . .

. Import Client CA file from your local computer None
03 on the right.

Import Client Certificate

Description Factory Default

Click the import icon

. Import Client Certificate file from your local computer None
(| on the right.

When finished, click APPLY to complete.

Export Server CA

To export the Server CA, click EXPORT SERVER CA, the file will be downloaded to your local computer.

IEXPORT SERVER CA |

Export Server Certificate

To export the Server Certificate, click EXPORT SERVER CERTIFICATE, the file will be downloaded to your
local computer.

EXPORT SERVER CERTIFICATE
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A-Profile Security Settings

Configure the following settings for A-Profile Security

A-Profile Security

\-Profile Security *

Disabled

Import Client CA

Import Client Certificate

EXPORT SERVER CA

A-Profile Security

03

EXPORT SERVER CERTIFICATE

Setting |Description |Factory Default
Enabled Enable A-Profile Security. .
Disabled
Disabled Disable A-Profile Security. sable
Import Client CA
Setting |Description |Factory Default
Click the import icon ] )
. Import Client CA file from your local computer None
E’ on the right.
Import Client Certificate

Description

Click the import icon

Factory Default
. Import Client Certificate file from your local computer
D on the right.

None
When finished, click APPLY to complete.

Exporting Server CA

To export Server CA, click EXPORT SERVER CA, the file will be downloaded to your local computer.
[EXPORT SERVER CA |

Exporting Server Certificate

To export Server Certificate, click EXPORT SERVER CERTIFICATE, the file will be downloaded to your
local computer.

EXPORT SERVER CERTIFICATE
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Modbus TCP

Overview

Modbus is a vendor neutral and commonly used communication protocol to monitor and control industrial
automation equipment such as PLCs, sensors, and meters. It is a messaging structure used to establish
multiple client-server applications to monitor or program devices.

In order to be fully integrated into industrial systems, Moxa’s switches support the Modbus TCP/IP protocol
for real-time monitoring in a SCADA system.

How Does Modbus Work?

Modbus is a client/server communication structure. Modbus communication is based on transactions built
between client and server. The client requests to read or write server data and the server replies with a
message to confirm after completing the instruction.

The message format between client/server at a minimum must include Protocol Data Unit (PDU) and may
also include Application Data Unit (ADU). The PDU includes function code and data. The function code is the
instruction code to read or write server data, and the data includes related parameters for the instruction,
such as read the data in certain addresses.

Moxa switches act as the Modbus server to reply to the Modbus client such as for the SCADA’s request.

e  Supports 5 connections from clients simultaneously.

e Close connection when connection doesn't have any Modbus TCP request receptions for 60 seconds.
e Close all the Modbus TCP connections within 5 seconds when all of the switch ports are link down.

e  Support Function Code 4 with 16-bit (2-word) data access for read-only information.

Data Access Type Function Code Function Name
Word access (16-bit access) |Physica| Input Registers 4 Read Input Registers

e Information support for client to request: System information, port information, packet information,
redundancy information. For detailed data map and information, refer to Appendix D.

Click Modbus TCP on the function menu and configure the following settings.
Modbus TCP

Viodbus TCP
Enabled v

APPLY
Modbus TCP
|Description |Factory Default
Enabled Enable Modbus TCP. Enabled
Disabled Disable Modbus TCP.

When finished, click APPLY to save your changes.
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PROFINET

Overview

PROFINET is an open industrial Ethernet communication protocol proposed by PROFIBUS & PROFINET
International (PI), an organization dedicated to industrial communication standards. It is fully compatible
with Ethernet as defined in the IEEE standard and has been included in the IEC 61158 and IEC 61784
standards since 2003. PROFINET enables the implementation of applications for production and process
automation, safety applications, and a wide range of drive technology.

PROFINET includes three node roles:

I0-Controllers

IO Controllers control the automated tasks of IO Devices and collect relevant information for users.
I0-Supervisors

IP Supervisor is usually PC-based software, which allows users to configure parameters and diagnose the
status of individual modules. IO Supervisors do not directly participate in routine operations.

I0-Devices

Controlled and monitored by IO Controllers, an I0 Device may include several modules or sub-modules. The
Moxa switch is a PROFINET I/0O device. A device model describes all field devices in terms of their possible
technical and functional features. It is specified by the DAP (Device Access Point) and the defined modules
for a particular device family. A DAP is the access point for communication with the Ethernet interface and
the processing program.

Device Description

GSD Files

The GSD files (General Station Description) of the field devices to be configured are required for system
engineering. This XML-based GSD describes the properties and functions of the PROFINET I/O field devices.
It contains all data relevant for engineering as well as for data exchange with the device. Find and download
the field device GSD file from the MOXA website.

How Does PROFINET I/0 Work?

PROFINET IO operates through 1I0-Supervisors, I0-Controllers, and 10-Devices, and can fulfill various levels
of requirements through periodic and aperiodic data transmission. I0-Devices are standalone units designed
to transmit real-time (RT) information to I0-Controllers (PLCs). They do not attempt to communicate
directly with other devices. Instead, they directly provide their real-time (cyclic) data to an I0-Controller
and may send some alarm or diagnostic (acyclic) data to an I0-Supervisor.

e.g.PLC Programming device
PROFINET I0-Controller PROFINET IO-Supervisor

il

(" Configuration \ / ( Diagnostics

= Process data Ii_l_l___-_m = Status/control
| O Alarms J e | = Parameterization
Field devices

PROFINET 10-Device
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PROFINET-related Protocols

DCP

In PROFNET I/O, each field device has a symbolic name that uniquely identifies the field device within a
PROFINET I/O system. This name is used for assigning the IP address. The DCP protocol (Dynamic

Configuration Protocol) integrated in every I/O device is used for this purpose. In addition, DCP can perform

other tasks such as obtaining information about designated Device Names (IP address, MAC address,

Vendor ID and Device ID), flashing LED, and resetting configuration as well. If you enable PROFINET, DCP

will be automatically enabled.

Configuring PROFINET Settings

To configure the PROFINET settings, click PROFINET in the function menu under Industrial Application.

Industrial Application

IEC 61850

Modbus TCP

EtherNet/IP

PROFINET

Click the Settings tab.

PROFINET
Settings Status
PROFINET *
Disabled -
Device Name o
The maximum characters for a label is 63 0/240

APPLY

Configure the following settings:

PROFINET

Description |Factory Default
Enabled Enable PROFINET. Disabled
Disabled Disable PROFINET.

For security reasons, a confirmation prompt will appear when enabling PROFINET. Click CONFIRM to
continue.
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Enable PROFINET

protocol (PROFINET)?

Are you sure you want to enable a non-secure

Device Name

rules:

Setting Description

Max. 240 characters This represents the device label. To add multiple labels, use a
period (.) to separate each label. For example, moxa.eds-
g4012, where "moxa" and "eds-g4012" are separate labels.
The PROFINET device name is subject to the following naming

The maximum length of the device name is 240
characters.

The device name only supports the following
characters: a-z, 0-9, periods (.), dashes (-)

The device name cannot be in IP address format.
The device name cannot start with “port” followed
by 3 or more digits.

Each label must be between 1 to 63 characters
long.

Labels cannot start or end with a period (.).
Labels cannot start or end with a dash (-).

Factory Default

N/A

Click APPLY to enable PROFINET.
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EtherNet/IP

Overview

EtherNet/IP is a commercial-off-the-shelf industrial protocol based on the IEEE 802.3 combined with the
TCP/IP Suite managed by ODVA association. EtherNet/IP follows the OSI model and implements Common
Industrial Protocol (CIP). CIP is an object-oriented protocol and ODVA defining several communication
objects in CIP. Moxa switches support a subset of these objects as a device role in EtherNet/IP ecosystem.

EtherNet/IP is widely adopted as a standard communication protocol among devices in industrial eco-
systems. For example, Rockwell Automation uses EtherNet/IP as the standard protocol for their Logix
controllers over Ethernet networks. Moxa switches also provide EtherNet/IP features to integrate with the
Rockwell system and monitor the status of the switches and the PLCs, making the switches a part of the
Rockwell system.

To configure the EtherNet/IP setting, click EtherNet/IP in the function menu under Industrial
Application.

8% Industrial Application

IEC 61850

Modbus TCP

EtherNet/IP

EtherNet/IP

EtherNet/IP *
Disabled v

Configure the following settings:

EtherNet/IP
Description Factory Default
Enable Enable EtherNet/IP. .
D |
Disable Disable EtherNet/IP. isabled

When selecting Enable, click CONFIRM.

Enable EtherNet/IP

Are you sure you want to enable a non-secure

protocol EtherNet/IP?

Click APPLY to enable EtherNet/IP.
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EtherNet/IP

EtherNet/IP *

Enabled

For the detailed configurations of EtherNet/IP, refer to Appendix E.

Maintenance and Tools

This section explains how to maintain Moxa’s switch and the tools that help users operate the switch. Click

the icon on the upper right corner of the page.

Hi, admin ‘Standard :

“

cC ©® O

M &

Change Mode

Disable Auto Save

Locator

Reboot

Reset to Default

Logout

E
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Standard/Advanced Mode

There are two configuration modes available for users: Standard Mode and Advanced Mode.

1. In Standard Mode, some of the features/parameters will be hidden to make it easier to perform
configurations (this is the default setting).

2. In Advanced Mode, some advanced features/parameters will be available for users to adjust these
settings.

To switch to Advanced Mode, click the change mode icon on the upper right corner of the page, and then
select Change Mode.

, admin ‘ Standard 3

®, Change Mode

@ Disable Auto Save
{® Locator

() Reboot

£) Reset to Default
5] Log Out

Click CHANGE to change to Advanced Mode.

Change to Standard Mode

Are you sure you want to change from Advanced
mode to Standard mode?

CANCEL CHANGE

Advanced Mode offers more detailed system configurations for specific functions. Use the same process if
you want to return to Standard Mode.

Disable Auto Save

Auto Save allows users to save the settings to the start-up configurations; all parameters will be effective
when applied immediately, even when the switch has restarted. When users select Disable Auto Save, all
parameters will be temporarily stored in the running config (memory), and a disk icon will appear on the
upper right corner of the page. Users need to save the running-configuration to the startup-configuration
when changing any parameters or function after clicking Apply.

Configurations have not been
saved to start-up configurations.

It is highly recommended that you always manually save all configurations by clicking Save Disk icon when
Disable Auto Save is applied, or all information will have disappeared after the switch has restarted.
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When Disable Auto Save is applied, only the configurations that are running will be saved; users can
unplug the power or perform a warm start to recover the network before manually saving the
configurations. When Auto Save is enabled, the start-up configurations will be saved in the switch.

To disable the Auto Save function, click Disable Auto Save in the menu.
, admin ‘ Standard :
®, Change Mode

@ Disable Auto Save
Locator

Reboot

i ®

£+) Reset to Default
5] Log Out
Click Disable.

Disable Auto Save Mode

Are you sure you want to disable auto save

mode?
CANCEL DISABLE

Locator

Users can trigger the device locator by clicking this icon. This will cause the LED indicators on the switch to
flash for one minute. This helps users easily find the location of the switch in a field site.

, admin ‘ Standard :

®; Change Mode

@ Disable Auto Save
{® Locator

() Reboot

£) Reset to Default
5] Log Out
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Click Locate to finish.

Switch Locator

Duration *

60 (i )

CANCEL LOCATE

|Description Factory Default
Specify the length of time the indicators will remain flashing.

Duration (sec.)

Click Locate to activate the switch locator. The LED indicators are located on the upper left corner of the
switch as can be seen in the figure below.

o

IVAIDOA OZZI0LE MOXA [—
* ® MSEFS
® 0 STA|FLT ® e 4
o8 o o3
L SYNC ®e2

uss ® o1 Poke

8
-3
b3

—r1
NO COM NC

e
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Reboot

To reboot the device, select Reboot.
, admin ‘ Standard :
®, Change Mode
i@ Disable Auto Save

Locator

{CIN O}

Reboot

Reset to Default

O

5] Log Out

Click REBOOT to restart the device.

Reboot

Are you sure you want to reboot the device?

CANCEL REBOOT
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Reset to Default

To reset the switch to the default status, select Reset to Default.

, admin ‘ Standard :
®, Change Mode

Disable Auto Save

Locator

C ® O

Reboot

Reset to Default

O

Log Out

&)

To return the switch to factory default settings, click RESET.

Factory Default

Are you sure you want to reset the system
configurations to factory default?

CANCEL RESET
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Log Out of the Switch
To log out of the switch, select Log Out.
, admin ‘ Standard i
®, Change Mode
B Disable Auto Save
Locator

Reboot

i ®

Reset to Default

V)

5] Log Out

Click LOG OUT to log out of the switch.

Log Out

Are you sure you want to log out?

CANCEL LOG OUT
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A. Account Privileges List

This appendix describes the read/write access privileges for different accounts on Moxa’s Managed Ethernet
Series switches.

Account Privileges List

This appendix lists the privileges for different account roles.

Please note, R stands for Read and W stands for Write.

Function |Account Privilege

System Admin Supervisor User
Information Setting R/W R/W R
Firmware Upgrade Execute No Access No Access
Configuration Backup and Restore Execute Execute No Access
Event log backup Execute Execute Execute
User Account R/W No Access No Access
Password Policy R/W No Access No Access
IP Configuration R/W R/W R

DHCP Server R/W R/W R

Time Zone R/W R/W R

System Time R/W R/W R

Port

Port Setting R/W R/W R

Linkup Delay R/W R/W R

Link Aggregation (Port Channel) R/W R/W R

PoE R/W R/W R

VLAN

IEEE 802.1Q R/W R/W R

GARP R/W R/W R

MAC

Static Unicast R/W R/W R

MAC Address Table R/W R/W R

QoS

Classification R/W R/W R

Ingress Rate Limit R/W R/W R
Scheduler R/W R/W R

Egress Shaper R/W R/W R
Multicast

IGMP Snooping R/W R/W R

Static Multicast R/W R/W R

GMRP R/W R/W R

Layer 2 Redundancy

Spanning Tree R/W R/W R

Turbo Ring v2 R/W R/W R

Turbo Chain R/W R/W R

Dual Homing R/W R/W R
Network Management

SNMP R/W No Access No Access
SNMP Trap/Inform R/W No Access No Access
RMON1 (CLI only) R/W R/W R
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Function |Account Privilege

Security Admin Supervisor User
Management Interface R/W R/W R

Login Policy R/W R R

Trusted Access R/W R R

SSH & SSL Execute Execute No Access
IEEE802.1X R/W R/W R

Port Security R/W R/W R

Traffic Storm Control R/W R/W R
Authentication

RADIUS R/W No Access No Access
TACACS+ R/W No Access No Access
Login Authentication R/W No Access No Access
Diagnostics

Event Notification R/W R/W R

Relay Output R/W R/W R

Email Notification R/W R R

Syslog R/W R R

Event Log R/W R/W R

LLDP R/W R/W R

Port Mirror R/W R/W R

Ping Execute Execute Execute
ARP Table R/W R/W R
Utilization R R R
Statistics R R R

Module information R R R
Maintenance and Tool

Standard/Advance Mode Execute Execute Execute
Disable Auto Save R/W R/W R

Locator R/W R/W Execute
Reboot Execute Execute No Access
Reset to default R/W No Access No Access
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B. Event Log Description

This appendix describes all of the information for the event logs. When an event occurs, it will be recorded
in the event log files. Users can check the event log name and its event log description.

Event Name

Event Log Description

. . 802.1x authentication failed on port
802.1X Auth Failed Warning {{index}}/{{number}} with {{buffer}}
ABC-02 is inserted or unplugged Notice ABC-02 is {{inserted/unplugged}}.
ABC-03 is inserted or unplugged Notice ABC-03 is {{inserted/unplugged}}.
Account log out Notice [Account:{{user_name}}] logged out.
Account removed Notice [Accgunt:{{user_name}}] has been removed by
admin.
Account settings of [Account:{{user_name}}] has
been updated.
Account settings changed Notice Account settings of [Account:{{user_name}}] has
been deleted.
Account settings of [Account:{{user_name}}] has
been created.
Announce message with different Warning An Announce message with a different interval has
interval been received from port {{index}}/{{number}}
Announce timeout Warning ETP port {{index}}/{{number}} Announce receipt
timer has timed out.
Check if hardware revision is valid Notice The hardware revision of Power Module {{index}}
is not allowed.
To avoid potential overheating, Moxa does not
Check if it is a known power module Warning recommend using a {{index}} power supply with
this device.
Cold start Critical System has performed a cold start.
Configuration changed Notice Configuration {{modules}} changed by
{{username}}.
. . . Configurations exported {{successful /failed}} by
Configuration exported Notice {{username}} via {{method?}}.
. L . Configuration import {{successful /failed}} by
Configuration imported Notice {{username}} via {{method}}.
Coupling changed Warning Turbo Ring v2 coupling path status has changed.
DI off Notice Digital Input {{index}} has been turned off.
DI on Notice Digital Input {{index}} has been turned on.
DCP IP changed Notice IP has been changed by PROFINET DCP.
DHCP client ingress discards packets Warning VLAN <vlan-id> dropped DHCP client ingress
due to the DHCP Snooping rule packets due to a violation of the DHCP Snooping
rule. Total packets discarded: <number>
DHCP server discards packets due to _ VLAN _<v|§n-id> dropped DHCP sgrver packets due
the DHCP Snooping rule Warning toa V|oIat.|0n of the DHCP Snooping rule. Total
packets discarded: <number>
DIP setting failed Notice The I?IP setting failed due to a configuration
conflict.
Dual homing path changed Warning Dual Homing path has switched.
. Event Log export {{successful /failed}} by
Event log export Notice {{username}} via {{method}}.
Firmware upgrade failed Warning Firmware failed to upgrade.
Firmware upgrade successful Notice Firmware successfully upgraded.
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Event Name Severity Event Description
Failed to overwrite the dhcpsnp static . Static entry: VLAN: {{Vlan Id}}, MAC: {{mac
Warning .
entry addr}} already exists.
Port {{index}}/{{number}} 's temperature has
exceeded the threshold.
Port{{index}}/{{number}} Tx power is over the
threshold.
Fiber Check warning Warning Port{{index}}/{{number}} Tx power is under the
threshold.
Port{{index}}/{{number}} Rx power is over the
threshold.
Port{{index}}/{{number}} Rx power is under the
threshold.
. The PTP grandmaster has changed from {{mac
Grand Master changed Warning addr}} to {{mac addr}}
S The hardware revision of Line Module %d is not
Hardware revision is not allowed Error
allowed.
Interface link down Notice Interface{{number}} down.
Interface link up Notice Interface {{number}} up.
Issue event log to syslog server Emergency The system has lost power.
LLDP table changed Info LLDP remote table has changed.
. . Number of event log entries {{logEntryNum}} has
Log capacity threshold Warning reached the threshold.
Port-Channel {{channel id}} has restarted by
. . Turbo Chain.
Log Turbo Chain Port Restart Notice Port {{index}}/{{number}} has restarted by
Turbo Chain.
. . . [Account {{user_name}}] log in failed via
Login failed Warning {{interface}}.
. . [Account {{user_name}}] locked due to
Login lockout Warning {{failed_times}} failed login attempts.
. . [Account {{user_name}}] successfully logged in
Login successful Notice via {{interface}}.
The input voltage of the power supply has dropped
Low inout voltage Warnin below 46 VDC. Please adjust the voltage to
P 9 9 between 46 and 57 VDC to fit the PoE voltage
requirement.
Master changed Warning Ring {{Index}} master has changed.
Master mismatch Warning Ring {{Index}} master setting does not match.
Module change Notice M{{index}} module has changed.
Module Initialized Fail Error M{{index}} Module initialized has failed.
Module inserted Notice M{{Index}} Module inserted.
Module removed Notice M{{index}} Module removed.
. MSTP (MST{{Index}}) port {{number}} role
MSTP new port role Warning changed from {{role}} to {{role}}.
MSTP root changed Warning !VISTP (MST{{Index}}) new root has been elected
in topology.
MSTP topology changed Warning 'Il',losp_fplogy (MST{{Index}}) has been changed by
Interface {{ip addr}}{{ip addr}}{{ip addr}}{{ip
OSPF DR router adjacency changed Notice addr}} DR neighbor {{ip addr}}{{ip addr}}{{ip
addr}}{{ip addr}}adjacency changed.
Interface {{ip addr}}{{ip addr}}{{ip addr}}{{ip
. . addr}} DR Change{{ip addr}}<{{ip addr}}{{ip
OSPF interface DR changed Notice addr}}{{ip addr}}to {{ip addr}}{{ip addr}}{{ip
addr}}{{ip addr}}.
OSPF interface ISM became DR Notice Interface {{ip addr}{{ip addr}}{{ip addr} }{{ip
addr}} become DR.
Packet dropped by Port Security Warning Port {{index}}/{{number}} dropped packets due

to violation of Port Security rule.
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Event Name Severity Event Description
Password changed Notice Password of [Account: {{user_name}}] has been
changed.
Port {{number}} device is not responding to the
PD no response Error PD failure check. Please check the device status.
) Current of port {{number}} has exceeded the
PD over-current Error safety limit. Please check the device status.
PD power off Notice Port {{number}} PD power off.
PD power on Notice Port {{number}} PD power on.
. . Port {{index}}/{{number}} link down.
Port Link Down Notice Port-channel {{Channel id}} link down.
. . Port {{index}}/{{number}} link up.
Port Link Up Notice Port-channel {{Channel id}} link up.
Port recovery by Rate Limit Warning Il?r?']ritt{{mdex}}/{{number}} has recovered by rate
Port shutdown by Loop Critical Port {{index}}/{{number}} looping and
shutdown.
. . Port {{index}}/{{number}} has shut down due to
Port shutdown by Port Security Warning a violation of the Port Security rule.
Port shutdown by Rate Limit Warning Port {{index}}/{{number}} has excessive traffic
and shutdown.
PTP port {{index}}/{{number}} has changed
Port state change Info from {{state}} to {{state}}.
The consumed power {{power_value}} of all the
Power budget exceeded Warning PDs have exceeded the maximum input power
{{input_power_value}}.
Port {{number}} device is {{Not present/Legacy
PD/802.3 af/802.3 at/802.3 bt/NIC/Unknown}}.
Please {{No suggestion/enable PoE power
Power detection failure Warning output/disable PoE power output/select PoE output
mode to High power/select PoE output mode to
Force/enable legacy PD detection/raise external
power supply voltage greater than 46 VDC}}.
Power module inserted Notice Power Module {{index}} has been inserted.
Power module removed Notice Power Module {{index}} has been removed.
Power Off->0n Notice Power {{index}} has turned off.
Power On->Off Notice Power {{index}} has turned on.
PTP message with the wrong domain Warnin The PTP message with the wrong domain number
number 9 was received from port {{index}}/{{number}}.
Redundant port health check failed Error Redunda.nt port {{index}}/{{number}} health
check fail.
Relay Override message Notice {{relay_name}} relay alarm has been cut off.
. . {{MGMT/PWR1/PWR2}} alarm is on due to
Relay Triggered message Notice {{Event Name}}.
. Resource Log export {{successful /failed}} by
Resource log export Notice {{username}} via {{method}}.
RMON failing alarm Warning {{user defined}}.
RMON raising alarm Warning {{user defined}}.
RSTP Port-Channel {{channel id}} received an
. . . invalid BPDU (type: {{type}}, value: {{value}}).
RSTP invalid BPDU Warning RSTP port {{index}}/{{number}} received an
invalid BPDU (type: {{type}}, value: {{value}}).
Port-Channel {{channel id}} changed to
o . {{rstp/stp>}}.
RSTP migration Warning Port {{index}}/{{number}} changed to
{{rstp/stp}}.
RSTP Port-Channel {{channel id}} role changed
. from {{role}} to {{role}}.
RSTP new port role Warning RSTP port {{index}}/{{number}} role changed
from {{role}} to {{role}}.
RSTP root changed Warning RSTP new root has been elected in topology.
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Event Name Severity Event Description

RSTP topology changed Warning Topology has been changed by RSTP.
Send message failed Warning PTP port {{index}}/{{number}} failed to transmit
{{Type}}.
SSH Key generated Notice SSH key has been regenerated.
e . SSL certificate has been changed.
SSL certification changed Notice SSL certificate has been regenerated.
. The PTP sync status has changed from
Sync status changed Warning {{PreSyncStatus}} to {{CurSyncStatus}}.
Topology changed (RSTP) Warning Topology has been changed by RSTP.
Topology changed (Turbo Chain) Warning Topology has been changed by Turbo Chain.
. . Topology change has been detected on Ring
Topology changed (Turbo Ring) Warning {{RingIndex}} of Turbo Ring v2.
. Topology change has been detected, MRP
Topology changed (MRP) Warning {{strMRMState}}.
Topology changed (MSTP) Warning 'Il',losp_l?PIogy (MST{{Index}}) has been changed by
Unknown module Warning quule {{index}} Unknown Module Initialized
Failed.
Warm start Notice System has performed a warm start.
A trust host, MAC is {{mac address}} with VLAN
Trust host moved from one port to Warnin {{Vlan Id}}, moved from port
another port (Port Security 9 {{index}}/{{number}} to port
{{index}}/{{number}}.
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C. SNMP MIB File

This appendix contains the SNMP MIB file for the managed switch.

Standard MIB Installation Order

If you need to import the MIB one-by-one, please install the MIBs in the following order.

RFC1213-MIB.mib
SNMP-FRAMEWORK-MIB.mib
SNMPv2-SMI.mib
SNMPv2-TC.mib
SNMPv2-CONF.mib
SNMPv2-MIB.mib
IANAIifType-MIB.mib
IEEE8023-LAG-MIB.mib
IF-MIB.mib

. EtherLike-MIB.mib

. IEEE8021-PAE-MIB.mib

. BRIDGE-MIB.mib

. P-BRIDGE-MIB.mib

. RFC1271-MIB.mib

. RMON-MIB.mib

. TOKEN-RING-RMON-MIB.mib

. RMON2-MIB.mib

. Q-BRIDGE-MIB.mib

. INET-ADDRESS-MIB.mib

. IEEE8021-TC-MIB.mib

. IEEE8021-SPANNING-TREE-MIB.mib

. IANA-ADDRESS-FAMILY-NUMBERS-MIB.mib

. LLDP-MIB.mib

. LLDP-EXT-DOT1-MIB.mib

. LLDP-EXT-DOT3-MIB.mib

© © NOU R LN R=

S
= O
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MIB Tree

Refer to the following content for the MIB Tree structure.
iso(1)
|-std(0)-iso8802(8802)-ieee802dot1(1)-ieee802dotimibs(1)
|-ieee8021paeMIB(1): IEEE8021-PAE-MIB.mib
|-ieee8021SpanningTreeMib(3): IEEE8021-SPANNING-TREE-MIB.mib
|-org(3)
|-dod(6)-internet(1)
|-mgmt(2)-mib-2(1): SNMPv2-MIB.mib
|-system(1): RFC1213-MIB.mib
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|-interface(2): RFC1213-MIB.mib
[-at(3): RFC1213-MIB.mib
|-snmp(11): RFC1213-MIB.mib
|-rmon(16): RMON-MIB.mib
|-dot1dBridge(17): BRIDGE-MIB.mib, P-BRIDGE-MIB.mib, Q-BRIDGE-MIB.mib
|-ifMIB(31): IF-MIB.mib
|-etherMIB(35): EtherLike-MIB.mib
|-private(4)-moxa(8691)
|-product(600): mxGenerallnfo.mib, mxProductInfo.mib,
|-general(602): mxGeneral.mib, mxDevicelo.mib, mxDhcpSvr.mib, mxEmailC.mib,
mxEventLog.mib,
:mxGene.mib, mxLocator.mib, mxManagementIp.mib, mxPoee.mib,
mxPorte.mib,
: mxRelayC.mib, mxSnmp.mib, mxSwe.mib, mxSysLoginPolicySvr.mib,
: mxSyslogSvr.mib, mxSysPasswordPolicySvr.mib, mxSystemInfo.mib,
: mxSysTrustAccessSvr.mib, mxSysUtilSvr.mib, mxTimeSetting.mib,
: mxTimeZone.mib, mxTrapC.mib, mxUiServiceMgmt.mib
|-switching(603): mxSwitching.mib
|- portlnterfacce : mxPort.mib, mxLa.mib
|- basicLayer2: mxLhc.mib, mxQos, mxVlan.mib
|- layer2Redundancy: mxRstp.mib, mxTrv2.mib, mxTurboChain.mib,
mxDualHoming.mib
|- layer2Security: mxStcl.mib, mxRIps.mib, mxPssp.mib, mxPsms.mib, mxDot1x.mib,
mxRadius.mib
|- layer2Diagnosic: mxLldp.mib, mxTcst.mib, mxPortMirror.mib, mxRmon.mib
|- layer3Diagnosic
|- layer2Multicast: mxIgmpSnp.mib
|- layer3Multicast
|-poe(608): mxPoe.mib
|-snmpV2(6)-snmpModules(3)
|-snmpFrameworkMIB(10): SNMP-FRAMEWORK.mib
|-ieee(111)-standards-association-numbers-series-standards(2)-lan-man-stds(802)-ieee802dot1(1)-

ieee802dot1imibs(1)-ieee8021SpanningTreeMib(3): IEEE8021-SPANNING-TREE-MIB.mib
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D. MODBUS Data Map and Information

Interpretation of Moxa Switches

The data map addresses of Moxa switches shown in the following table start from MODBUS address 30001
for Function Code 4. For example, the address offset 0x0000 (hex) equals MODBUS address 30001, and the
address offset 0x0010 (hex) equals MODBUS address 30017. Note that all the information read from Moxa
switches are in hex mode. To interpret the information, refer to the ASCII table for the translation (For
example, 0x4D = ‘M’, Ox6F ='0').

¢ System Information

Address Offset Data type [Interpretation |Description
0x0000 1 word HEX Vendor ID = 0x1393
0x0001 1 word Unit ID (Ethernet = 1)
Product Code
0x0002 2 word HEX (Please refer to Product Code Table)
Vendor Name
Ex: Vendor Name = “Moxa”
Word 0 Hi byte = ‘M’
Word 0 Lo byte = ‘o’
0x0010 20 words ASCII Word 1 Hibyte = X'
Word 1 Lo byte = ‘&
Word 2 Hi byte = \0’
Word 2 Lo byte = “\O
Product Model
EX: Product Model = "MDS-G4028"
Word 0 Hi byte = ‘M’
Word 0 Lo byte ='D’
Word 1 Hi byte =S’
Word 1 Lo byte ="'-'
0x0030 20 words ASCII Word 2 Hi byte = ‘G’
Word 2 Lo byte =4’
Word 3 Hi byte =0’
Word 3 Lo byte =2’
Word 3 Hi byte = '8’
Word 4 Lo byte = "\0’
0x004B 6 words ASCII Product Serial Number
Firmware Version
Word 0 Hi byte = major (A
0x0051 2 words HEX Word 0 Lo byte = minor (B)
Word 1 Hi byte = release (C)
Word 1 Lo byte = build (D)
Firmware Build Date
For example:
Word 0 = 0 x 0609
0x0053 2 words HEX Word 1 = 0 x 0705
Firmware was built on 2007-05-06 at 09
o'clock
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Address Offset

0x0055

Data type

3 words

Interpretation

HEX

Description
Ethernet MAC Address
Ex: MAC = 00-01-02-03-04-05

Word 0
Word 0
Word 1
Word 1
Word 2
Word 2

Hi byte = 0 x 00
Lo byte = 0 x 01
Hi byte = 0 x 02
Lo byte = 0 x 03
Hi byte =0x0

Lo byte = 0 x 05

0x0058

1 word

HEX

Power 1

0x0000
0x0001

: Off
: ON

0x0059

1 word

HEX

Power 2

0x0000
0x0001

: Off
: On

0x005A

1 word

HEX

Fault LED Status

0x0000

0x0001:

: No
Yes

0x0080

1 word

HEX

DI1
0x0000
0x0001

OXFFFE:

:Off
:0On
DI1 is Not Supported

0x0081

1 word

HEX

DI2
0x0000
0x0001

OXFFFE:

:Off
:0n
DI2 is Not Supported

0x0082

1 word

HEX

DO1
0x0000
0x0001

OXFFFE:

:Off
:0On
DO1 is Not Supported

0x0083

1 word

HEX

D02
0x0000
0x0001

OXFFFE:

:Off
:0n
DO2 is Not Supported

0x0084

1 word

HEX

DO3

0x0000
0x0001
OxFFFE

:Off
:0n
: DO3 is Not Supported

0x0085 (Power Module 1)
0x0086 (Power Module 2)

1 word

HEX

Power Module Present

0x0000
0x0001

OXFFFE: Power Module is Not Supported

: Not Present
. Present

0x0087 (Power Module 1)
0x0097 (Power Module 2)

16 words

ASCII

Power Module Name
EX: “"PWR-HV-P48"”

Word 0
Word 0
Word 1
Word 1
Word 2
Word 2
Word 3
Word 3
Word 4
Word 4
Word 5
Word 5

Hi byte =
Lo byte
Hi byte
Lo byte
Hi byte
Lo byte
Hi byte
Lo byte
Hi byte = ‘4’

Lo byte ‘g

Hi byte = “\n’
Lo byte \n’

P
W
‘R

H
\’

| T | I T}
T

0x00A7 (Power Module 1)
0x00AD (Power Module 2)

6 words

ASCII

Power Module Serial Number
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Address Offset Data type [Interpretation |Description
Power Module Product Revision
0x00B3 (Power Module 1) Word 0 Hi byte = major (A.)
0x00B5 (Power Module 2) 2 words HEX Word 0 Lc? byte = su.bver5|on (B)
Word 1 Hi byte = minor (C)
Word 1 Lo byte =0
0x00B7 (External Module 1) External Module Present
0x00B8 (External Module 2) 0x0000: Not Present
1 word HEX 0x0001: Present
OxFFFE: External Module is Not Supported
External Module Name
EX: “LM-7000H-4GTX”
Word 0 Hi byte = ‘L
Word 0 Lo byte = ‘M’
Word 1 Hi byte = ‘-
Word 1 Lo byte = 7’
0x00C7 (External Module 1) Worj 2 Hi t;yte =0
Word 2 Lo byte = ‘0’
0x00D7 (External Module 2) 16 words ASCII Word 3 Hi byte — 0
Word 3 Lo byte = ‘H’
Word 4 Hi byte = ‘-
Word 4 Lo byte = ‘4’
Word 5 Hi byte = ‘G’
Word 5 Lo byte = ‘T
Word 6 Hi byte = X
Word 6 Lo byte = ‘\n’
0x01C7 (External Module
(1)>)<01CD (External Module 2) 6 words ASCII External Module Serial Number
External Module Product Revision
0x0227 (External Module 1) Word 0 Hi byte = major (A)
0x0229 (External Module 2) |2 words HEX Word 0 Lo byte = subversion (B)

Word 1 Hi byte = minor (C)
Word 1 Lo byte = 0
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¢ Port Information

Address Offset Data type (Interpretation |Description
0x1000 (Port 1)
0x1001 (Port 2)
Maximum Port (n) Port Status
0x0000: Link down
0x1000 + n (Channel 1 word HEX 0x0001: Link up
Group 1) 0x0002: Disable
0x1000 + n + 1 (Channel OxFFFF: No port
Group 2)
Port Speed (Y: Channel group active port
count)
0x1100 (Port 1) 0x0000: 10M-Half
0x1101 (Port 2) 0xY001: 10M-Full
0x0002: 100M-Half
Maximum Port (n) 0xY003: 100M-Full
0xY004: 1G-Full
0x1100 + n (Channel 1 word HEX 0xY005: 2500M-Full
Group 1) 0xY006: 10G-Full
0x1100 + n + 1 (Channel 0xY007: 40G-Full
Group 2) 0xY008: 50G-Full
0xY009: 25G-Full
0xYOOA: 100G-Full
OxFFFE: Inactive Link
OXFFFF: No port
0x1200 (Port 1) Port Flow Ctrl
0x1201 (Port 2) 0x0000:Off
1 word HEX 0x0001:0n
Maximum Port (n) OxFFFE: Inactive Link
OXFFFF:No port
0x1300 (Port 1) Port MDI/MDIX
0x1301 (Port 2) 0x0000: MDI
1 word HEX 0x0001: MDIX
Maximum Port () OXFFFD: Flber. Port.
OxFFFE: Inactive Link
OxFFFF: No port
Port Media Type
Ex: Port 1 Media Type = “100TX,RJ45.”
Word 0 Hi byte ='1’
0x1400 (Port 1) Word 0 Lo byte =0’
0x1420 (Port 2) Word 1 Hi byte =0’
32 words ASCII Word 1 Lo byte =T’

Maximum Port (n)

Word 4 Hi byte = ‘4’
Word 4 Lo byte =5’
Word 5 Hi byte ="."
Word 5 Lo byte = "\0’
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¢ Packet Information

Address Offset Data type |Interpretation ([Description
0x2000 (Port 1)
0x2002 (Port 2)
Maximum Port (n) Port Tx Packets
Ex: port 1 Tx Packet Amount = 44332211
0x2000 + (n * 2) (Channel |2 words HEX Received MODBUS response: 0x02A474B3
Group 1) Word 0 = 0x02A4
0x2000 + ((n + 1) * 2) Word 1 = 0x74B3
(Channel Group 2)
0x2100 (Port 1)
0x2102 (Port 2)
Maximum Port (n) Port Rx Packets
Ex: port 1 Tx Packet Amount = 44332211
0x2100 + (n * 2) (Channel |2 words HEX Received MODBUS response: 0x02A474B3
Group 1) Word 0 = 0x02A4
0x2100 + ((n + 1) * 2) Word 1 = 0x74B3
(Channel Group 2)
0x2200 (Port 1)
0x2202 (Port 2)
Port Tx Error Packets
Maximum Port (n) Ex: port 1 Tx Packet Amount = 44332211
Received MODBUS response:
0x2200 + (n * 2) (Channel |2 "WOTdS HEX 0x02A474B3
Group 1) Word 0 = 0x02A4
0x2200 + ((n + 1) * 2) Word 1 = 0x74B3
(Channel Group 2)
0x2300 (Port 1)
0x2302 (Port 2)
.I\./iaximum Port (n) Port Rx Error Packets
Ex: port 1 Tx Packet Amount = 44332211
2 words HEX Received MODBUS response: 0x02A474B3

0x2300 + (n * 2) (Channel
Group 1)

0x2300 + ((n + 1) * 2)
(Channel Group 2)

Word 0 = 0x02A4
Word 1 = 0x74B3
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¢ Redundancy Information

Address Offset

0x3000

Data type

1 word

Interpretation

HEX

Description

Redundancy Protocol

0x0000: None

0x0001: RSTP

0x0002: Turbo Ring V2

0x0003: Turbo Chain

0x0004: Dual Homing

0x0005: RSTP & Dual Homing

0x0006: Turbo Ring V2 & Dual Homing
0x0007: Turbo Chain & Dual Homing

0x3100

1 word

HEX

RSTP Root

0x0000: Not Root

0x0001: Root

OXFFFE: RSTP is Not Supported
OXFFFF: RSTP is Not Enabled

0x3200 (Port 1)
0x2301 (Port 2)

Maximum Port (n)

0x3200 + n (Channel
Group 1)

0x3200 + n+ 1
(Channel Group 2)

1 word

HEX

RSTP Port Status

0x0000: Port Disabled

0x0001: Not RSTP Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFD: No Port

OxFFFE: RSTP is Not Supported
OXFFFF: RSTP is Not Enabled

0x3500

1 word

HEX

Turbo Ring V2 Coupling Mode

0x0000: None

0x0001: Coupling Backup

0x0002: Coupling Primary

OXFFFE: Turbo Ring V2 is Not Supported
OxFFFF: Turbo Ring V2 is Not Enabled

0x3501

1 word

HEX

Turbo Ring V2 Coupling Port Primary Status
0x0000: Not Coupling Port

0x0001: Link Down

0x0002: Blocked

0x0003: Learning

0x0004: Forwarding

OXFFFD: Turbo Ring V2 Coupling is Not Enabled
OXFFFE: Turbo Ring V2 is Not Supported
OXFFFF: Turbo Ring V2 is Not Enabled

0x3502

1 word

HEX

Turbo Ring V2 Coupling Port Backup Status
0x0000: Not Coupling Port

0x0001: Link Down

0x0002: Blocked

0x0003: Learning

0x0004: Forwarding

OXFFFD: Turbo Ring V2 Coupling is Not Enabled
OxFFFE: Turbo Ring V2 is Not Supported
OxFFFF: Turbo Ring V2 is Not Enabled

0x3600

1 word

HEX

Turbo Ring V2 Ring 1 Status

0x0000: Healthy

0x0001: Break

OxFFFD: Turbo Ring V2 Ring 1 is Not Enabled
OxFFFE: Turbo Ring V2 is Not Supported
OXFFFF: Turbo Ring V2 is Not Enabled
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Address Offset Data type [Interpretation |Description
Turbo Ring V2 Ring 1 Master/Slave
0x0000: Slave
0x0001: Master

0x3601 1 word HEX OXFFFD: Turbo Ring V2 Ring 1 is Not Enabled
OxFFFE: Turbo Ring V2 is Not Supported
OXFFFF: Turbo Ring V2 is Not Enabled
Turbo Ring V2 Ring 1's 1st Port Status
0x0000: Link Down
0x0001: Blocked
0x0002: Learning

0x3602 1 word HEX 0x0003: Forwarding
OxFFFD: Turbo Ring V2 Ring 1 is Not Enabled
OXFFFE: Turbo Ring V2 is Not Supported
OxFFFF: Turbo Ring V2 is Not Enabled
Turbo Ring V2 Ring 1's 2nd Port Status
0x0000: Link Down
0x0001: Blocked
0x0002: Learning

0x3603 1 word HEX 0x0003: Forwarding
OxFFFD: Turbo Ring V2 Ring 1 is Not Enabled
OXFFFE: Turbo Ring V2 is Not Supported
OxFFFF: Turbo Ring V2 is Not Enabled
Turbo Ring V2 Ring 2 Status
0x0000: Healthy
0x0001: Break

0x3680 1 word HEX OXFFFD: Turbo Ring V2 Ring 2 is Not Enabled
OxFFFE: Turbo Ring V2 is Not Supported
OXFFFF: Turbo Ring V2 is Not Enabled
Turbo Ring V2 Ring 2 Master/Slave
0x0000: Slave
0x0001: Master

0x3681 1 word HEX OXFFFD: Turbo Ring V2 Ring 2 is Not Enabled
OXFFFE: Turbo Ring V2 is Not Supported
OxFFFF: Turbo Ring V2 is Not Enabled
Turbo Ring V2 Ring 2's 1st Port Status
0x0000: Link Down
0x0001: Blocked
0x0002: Learning

0x3682 1 word HEX 0x0003: Forwarding
OxFFFD: Turbo Ring V2 Ring 2 is Not Enabled
OXFFFE: Turbo Ring V2 is Not Supported
OxFFFF: Turbo Ring V2 is Not Enabled
Turbo Ring V2 Ring 2's 2nd Port Status
0x0000: Link Down
0x0001: Blocked
0x0002: Learning

0x3683 1 word HEX 0x0003: Forwarding
OXFFFD: Turbo Ring V2 Ring 2 is Not Enabled
OxFFFE: Turbo Ring V2 is Not Supported
OXFFFF: Turbo Ring V2 is Not Enabled
Turbo Chain Switch Role
0x0000: Head
0x0001: Member

0x3700 1 word HEX 0x0002: Tail
OxFFFE: Turbo Chain is Not Supported
OxFFFF: Turbo Chain is Not Enabled
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Address Offset

0x3701

Data type

1 word

Interpretation

HEX

Description

Turbo Chain 1st Port Status

0x0000: Link Down

0x0001: Blocked

0x0002: Listening

0x0003: Forwarding

OXFFFE: Turbo Chain is Not Supported
OxFFFF: Turbo Chain is Not Enabled

0x3702

1 word

HEX

Turbo Chain 2nd Port Status

0x0000: Link Down

0x0001: Blocked

0x0002: Listening

0x0003: Forwarding

OXFFFE: Turbo Chain is Not Supported
OxFFFF: Turbo Chain is Not Enabled

0x3800

1 word

HEX

Dual Homing Primary Link Status
0x0000: Link Down

0x0001: Link Up

OXFFFE: Dual Homing is Not Supported
OxFFFF: Dual Homing is Not Enabled

0x3801

1 word

HEX

Dual Homing Primary Port State
0x0000: Link Down

0x0001: Blocking

0x0002: Forwarding

OxFFFE: Dual Homing is Not Supported
OxFFFF: Dual Homing is Not Enabled

0x3802

1 word

HEX

Dual Homing Secondary Link Status
0x0000: Link Down

0x0001: Link Up

OxFFFE: Dual Homing is Not Supported
OxFFFF: Dual Homing is Not Enabled

0x3803

1 word

HEX

Dual Homing Secondary Port Status
0x0000: Link Down

0x0001: Blocking

0x0002: Forwarding

OxFFFE: Dual Homing is Not Supported
OXFFFF: Dual Homing is Not Enabled

0x3804

1 word

HEX

Dual Homing Path Switching Mode
0x0000: Primary path always first
0x0001: Maintain current path
OxFFFE: Dual Homing is Not Supported
OxFFFF: Dual Homing is Not Enabled
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Product Code Table

0x1081 0x11010001 MDS-G4012

0x1082 0x11010002 MDS-G4020

0x1083 0x11010003 MDS-G4028

0x2081 0x12010001 MDS-G4012-L3

0x2082 0x12010002 MDS-G4020-L3

0x2083 0x12010003 MDS-G4028-L3

0x1281 0x11050001 MDS-G4012-4XGS-T

0x1282 0x11050002 MDS-G4020-4XGS-T

0x1283 0x11050003 MDS-G4028-4XGS-T

0x2281 0x12050001 MDS-G4012-L3-4XGS-T
0x2282 0x12050002 MDS-G4020-L3-4XGS-T
0x2283 0x12050003 MDS-G4028-L3-4XGS-T
0x2284 0x11050004 MDS-G4028-4XGS-FM

0x1181 0x11030001 RKS-G4028-4XGSFP-8GTX
0x1182 0x11030002 RKS-G4028-4XGSFP-8GPoE
0x1183 0x11030003 RKS-G4028-4XGSFP-8GSFP
0x1184 0x11030004 RKS-G4028-4MGSFP-8GTX
0x1185 0x11030005 RKS-G4028-4MGSFP-8GPoE
0x1186 0x11030006 RKS-G4028-4MGSFP-8GSFP
0x1187 0x11030007 RKS-G4028-4XGSFP-8GTX-PTP
0x1188 0x11030008 RKS-G4028-4XGSFP-8GPoE-PTP
0x1189 0x11030009 RKS-G4028-4XGSFP-8GSFP-PTP
0x118A 0x1103000A RKS-G4028-4MGSFP-8GTX-PTP
0x118B 0x1103000B RKS-G4028-4MGSFP-8GPoE-PTP
0x118C 0x1103000C RKS-G4028-4MGSFP-8GSFP-PTP
0x118D 0x1103000D RKS-G4028-4XGTX-8GTX
0x118E 0x1103000E RKS-G4028-4XGTX-8GPoE
0x118F 0x1103000F RKS-G4028-4XGTX-8GSFP
0x1190 0x11030010 RKS-G4028-4MGTX-8GTX
0x1191 0x11030011 RKS-G4028-4MGTX-8GPoE
0x1192 0x11030012 RKS-G4028-4MGTX-8GSFP
0x1193 0x11030013 RKS-G4028-4XGTX-8GTX-PTP
0x1194 0x11030014 RKS-G4028-4XGTX-8GPoE-PTP
0x1195 0x11030015 RKS-G4028-4XGTX-8GSFP-PTP
0x1196 0x11030016 RKS-G4028-4MGTX-8GTX-PTP
0x1197 0x11030017 RKS-G4028-4MGTX-8GPoE-PTP
0x1198 0x11030018 RKS-G4028-4MGTX-8GSFP-PTP
0x1301 0x11060001 RKS-G4028-4GT-HV-T

0x1302 0x11060002 RKS-G4028-4GT-2HV-T
0x1303 0x11060003 RKS-G4028-4GS-HV-T

0x1304 0x11060004 RKS-G4028-4GS-2HV-T
0x1305 0x11060005 RKS-G4028-4GT-LV-T

0x1306 0x11060006 RKS-G4028-4GT-2LV-T
0x1307 0x11060007 RKS-G4028-4GS-LV-T

0x1308 0x11060008 RKS-G4028-4GS-2LV-T
0x1309 0x11060009 RKS-G4028-PoE-4GS-HV-T
0x130A 0x1106000A RKS-G4028-PoE-4GS-2HV-T
0x130B 0x1106000B RKS-G4028-PoE-4GS-LV-T
0x130C 0x1106000C RKS-G4028-PoE-4GS-2LV-T
0x2301 0x12060001 RKS-G4028-L3-4GT-HV-T
0x2302 0x12060002 RKS-G4028-L3-4GT-2HV-T
0x2303 0x12060003 RKS-G4028-L3-4GS-HV-T
0x2304 0x12060004 RKS-G4028-L3-4GS-2HV-T
0x2305 0x12060005 RKS-G4028-L3-4GT-LV-T
0x2306 0x12060006 RKS-G4028-L3-4GT-2LV-T
0x2307 0x12060007 RKS-G4028-L3-4GS-LV-T
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Product Code (16 Bits)

Product Code (32 Bits)

Product Name

0x2308 0x12060008 RKS-G4028-L3-4GS-2LV-T
0x2309 0x12060009 RKS-G4028-L3-PoE-4GS-HV-T
0x230A 0x1206000A RKS-G4028-L3-PoE-4GS-2HV-T
0x230B 0x1206000B RKS-G4028-L3-PoE-4GS-LV-T
0x230C 0x1206000C RKS-G4028-L3-PoE-4GS-2LV-T
0x1100 0x11021000 EDS-4008

0x1101 0x11021001 EDS-4008-2MSC

0x1102 0x11021002 EDS-4008-2MST

0x1103 0x11021003 EDS-4008-2SSC

0x1104 0x11021004 EDS-4008-2GT-2GS

0x1105 0x11024005 EDS-4008-4P-2GT-GS

0x1106 0x11021806 EDS-G4008

0x1107 0X11022007 EDS-4009-3MSC

0x1108 0X11022008 EDS-4009-3MST

0x1109 0X11022009 EDS-4009-3SSC

0x110A 0X1102300a EDS-4012-4GS

0x110B 0X1102300b EDS-4012-4GC

0x110C 0X1102300c EDS-4012-4GS-HV-T

0x110D 0X1102300d EDS-4012-4GC-HV-T

0x110E 0x1102340e EDS-4012-8P-4GS

0x110F 0x1102380f EDS-G4012-4GC

0x1110 0x11023c10 EDS-G4012-8P-4GS

Ox1111 0x11024011 EDS-G4014-4GS-2QGS
0x1112 0x11024012 EDS-4014-4GS-2QGS-HV-T
0x1113 0x11024813 EDS-G4014-6QGS

0x1114 0x11024814 EDS-G4014-4QGS-2XGS
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E. PROFINET Attributes and TIA Portal

Integration

Addressing of I/0 Data in PROFINETI/O

Based on Slot and Sub-Slots

The concept of the Moxa PROFINET switch is shown in the table below. In this structure, each switch port

represents one sub-slot.

Slot 0

Sub
Slot 0

DAP

Sub
Slot

Sub Sub Sub
Slot Slot Slot

0X8000 | 0X8001 | 0X8002 | OX8003

IO Data | Port1 Port 2 Port 3

Manufacturer Information

Each PROFINET device is addressed based on a MAC address. This address is unique worldwide. The

company code (bits 47 to 24) can be obtained from the IEEE Standards Department free of charge. This
part is called the OUI (organizationally unique identifier).

Table.

MOXA OUI

Bit Value 47..24

Bit Value 23..0

Company Code (OUI)

Consecutive Number

PROFINET Attributes

Combined with the General Station Description (GSD) file, an I0-Controller can quickly configure
settings for different devices and seamlessly replace devices. A PROFINET IO General Station

Description (GSD) file is a description of an IO-Device provided by the device manufacturer. The
contents of the GSD file contain configuration information, parameters, modules, diagnostics and

alarms, and vendor and device identification.

PROFINET Cyclic I/0 Data

The Moxa PROFINET switch provides PROFINET I/O cyclic data and includes the following items:

PROFINET Cyclic I/0 Data Table

Device Status

Category |Direction [Byte |Bit _[Name ______ |Descripion
0 Device status 0 is failed status, 1 is OK.

Device Input 0 1 Power 1 0 is unavailable, 1 is OK
2 Power 2 0 is unavailable, 1 is OK

Device Input 1 Reserved for redundancy protocol
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Port Status

Category |Direction |Byte |Bit |Name ___|Description

0 Port 1 Connection 0 is not connected, 1 is connected
1 Port 2 Connection 0 is not connected, 1 is connected
0 2 Port 3 Connection 0 is not connected, 1 is connected
[... [...] [...]
Port Input 7 Port 8 Connection 0 is not connected, 1 is connected
1 1 Port 9 connection 0 is not connected, 1 is connected
2 Port 10 connection 0 is not connected, 1 is connected
[...] [... [...] [...]
7 7 Port 64 connection 0 is not connected, 1 is connected
0 Port channel 1 0 is not connected, 1 is connected
8 Connection
1 Port channel 2 0 is not connected, 1 is connected
Port Input Connection
[...] [... [...] [...]
11 7 Port channel 32 0 is not connected, 1 is connected
Connection

You can monitor these attributes in TIA Portal. Operation steps are in the Chapter “Monitoring the Switch”

Monitor Device I/O Cyclic Data and Port I/O Cyclic Data in TIA Portal.

“Cyclic Data
“Cyclic Data
*Cyclic Data
“Cyclic Data
*Cyclic Data
*Cyclic Data
“Cyclic Data
*Cyclic Dats
"Cyclic Data
“Cyclic Data
“Cyclic Data
*Cyclic Data
“Cyclic Data
“Cyclic Data
*Cyclic Data
“Cyclic Data
“Cyclic Dats
“Cyclic Data
“Cyclic Data

-Device Status -All"
- Device Status”
-Power 1%
-Power 2*

-Part Status - All*
-Part 1

-Port 2*

-Port 3*

-Port a*

-Ports”

-Port 6"

-Port 7"

~Fort 8°

-Port 9"

-Part 10"

-Fort 11°

-Port 12°

-Port 13°

-Fort 14°

b 742

Address

“%IBO
%I0.0
%10.1
%I0.2
BIVZ
%I2.0
%I2.1
%I2.2
%23
%I2.4
%25
%I2.6
%I2.7
%I3.0
%I3.1
%I3.2
3.3
%I3.4
%I3.5

Display format
Hex
Bool
Bool
Bool
Hex
Bool
Bool
Bool
Boal
Beol
Bool
Boal
Bool
Beol
gool
Bool
Bool
Bool
Bool

Monitor value Madify value 7 Comment
16203
=] RUE
& mue
[ FALSE
16#4030
[ FaLsE
[ FALSE
[0 FALSE
FALSE
FALSE
[0 FaLSE
TRUE
FALSE
FALSE
[ FALSE
FALSE
FALSE
[ wuE
TRUE

L 1

Tag comment
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PROFINET I/0 Parameters

Moxa defines comprehensive PROFINET I/O parameters for more flexible settings and monitoring. The
attributes are readable or writable. PROFINET I/O parameters use PROFINET acyclic data to achieve
communication in the network. You can use the TIA Portal tool or engineering deployment software to edit
it. There are 2 categories of parameters, including Device Status and Device Alarms.

The following tables provide parameter information:

e r/w: Read and Write
e ro: Read Only

Device Status

Byte IName  |Access |Value [Description
Unavailable
Connection failure
OK
Unavailable
Device detect fault
OK
Unavailable
Power 1 fails
OK
Unavailable
Power 2 fails
OK
Unavailable
Closed

Open
Unavailable
Closed

Open
Unavailable
Disable
RSTP

MSTP
Unavailable
Disable
Enable
Unavailable
Disable
Enable
Unavailable
Disable
Broken
Healthy
Unavailable
Disable

0 |PLC Connection Status ro

Fault Status

Power 1 Status

Power 2 Status

DI 1 Status

DI 2 Status

Spanning Tree Config

Turbo Ring v2 Config

Turbo Ring v2 Ring 1 Config

Turbo Ring v2 Ring 1 Status

10 ro

Turbo Ring v2 Ring 2 Config Enable

Unavailable
Disable

11 ro

Turbo Ring v2 Ring 2 Status Broken
Healthy

Unavailable

Disable
Head
Member

12 Turbo Chain Config ro

Tail
Unavailable
Disable

13 ro

N
=
(]
NP O R WNRFROWNRFRONPRFROWNFRONRONRFROWNRFRONFONRONFKFONRONFKFOINRFLIO

Dual Homing Confi
. "ng '9 Primary path always first
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Byte |Name Access |Value |Description

3 Maintain current path
Unavailable

Disable

Enable

Unavailable

Disable

Initiation

Awaiting Connection
Primary Ring Port Link Up
Ring Open

Ring Closed
Unavailable

Disable

Initiation

Awaiting Connection
Data Exchange Idle
Pass Through

Data Exchange

Pass Through Idle

14 |Media Redundancy Protocol Config ro

15 |Media Redundancy Protocol Manager Status ro

16 |Media Redundancy Protocol Client Status ro

NO|U| A WNFOODU R WNHFHONRFRO

Device Alarms

These parameters control PROFINET Alarm functions. PROFINET Alarm is a message which sends from
switch to PLC immediately once the event is triggered.

Byte Name |Access |Value |Description ___________|Default Value

0 Do not send any alarms 0: No alarms
0 Status Alarm rw -
1 Send alarm if any status change
1 w 0 Do not send power failed alarm 0: No alarms
Power Alarm 1 1 Send alarm if power supply 1 fails
5 W 0 Do not send power failed alarm 0: No alarms
Power Alarm 2 1 Send alarm if power supply 2 fails
D t RSTP t | h
0 o not send RS opology changed 0: No alarms

3 RSTP Topology |rw alarm
Changed Alarm Send alarm if RSTP topology changed
Do not send MSTP topology changed

sy

4 MSTP Topology |rw 0 alarm 0: No alarms
Changed Alarm 1 Send alarm if MSTP topology changed
0 Do not send TR2 broken alarm 0: No alarms
5 Turbo Ring V2 rw 1 Send alarm if TR2 is broken
Ring Broken
. Do not send MRP broken alarm 0: No alarms
6 MRP Ring Broken jrw 1 Send alarm if MRP is broken

Reset to Factory Mode

The following table is the list of Reset to Factory Modes supported by Moxa:

Reset to Factory Mode |Description Data Reset Details

Mode 0 - Fact Default tan fact eset
ode 0 - Factory au Standard factory res Clear all configurations including PROFINET

Mode 1 Reset application data Reset I&M data and the alarm configuration
of the device and ports

Mode 2 Reset communication parameters |Reset the Device Name to “ ” and the device
IP to 0.0.0.0

Mode 3 Reset engineering parameters

Performs Mode 1 and 2 and clears all
configurations
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TIA Portal Integration

Overview of Operation Procedure

The following steps show how to integrate the switch into a PROFINET network:

1.

Enable PROFINET on the switch
Enable PROFINET in switch web UI or by CLI commands.
Create a PROFINET project in TIA Portal

Create a PROFINET Ethernet project for deploying the environment.

Note: The examples provided in this user manual were created using TIA Portal V17. We highly
recommend using the same or a later version of TIA Portal to more accurately execute the instructions.
in the examples.

GSD file installation
Import the Moxa switch GSD into the project.
Device configuration

Search and discover the switch in TIA Portal. Configure PROFINET attributes such as IP address, device
name and I/O parameters.

Save and load the project into the PLC
Load this project into the PLC.

Monitoring the Switch

Use TIA Portal to monitor switch attributes.

Create a PROFINET Project in TIA Portal

In TIA Portal, click Start > Create new project.

74 Siemens - X

Totally Integrated Automation
PORTAL

Create new project

e - Project name: |Example
Open existing project
Path: | C:\Users\Cleok_ChenlOneDrive - Moxa Inc3Zf# lAutomation

Create new project Version: |V17
Author: | Moxa|

Migrate project
L 4 Comment: [~]

=2
Create

Welcome Tour

Installed software

Help

User interface language

» Project view

Fill in the required project information and click Create.
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GSD File Installation

Download the GSD file from the Moxa website.

2. In TIA Portal, open your project and go to Options > Manage general station description files

(GSD) in the toolbar.

3. Navigate to the folder on your PC containing the GSD files.

Select the GSD files to install.
5. Click Install.

Installed GSDs

Manage general station description files
GSDs in the project

Source path:

‘ C:\Users\CleoKY_Chen\OneDrive - Moxa Inc\ S H\MOXA_PROFINET_EDS-G4000_v4.0

imported path

File

GSDML-V2.35-MOXA-EDS_4008-2...
GSDML-V2.35-MOXA-EDS_4008_2...
GSDML-V2.35-MOXA-EDS_4008_2...
GSDML-V2.35-MOXA-EDS_4008_2...
GSDML-V2.35-MOXA-EDS_4008_2...
GSDML-V2.35-MOXA-EDS_4008_4...
GSDML-V2.35-MOXA-EDS_4009_3...
GSDML-V2.35-MOXA-EDS_4009_3...
GSDML-V2.35-MOXA-EDS_4009_3...
GSDML-V2.35-MOXA-EDS_4012_4...

Versien Language
V235 English
V235 English
V235 English
V2.35 English
V235 English
V235 English
V2.35 English
V2.35 English
V2.35 English
V235 English

Status

Not yet installed
Not yet installed
Not yet installed
Not yet installed
Not yet installed
Not yet installed
Not yetinstalled

ARNRNORNRNRNRNORR| S

L]

Not yet installed
Not yet installed ht..
No talled ht... E

H Install H Cancel 1

6. After installing the GSD files, click Device & networks in the Devices tab. All installed GSD files will

be shown on the right.

Devices

IE Topology view I,;h Network view Mf Device view

@

¥ 7] Demo for UM
| Add new device
g5, Devices &netuorks|
} ' Ungrouped devices
» &g Security settings
» [38 Cross-device functions
» [§§ Common data
» [5] Documentation settings
» fm Languages & resources
» L4 Version control interface
» r. Online access
» [ Card ReaderlUSB memory

<lm

% Nework| 1§ Connections [ nect -] 4 =) J Network overvi¢ ¢ | »

[l ¥? Device

g

v | Details view

Name

All devices offline
w Onlin... Tig Opera.. Devicelmodule

¥l
[>][1o0% Y v — & <]u
lg Properties HE Info Hﬂ Diagnostics |
J Device information u Connection information u Alarm display |
Connection establis.. Message Details

Options

~ | Catalog

| Search> | @
[ Filer  Profile: | <All v

» [ Distributed 110
» [ Power supplyand distribution
» [ Field devices
 [ij Other field devices
» [ Additional Ethernet devices
v ([ FROFINETIO
» Q| Drives
» [ Encoders
» Q| Gateway
» (g0
v [ Network Components
v [ MOXA Inc.
v [1fj MOXA EtherDevice Switch
v [ EDSG)¢000 Series
[l ens<008
Il £05-4008-26T-2G5
Il ens-008-2msC
Il eps-<008-2MsT
[l eDs<008-255¢C
[l £0540084P-2GT2G5
Il £D5-4009-3M5C
Il e0s-009-3msT
Il eDs-£009-355¢
Il £0s-<01246C
[l £D540124GCHVT

Moxa’s Managed Switch Next-generation OS (v4.x) Layer 2 User Manual

277



» Product Icons

Product models are represented by the following icons:

EDS-4009-3MSC

Device Configuration

EDS-4012-4GC EDS-G4008

In the Devices tab, click Add new device.

Select the PLC model and version
In this example, we select the CP

Window  Help

U1513-1 PN 6ES7 513-1AL01-0ABO0 V2.5.

EDS-G4014-6QGS

Totlly Integrated Automation

4 Portal view

Hardware catalog section.

5 MK B @ ¥ coonine ¥ Gooffine fp W ¥ 1] ) ORTAL
. - B - |& Topology view | Network view [¥ Device view |8
o v L] comnections |1 T Ezaulla: 4 | [ Networkoverview | Connections | 10 communication | [« ||
AGd mew device ST (| W oeice Type Assrsin s s §
Device name: = H
PLC_1 &
~ @ Conmoler: A Dok [
» [ shancs7:1200 o
[ SMATCS71500 E
[— ~acu E
e siam H
» g Online acces: »imeruisicien El
» [ Card Readerluse memory » (@ 1s1CT N cuasiny F -
D ~@cruism : |
Wets7 sriclero: (6657 51314019480 3
e [l 5657 51314010480 Vemion: [ - |
I 67 51341 AL020420 e |
»meruisisam Descrpion: 120 o
» [ Cru 15163 muoe B — c
e 13 5
» [ cru 1518+ D Hotont H
e » [ CPU 1518 DR 0K mes |
» @184 PUDRNEP o H
» [@eru1s11FI PN protscal T 2|
»@eru 151z e co £
» e sisezen Eokhvonas mode.ouing. R apgors, H
» [P 157673 PHIDF fmuare V25 = =i
» [ <P 157F3 Pride ! .
- » ey 1s1er proe L]k - -
» [ CPU 1578F-4 PNIDP ODK. |2 Properties  |% Info |2 Diagnostics |
General | Cross-eferences | Col > [ 151864 e e
— » e siE e
1@ [showar - 2
P RG] i
so9e
© e proectoemow: aved sccess 3o cen deiceview i
Name

In the Devices tab, click Device & networks and select the switch you want to add from the

ple D & netwo
Devices |# Topology view [gh Network view  [IY Device view || Options (5]
= (=] 2 | o vewwork| 13 connections - eRH Qs =] Network overvi{ | » g
2
[2] W2 Device v | catalog 3
T4 E?mple EI ~ 57-1500/ET200... | [<Search> [ead] [t | ®
Add new devi e Rl o
# Devices & networks PLC1 = [ Filter Profile: | <All> ~|[ef]|8
» W PLC_1[CPU15131 . CEC I RES » [l Power supply and distribution [~][S
i P
» i Ungrouped devices » _gi Field devices [ ]
» 5 Security settings [ Other field devices O]
» 38 Crossdevice functions 7 » [ Additional Ethernet devices °
» 4§ Common data - ~ [l PROFINETIO | %
» []) Documentation setti... » » m orives =
» (@ Languages & resource » [ Encoders g
» [4 Version control interf... » [ Gateway @
» i Online access » (@0 |
» (&9 Card Reader/USB memory ~ [l Network Components By
v [ MOXA Inc. 2l
~ [l MOXA EtherDevice Swi... 3
o ~ (38 EDS(G)4000 Series
2 [l eos<o08 ol
< 3] [100% Fl v — & Km 2 Il £0s-008-2GT- u,:J
< = = |"dl Properties  [*) Info )| % Diagnostics M £0s-s008-2M5C g
— - — - . M e0s<008-205T £
v | Details view || Device information | Connection information | Alarm display | Wi | 2
All devices offline T M |
¥¢ Onlin.. T Opera.. Deviceimedule Connection establis.. Message Details M eDs<:0093M5C >
= EDS-4009-3M5T 2
ame i
EDS-4009-355C H
EDS40124GC
<
< ] >]<l 7] ] >|? |Information

Click Not assigned on the switch and select the target to connect it to.

In this example, we connect to PLC_1.PROFINET interface_1.
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o)

f.‘E Netwark ij Connections | HM connection - f % i 3

PLC_1 eds-g4014-6qgs
CPU 1513-1 PN EDS-G4014-6QGS

Not assign:

Select 10 controller
PLC_1.PROFINETinterface_1

The switch and PLC will be connected.

PLC_1
CPU 1513-1 PN

eds-g4014-6qgs
EDS-G4014-60QGS

FLC_1

6. Depending on the desired topology, configure the device(s) by right-clicking the relevant device and

clicking Properties.

Demo » Devices & networks

7. Configure the device’s IP and subnet.
The default IP address is 192.168.127.x with x representing the order of devices.

| Topology view |dh Network view Y De
5% Netiork. 1 Connections 71 T B EE 4 | [ Networkoverview | Connections | O communication | [« [»
B 10systems PLC_1 PROFINET 10-System 100) [~ ) oo D T
v 57-1500/ET200MP station 1 57-1500/ET200NP stati
PLCT - » PLCY CPUISI3IPN
CPU1513-1 PN EDS-G4014-6QGS ) | v GSD device_1 GSD device
_| I » edigaoiasag: £0564014-6QGS
Y Device confguration gL
Change device
CarlsX
cuiec
Culey
X Delete Del
[
!
4 Highiight OP master zyztem 110 system
&= Go to topology view
Highlight connection partners »
Compie »
Download to device »
B vpos « Gokware]
¥ Go online ik
4] Online & disgnostics cuten
Pl ; 5] [100% B —¢— ] u ] 5
i collstucture | Properties  |*4 Info  [%) Diagnostics |
General Cross-references nment list
1 EI[210)][shou st mesages how catalog CurshifeC
| export modute tabeting strips
@ The project Demo was saved TOTEER 182024 4:16:16PM [a]

('S Properties | Info | Y./ Diagy

| General [ I0tags | Systemconstants | Texts |

Wdentification & Mainten... [
= Ethemet addresses.

Gperating mode
R AdAnced et Intemet protocol version 4 (IPv4)
Web serveraccess

e - (@ SetIP address in the project
Cyele 0

Communication losd i IPadcrs

System and clock memory | ] Subnet ma:

SIMATIC Memary Card By

v System diagnostics.

Checksums

~ FROFINETinterface [x1] Interface networked with
General
Ethernet addresses Subnet: [ProE_T [+]
Time-ofday zynchronic.. [

General o ot e

PLC alarms () 1P address is set directly at the device
» Veb server =

ONS configuretion PROFINET
» Display

Multilingual support [7) PROFINET device name is set directlyat the device

Time of day [¥) Generate PROFINET device name a utomatically
pmmamttenny | [ FRoFINET device rame: [pi1

wls
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8. (Optional) Right-click a device and click Assign device name to rename the device.

Iy Device configuration

Write 10-Device name to Micro Memory Card

x Cut Ctrl+X

5| Copy Ctrl+C

Oz Paste Ctrl+V

% Delete Del
Assign to new DP master /10 controller

Disconnect from DP master system [ 10 system
[] Highlight DP master system /10 system

& Go to topology view

Compile 4

Download to device »
& Go online Ctrl+K
ﬁq S0 offline Ctrl+h
%/ Online & diagnostics Ctrl+D

Show catalog Ctrl+Shift+C
'=# Export module labeling strips...
G, Properties Alt+Enter

Save and Load the Project into the PLC

1. In the Devices tab, click Default tag table.

2. Click the Name field to rename the data field (optional) and add the information you want to monitor.

Demo » PLC_1[CPU 1513-1 PN] » PLCtags » Default tag table [72] — X
[@ Tags [® Userconstants [@ System constants

» [ig Online backups
» 2 Traces

Devices
= EE™ ] e
ult tag table
v [ Demo ~ Name Deta type Address Retsin _ Acces.. Writa.. Visibl.. Supenision Comment
[ Add new device TP [@  orlicoete -Device statuz - Al Byte B0 7] ¥ o
o Devices & networks 2 |@ cylicData -Device Status Bool %0.0 & - =]
~ [ PLc_1[cPU 15131 PN] 3 |l@ cxlicData-Power1 Bool %0.1 =] =] =)
[IY Device configuration 4 |@ cxlicoata-Power2 Bool 0.2 ] M &
%) Online & diagnostics 5 |@ coxlicbata-PortStatus - All Word %2 & ~ ~
» g Program blocks & |a oxlicosta-rort Bool 1] X | @ &
» [ Technology objects 7
» g} Extemal source files - Operand identifier: |1 I
PLCtags Operand type: -
% Show all tags s ER
Sk mimiss [
» [ PLC data types
» 152 Watch and force tables @
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3. Click Compile in the toolbar. The compiling process will be shown at the bottom.

Project Edit View Inszert Online Options Tool: Window Help

Gy seveproje & ¥ 3 T X 0 |3M G B R F coonline F coofiine 42 MW 2 ] [ -

Devices

Demo » Devices & networks

=]

¥ | ] Demo
IF Add new device
ok Devices & networks
~ [ PLC_1 [CPU 151341 PN]
IIY Device configuration
% Online & diagnostics
» gl Program blocks
» [ Technology objects
» G} External source files
v (@ PLCtags
% Show all tags
E° Add new tag table
3¢ Default tag table [85]
[ PLC data types
';,1 Watch and force tables
B Add new watch table
x Force table
| Watch table_1
[ online backups

-

<

[Z Traces

& OPC UA communication
[ji. Device proxydata

8 Program info

[ PLC supervisions & alarms
L) PLCalarm textlists

[ Local medules

[@ Distributed 110
Ungrouped devices

» 5§ Securitysettings

v v v

-

>

4. Download the settings:

Ma: E
R 10 system: PLC_1.PROFINET 10-System (100) E

2 [8 veon 18 comections (e [ @ % W

PLC_1 eds-ga014-6qgs
CPU 1513-1 PN ED5-G4014-6QGS j
pLC 1

Es{PLC_1.PROFINET I0-Syste... st

< w ] [5] [100% o —y— @

IGenelaI ”Cross-leferences ][Compile ]

@]I]@ Show all messages =

Compiling finished (errors: 0; wamings: 0)

I |Path Description Goto | ? Errors | Warnings
@ - rc A [} 0

o ¥ Hardware configuration A o o

o Hardware was not compiled. The configuration is up-to-date. ?

@ - Program blocks P 0 0

(i) No block was compiled. All blocks are up-to-date.

(V] Compiling finished (errors: 0; wamings: 0)

a. Click Download in the toolbar.

. Select the corresponding interface and subnet.

b
c. Click Start Search.
d

. After the search has finished, click Load.

Project Edit View Insert Online Options Tools

Window _Help

[} & coonine ¥ Gooine o (M@ % 1|

[3]

v 1 0emo
I Add new deviee
& D E e
~ [ Pc_1 [cPU 15131 PN]
I Device configuration
%) Online & diagnoztic:
» g Program bloch
» [ Technology objects =
» Gj Extemal source files
~ (& PlCug:
% showslltags
I Add new tag table
% Defoult tag table [85]
» [ PLC data types.
~ [ Viatch and force tables 1)
W Add new watch table

| 70 communication

[&F Topology view [ Networkview It Device view
58 Nework| 1 Connections [ o -3 4 E==[ITCR 54 | [ Network overview | Connections

[

3 10 system: PLC_1.PROFINET 10-System (100) (|
Ftended download to device el
151300

: : device

Device Devcenpe St imeracetype | Address subet B
A cuisien  1x1 e 1921681271 owiE_1

= Q

Configured accez: nodes of "PLC_1

PLCT
CPUTS13-1PN

Type of the PGIPC interface:  [¥_PIIE 2]
PGIPCinterace: (| Reslcek PCle GbE Family Controller IRICIE
[Connection to interfocelsubnet: | PHIE_1 ~®

]

[Show sl compatible devi

Address in subnet  Subnet

Select target device:

Bl Force table
L4 waech table_t
» (& Online backups
» (G Trace:
» (i3 OPCUA communication

&
Devica Devicatype Interfoce type s | Address, argetdevice " info | %] Diagnostics |

[ (] CPUISIZIPN PN 192.168.127.1 (8]

= = PiE Access address =

» o
 Program info
£ PLC supensizion: & alarms
5 PLCalarm text
» (1@ Local modules

» I Ungrouped devices
» B securtysettings

» 3@ Crossdevice functions
P TRt m

~ | Details view.

(i)
o
o
» (@ Distibuted U0 0
o
(]

v ot [JFazhLeD
~ Hardware configuration
Hard
Storseorch

Online status information: ("] Displayonly error messages
£ Connection extablizhed to the device with addrezz 192.168.127.1

(@ Scan completed. 1 compatible devices of3 accessible devices found.
Scan and information retrieval completed.
% Retrieving device information.

B|

<

[ee ] concet |
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5. After downloading the settings, click Go online in the toolbar.

Tools Window Help

2 i %) I G B B[ ool costine e BB 3¢ ) L) (oo

Demo » Devices & networks

g% Network| §§ Connections |HMI connection [~ & B9 :_”E ® s =H

10 system: PLC_1.PROFINET 10-System (100) b_

PLC_1 eds-g4014-6qgs
CPU 1513-1 PN EDS-G4014-6QGS j
PLC_1

= PLC_1.PROFINET I0-Syste... ,J

< w ] [>][100% M —y— &

Monitor the Switch

In the Devices tab, click Add new watch table to create a new monitoring table.
Click the table you just created.
Select the information you want to monitor.

Devices
) &l 2 R 2 T
Name: Address Display format Monitor value Modify value 7
¥ _] Deme *Cyclic Data - Device Status - All* %IBO Hex
‘f' Add new device "Cyclic Data - Device Status” %l0.0 Bool
hy Devices & networks *Cyclic Data - Power 1" %10.1 Bool
~ (@ PLc_1[cPU1ST.. “Cyclic Data - Power 2° %I10.2 Bool
Y Device config... *Cyclic Data - Port Status - All" %W2 Hex
% Online & diag... “Cyclic Data -Port 1 %I2.0 Bool
» gl Program blocks *Cyclic Data - Port 2* %I12.1 Bool
» [ Technologyo... “Cyclic Data -Port 3° %l2.2 Bool
» g} External sourc.. *Cyclic Data - Port 4" %23 Bool
v [ PLCtags *Cyclic Data - Port 5° %I2.4 Bool
45 Showallta.. *Cyclic Data - Port 6* %25 Bool
; “Cyclic Data -Port 7* %12.6 Bool
13 *Cyclic Data - Port 8" %I2.7 Bool
14 “Cyclic Data -Port 9" %I3.0 Bool
Bl *Cyclic Data - Port 10" %I3.1 Bool
16 *Cyclic Data -Port 11* %I3.2 Bool
17 *Cyclic Data -Port 12° %I3.3 Bool
18 “Cyclic Data - Port 13* %I3.4 Bool
Online backups 19 *Cyclic Data - Port 14" EF %I3.5 Bool |w
races 20 Add new
PCUAcom...
: Device proxy ..
rogram info
Cf PLC supervisio..
E] PLCalarm text...
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4. Click Monitor All in the toolbar to view all selected data.

W 0NN E WN -

=8

wal]| Ll | ot [t Vot | o] [ ik
O N EWwN

[¥]
o

Name

i 7 % 2 [F]™

*Cyclic Data - Device Status - Al
*Cyclic Data -Device Status”
“Cyclic Data - Power 1*
*Cyclic Data - Power 2°
“Cyclic Data - Port Status - All*
"Cyclic Data -Port 1°

*Cyclic Data - Port 2*

*Cyclic Data - Port 3°

"Cyclic Data -Port 4°

“Cyclic Data -Port 5°

“Cyclic Data -Port 6°

“Cyclic Data -Port 7*

*Cyclic Data -Port 8"

"Cyclic Data -Port 9"

“Cyclic Data -Port 10°

"Cyclic Data -Port 11*

"Cyclic Data -Port 12°

“Cyclic Data -Port 13*

“Cyclic Data -Port 14°

I/0 Device Diagnostics

Moxa PROFINET switches support PROFINET alarms. These alarm messages will be sent by the switch
immediately when an event is triggered. These alarms can be enabled or disabled using Module
parameters which are located in the Network view tab.

Demo » Devices & natworks

Address
%IBO
%I0.0
%I0.1
%10.2
%IW2
%I12.0
%I2.1
%I12.2
%I2.3
%I2.4
%I2.5
%I2.6
%12.7
%I3.0
%I3.1
%I3.2
%I13.3
%l3.4
%I3.5

AGO new

Display format Monitor value
Hex 16803
Bool [=] TRUE
Bool [E TRUE
Bool [ FALSE
Hex 1684030
Bool [E FALSE
Bool [@ FALSE
Bool [ FALSE
Bool FALSE
Bool [ FALSE
Bool [E FALSE
Bool TRUE
Bool [3 FALSE
Bool [E FALSE
Bool [3 FALSE
Bool FALSE
Bool [3 FALSE
Bool [E TRUE
Bool [® TRUE

Modify value

L ]

7

Catalog information
~ PROFINETintesce [x1]
General
Ethemet sddrezses
= Advanced options
Interfsce option:
Medis redundancy
b Real time etiings
»XIPIKI PR
» X121 F2R)
» X173 F3R]
» X1 P4 a1 PRI
b %175 1 P R
» X176 X1 P6 R
» X177 41 F7R]
» X178 X1 PSR
b X191 POR]
b x1P10[x1 P10 R
b x1P1 I PITRL
» xiPi2D PI2R
» XIPI3DIPI3R
b xipIapa PR
2 Usintensnc

Module parameters

[ Topology view | [y Networkview |Iif Device view |
% Network| 3 Connections |1l connec i BEEY EEEE 4[] Network overvi Toommeen | [«T*
3 105system: PLC_1 PROFINET 10-System (100} E Sioevce e
= ~ S7-1500ET200MP station | 57-1500IET200VP stat
e — bR eutsIIN
ENEIEEY £D5.64014-6065 " ~ GsDdevice G50 device
s ¥ » edigi0rssegs 05540145065
|
m——]
< 0 Blfoos 7l —¢— @ (<] — ] 3]
[ Properties |7} Info | %) Diagnostics |
[ General [ 10 tags | System constants | Texts
~ Genenl M

Device Alarms

Davice Status

Statws Alarm: |00 not send any olers T
Power 1 Failure alarm: | Do not zcnd an slert when poner supply 1 ok 5|
Power 2 Failure Alarm: | d “upply 2 fil= =

e arm: [ 1=
T [ pology )
TR2 fing Broken Alarm: | Do not send an alert when TR ring is broken. vl
MRP Fing Open Alorm: | Do ot -cnd an slert when WRP ring iz open -]
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1. Right-click the device and click Online & diagnostics.

[IY Device configuration
Change device
Write 10-Device name to Micro Memory Card

Start device tool

o\.{, Cut Cirl+X

E5| Copy Ctrl+C

_"g Paste Ctrl+v

¥ Delete Del
Rename F2
Assign to new DP master {10 controller
Disconnect frem DP master system [ 10 system

[ Highlight DP master systemn /10 systemn

; Go to topology view

Compile ]
Download to device ]
Go enline Ctrl+k
Go offline Carl+hd

= Wy

Online & diagnostics

« Assign device name
[ Receive alarms

Show catalog Ctri+Shift+C

[ Export module labeling strips...

g Properties Alt+Enter

2. Click Diagnostic status to view the alarms received by the PLC.

 Diagnostics

General Diagnostic status

Status

Channel diagnostics

b PROFIMNETinterface [X1] Module exists.
» Functions Error
.| Standard diagnostics
* Message

Power supply 2 failed.

Hexadecimal format

Help on selected diagnostics row

An alert will be sent when power supply 2 fails.
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Communication Diagnosis

1. Right-click the device and click Online & diagnostics.

[I} Device configuration

Change device

Write 10-Device name to Micro Memory Card
i l...

M cut Crl+x

Eg| Copy Ctrl+C
& Paste Cerl+v
Del
Rename F2
Assign to ne er
Disconnec I 10 system
[#) Highlight DP master system /10 system
& Go to topology view
Compile ]
Download to device »
& Goonline Ctrl+h
§¥ Go offline Ctrl+M
] Online & diagnostics
" Assign device name

E Receive alarms

Update and display
Show catalog Ctrl+Shift+C

_-I-b Export module labeling strips...

[d Properties Alt+Enter

2. Click Communication diagnostic to view the connection status.

* Diagnostics . N .
> Communication diagnostics

General
Diagnostic status
Channel diagnostics

w PROFINETinterface [X1]

10 controller Name Event

[E Port 8 (x1P8) Data transfer not possible

Ethernet address
Ports

Communication diagn....

PROFIMET IO diagnostics
» Domain

» Functions

Details:

Connection error - connection interrupted

Help:

Data transfer not possible

Description: The port monitoring was configured, however, there is no physical connection to the port.

Possible causes: No cable plugged in, cable defective, wrong cable for fixed port settings, partner device switched off
Solution: Check the plug connector.

w7
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F. CIP Objects of EtherNet/IP

Several communication objects are defined in CIP (Common Industrial Protocol). Moxa switches support the
following objects for PLCs and SCADA systems to monitor:

Definition Class 1D
Identity Object 0x01
Message Router 0x02
Assembly 0x04
Connection Manager Object 0x06
QoS Object 0x48
ODVA Base Switch Object 0x51
Port Object OxF4
TCP/IP interface Object OxF5
Ethernet Link Object OxF6
LLDP Management Object 0x109
LLDP Data Table Object 0x10A
MOXA Moxa Networking Object (Vendor Specific) 0x404

The supported attributes and services of the above objects are introduced in the table below, including Each
object should consist of Class ID, Instance ID, Attribute ID, and Service Code. The supported attributes and
services of the above objects are introduced in the following chapters, including the access rules, data type,
and description for each attribute.

Identity Object

The Class code of Identity object is 0x01.

There is one instance of this object in our product. It stores the information of the production and the
device. The following tables summarize the class attribute, instance attributes, and service code.

Class Attribute List
Attr ID|Access Rule|Name ______|Data Type
Get

1 Revision UINT (16) Revision of this object
Maximum instance number of an object
2 Get Max Instance UINT (16) currently created in this class level of the
device
3 Get Number of Instances UINT (16) Numper of object instances .currently created
in this class level of the device.
Maximum ID Number Maximum class attribute ID number
et INT (1
6 G Class Attributes v (16) implemented in the device
Maximum ID Numbe Maximum instance attribute ID numbe
7 Get aximu umber UINT (16) aximum insta attribu umber

Instance Attributes implemented in the device

Instance Attribute List

Attr ID (Access Rule |Name (Struct.) |Data Type Description

1 Get Vendor ID UINT (16) 0x3DF, the vendor ID of Moxa is 991.

2 Get Device Type UINT (16) 0x2C, “"Managed Ethernet Switch”.

3 Get Product Code UINT (16) Please refer to Product Code Table.

(Struct.) Revision of the item the Identity Object

represents.

4 Get Revision The structure member, major. The value

Major USINT (8) zero is not valid. If product version is 0,

using 1-base.
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Attr ID |[Access Rule

(Struct.) |Data Type Description

The structure member, minor. The value
Minor USINT (8) zero is not valid. If product version is O,
using 1-base.
5 Get Status WORD (16) Summary status of the device.
6 Get Serial UDINT (32) The serial number of each device.
Number
7 Get Product SHORT_ The product model of the Moxa switch.
Name STRING Maximum length is 32 characters.
15 Get/Set Assigned STRINGI Switch device's host name.
Name
17 Get/Set Geogl."aphlc STRINGI The assigned switch location.
Location

The Identity Object Instance supports the following CIP Common services:

Common Service List

Implementation )
Implementation | . .

Class Instance |

0x01 v Get_Attributes_All Returns the contents of all attributes of the class
0x0E v v Get_Attribute_Single Used to read an object instance attribute.
0x10 v Set_Attribute_Single Used to write an object instance attribute
0x05 v Reset Invokes the reset service for the device
0x18 v Get_Member Retgrns the content of a selected member of an
attribute
Product Code Table
Product Code |Product Name |
0x1081 MDS-G4012 0x1190 RKS-G4028-4MGTX-8GTX
0x1082 MDS-G4020 0x1191 RKS-G4028-4MGTX-8GPoE
0x1083 MDS-G4028 0x1192 RKS-G4028-4MGTX-8GSFP
0x2081 MDS-G4012-L3 0x1193 RKS-G4028-4XGTX-8GTX-PTP
0x2082 MDS-G4020-L3 0x1194 RKS-G4028-4XGTX-8GPoE-PTP
0x2083 MDS-G4028-L3 0x1195 RKS-G4028-4XGTX-8GSFP-PTP
0x1100 EDS-4008 0x1196 RKS-G4028-4MGTX-8GTX-PTP
0x1101 EDS-4008-2MSC 0x1197 RKS-G4028-4MGTX-8GPoE-PTP
0x1102 EDS-4008-2MST 0x1198 RKS-G4028-4MGTX-8GSFP-PTP
0x1103 EDS-4008-2SSC 0x1281 MDS-G4012-4XGS-T
0x1104 EDS-4008-2GT-2GS 0x1282 MDS-G4020-4XGS-T
0x1105 EDS-4008-4P-2GT-2GS 0x1283 MDS-G4028-4XGS-T
0x1106 EDS-G4008 0x2281 MDS-G4012-L3-4XGS-T
0x1107 EDS-4009-3MSC 0x2282 MDS-G4020-L3-4XGS-T
0x1108 EDS-4009-3MST 0x2283 MDS-G4028-L3-4XGS-T
0x1109 EDS-4009-3SSC 0x1284 MDS-G4028-4XGS-FM
0x110A EDS-4012-4GS 0x1301 RKS-G4028-4GT-HV-T
0x110B EDS-4012-4GC 0x1302 RKS-G4028-4GT-2HV-T
0x110C EDS-4012-4GS-HV-T 0x1303 RKS-G4028-4GS-HV-T
0x110D EDS-4012-4GC-HV-T 0x1304 RKS-G4028-4GS-2HV-T
0x110E EDS-4012-8P-4GS 0x1305 RKS-G4028-4GT-LV-T
0x110F EDS-G4012-4GC 0x1306 RKS-G4028-4GT-2LV-T
0x1110 EDS-G4012-8P-4QGS 0x1307 RKS-G4028-4GS-LV-T
0x1111 EDS-4014-4GS-2QGS 0x1308 RKS-G4028-4GS-2LV-T
0x1112 EDS-4014-4GS-2QGS-HV-T 0x1309 RKS-G4028-PoE-4GS-HV-T
0x1113 EDS-G4014-6QGS 0x130A RKS-G4028-PoE-4GS-2HV-T
0x1114 EDS-G4014-4QGS-2XGS 0x130B RKS-G4028-PoE-4GS-LV-T
0x1181 RKS-G4028-4XGSFP-8GTX 0x130C RKS-G4028-PoE-4GS-2LV-T
0x1182 RKS-G4028-4XGSFP-8GPoE 0x2301 RKS-G4028-L3-4GT-HV-T
0x1183 RKS-G4028-4XGSFP-8GSFP 0x2302 RKS-G4028-L3-4GT-2HV-T
0x1184 RKS-G4028-4MGSFP-8GTX 0x2303 RKS-G4028-L3-4GS-HV-T
0x1185 RKS-G4028-4MGSFP-8GPoE 0x2304 RKS-G4028-L3-4GS-2HV-T
0x1186 RKS-G4028-4MGSFP-8GSFP 0x2305 RKS-G4028-L3-4GT-LV-T
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Product Code [Product Name Product Code |Product Name

0x1187 RKS-G4028-4XGSFP-8GTX-PTP 0x2306 RKS-G4028-L3-4GT-2LV-T
0x1188 RKS-G4028-4XGSFP-8GPoE-PTP 0x2307 RKS-G4028-L3-4GS-LV-T
0x1189 RKS-G4028-4XGSFP-8GSFP-PTP 0x2308 RKS-G4028-L3-4GS-2LV-T
0x118A RKS-G4028-4MGSFP-8GTX-PTP 0x2309 RKS-G4028-L3-PoE-4GS-HV-T
0x118B RKS-G4028-4MGSFP-8GPoE-PTP 0x230A RKS-G4028-L3-PoE-4GS-2HV-T
0x118C RKS-G4028-4MGSFP-8GSFP-PTP 0x230B RKS-G4028-L3-PoE-4GS-LV-T
0x118D RKS-G4028-4XGTX-8GTX 0x230C RKS-G4028-L3-PoE-4GS-2LV-T
0x118E RKS-G4028-4XGTX-8GPoE 0x2481 MRX-Q4064-L3-16XGS

0x118F RKS-G4028-4XGTX-8GSFP 0x2482 MRX-G4064-L3-8XGS

Message Router Object

The Class code of Message Router Object is 0x02. The object within a node that distributes messaging
requests to the appropriate application objects.

The supported messaging connections are as the following:
e  Explicit Messaging

e Unconnected Messaging

e Implicit messaging

When using the UCMM to establish an explicit messaging connection, the target application object is the
Message Router object.

Class Attribute List

Attr ID_|Access Rule  |Name _____|Data Type Descriptions
1 Get Revision UINT (2) Revision of this object
Instance Attribute List
Attr ID [Access Rule |Name (Struct.) |Data Type Description
(Struct.) A list of supported objects
1 Get Object_list |Number UINT (16) Number of supported classes in the

classes array
Classes Array of UINT (16) [List of supported class codes

2 Get Nurr.1ber UINT (16) Maximum number of connections
Available supported

3 Get Number UINT (16) Number of connections currently used
Active by system components

4 Get Active Array of UINT (16) A list of the connection IDs of the

Connections

currently active connections

Common Service List

Implementation

Service Name Description
Instance

0xO0E v Get_Attribute_Single Used to read an object instance attribute
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Assembly Object

The Moxa switch support static assembly object for CIP I/O messaging.
The Class code is 0x04.
There are three instances of this object:

For RKS-G4000 Series, MDS-G4000 Series, and MDS-G4000-4XG Series:

Instance Number Size (32 bit)

Output 1 8
Input 2 20
Configuration 3 0

For EDS-4000 Series and EDS-G4000 Series:

Output 1 18
Input 50 16
Configuration 100 10

The Input means the data is produced by switch which includes the information and status report to the
originator for monitoring. The Output means the data is generated by the originator (remote host) and is
consumed by switch.

Class Attribute List
Attr ID Access Rule Data Type Description

1 Get Revision UINT (16) Revision of this object

Instance Attribute List

Attr ID (Access Rule |Name Data Type Description
3

Get/Set Data Array of BYTE The implicit messaging content
4 Get Size UINT (16) Number of bytes in Attr. 3

Common Service List

Implementation S

Description
0x0E 4 4 Get_Attribute_Single |Used to read an object instance attribute
0x10 4 Set_Attribute_Single Used to modify an object instance attribute

For the definition of the I/O messaging, see the following table for details.
I/0 Messaging Content
For RKS-G4000 Series, MDS-G4000 Series, and MDS-G4000-4XG Series:

Direction [I/Odata @ |[Size =~ |Value & Description
Relay Alarm Status UDINT (32) Please refer to Moxa Networking Object Attr ID 3.
Input Existing Port ULINT (64) Please refer to Base Switch Object's Attr ID 6.
Global Port Link Status |ULINT (64) Please refer to Base Switch Object's Attr ID 8.
Output Global Port Admin State |ULINT (64) Please refer to Base Switch Object's Attr ID 7.

For EDS-4000 Series and EDS-G4000 Series:

Direction [Instance |Byte __|Bit7 |Bit6 |Bit5 |Bit4 |Bit3 |Bit2 |Bit1 |Bit0 |
0

Power Source Status (Least Significant Byte)
1 Power Source Status (Most Significant Byte)
Input 1 2-5 Global Link Status DWORD 0
6-9 Global Link Status DWORD 1
10-13 Global Link Status DWORD 2
14-17 Global Link Status DWORD 3
0-3 Global Admin State DWORD 0
Output 50 4-7 Global Admin State DWORD 1
8-11 Global Admin State DWORD 2
12-15 Global Admin State DWORD 3
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Mapping I/0 Assembly Data Attribute Components

&
Ve NOTE
Only for the EDS-4000 Series and EDS-G4000 Series.

The following table indicates the I/O assembly Data attribute mapping for the Managed Ethernet Switch

device.

Data Component Name Name Number
Power Source Status Power Source 4
Global Admin State Base Switch Object 1 Global Port Admin State 7
Global Link Status Global Port Link Status 8

Connection Manager Object

The class code of Connection Manager Object is 0x06.The Connection Manager Object allocates and
manages the internal resources associated with both I/O and Explicit Messaging connections. There is one
instance of this object. The supported connection trigger type is cyclic and change of state (COS).

The instance attribute list is introduced as the following.

Class Attribute List
Attr ID |Access Rule [Name Data Type [Description

1 Get Revision UINT (16) Revision of this object.

Instance Attribute List
Attr ID |Access Rule [Name Data Type |Description

Number of Forward_Open service requests received.
A device may reject a set request to this attribute,

UINT(16) using General Status Code 0x09 (Invalid Attribute
Value), if the attribute value sent is not zero.
(Vol1_3.33 3-5.2 Instance Attributes)

Open
Requests

Common Service List

Implementation ) . ..

0x0e v 4 Get_Attribute_Single Used to read an object instance attribute.
0x10 4 Set_Attribute_Single Used to modify an object instance attribute.
Ox4E v Forward_Close Closes a connection.

Ox54 v Forward_Open ;)52;5 a connection. Maximum data size is 511

QoS Object

g
#/  NOTE
For the EDS-4000 and EDS-G4000 Series only.

The QoS Object provides a means to configure certain QoS-related behaviors in EtherNet/IP devices. The
class code of QoS Object is 0x48. The following table defines the default DSCP mappings for EtherNet/IP.

CIP Priority CIP Traffic Usage (Recommended)
Urgent (3) 55 CIP Motion
CIP class 0/1 Scheduled (2) 47 Safety I/0
1/0
High (1) 43 1/0
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Traffic Type CIP Priority

Low (0)

DSCP
31

CIP Traffic Usage (Recommended)
No recommendation at present

CIP UCMM

CIP class 2/3

All other EtherNet/IP
Encapsulation
messages

All

27

CIP messaging

Class Attribute

Attr ID |[Access Rule|[Name ~ |Data Type Description
1 Get Revision UINT (16) Revision of this object.
Instance Attribute
Attr ID |Access RuleName Data Type Description
4 Get/Set DSCP Urgent USINT (8) CIF’ t_ransport class 0/1 messages with Urgent
priority
DSCP Scheduled |[USINT (8) CIP transport class 0/1 messages with Scheduled
5 Get/Set o
priority
6 Get/Set DSCP High USINT (8) CIF’ t.ransport class 0/1 messages with High
priority
7 Get/Set DSCP Low USINT (8) CIF’ t.ransport class 0/1 messages with Low
priority
DSCP Explicit USINT (8) CIP UCMM
8 Get/Set CIP transport class 2/3
All other EtherNet/IP encapsulation messages

Any change to the value of the above attributes will only take effect after the device is restarted.

Common Service

Implementation

Get_Attribute_Single

Description

Used to read an object instance attribute.

Set_Attribute_Single

Used to modify an object instance attribute.

Base Switch Object

The class code of Base Switch Object is 0x51. The Base Switch Object provides the CIP application-level
interface and basic status information for a Managed Ethernet switch device.

Devices shall implement no more than one instance of the Base Switch Object.

Class Attribute List

Attr ID |Access RuleName Data Type Description

1 Get Revision UINT (16) ReV_|S|0n of th|§ t?bJect. The current value
assigned to this is 1.

Instance Attribute List

Attr ID

Access Rule|Name

Data Type

Description

1 Get Device Up Time |UDINT (32) Time since device was powered up.
2 Get Total Port Count |UDINT (32) Number of physical available ports.
System Human readable representation of System
3 Get Firmware SHORT_STRING |Firmware Version. Maximum length is 32
Version characters.
Status of switch power source.
Bits 0-1: State of the Power Source 1.
00 = Not Present
(Power source not present in switch)
4 Get Power Source WORD (16) 01 = Not Powered

(Power source present but not powered)
10 = Faulted(internal)
(Power source present but faulted)

11 = Powered and ok
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Attr ID |Access Rule|Name Data Type Description

(Power source present, powered, and OK)

Bits 2-3: State of the Power Source 2. The values
are same as bits 0-1.

Bits 4-5: State of the Power Source 3. The values
are same as bits 0-1.

Bits 6-7: State of the Power Source 4. The values
are same as bits 0-1.

Bits 8-9: State of the Power Source 5. The values
are same as bits 0-1.

Bits 10-11: State of the Power Source 6. The
values are same as bits 0-1.

Bits 12-13: State of the Power Source 7. The
values are same as bits 0-1.

Bits 14-15: State of the Power Source 8. The
values are same as bits 0-1.

Number of DWORDs in port array attributes.
Minimum = 4, supporting 128 ports.

Switch existing port.

5 Get Port Mask Size |UINT (16)

6 Get Existing Port g'\ijc')AgDo(ZZ) 0 = Port Absent
1 = Port Present
Port Admin State.

7 Get Global Port ARRAY OF 0 = Port Disabled

Admin State DWORD (32) 1 = Port Enabled

Ports Link Status.

Global Port Link [ARRAY OF 0 = Link Inactive (Down)
Status DWORD (32) 1 = Link Active (Up)

Bit 0-31: Port 0-31 Link status.

8 Get

Common Service List

Implementation
Descri ption

Get_Attribute_Single Used to read an object instance attribute.

Port Object

The port object represents the underlying interface of CIP which is EtherNet/IP.
The class code is 0xf4. There is one instance of this object.

The instance attribute “Port Type” identifies the CIP adaptation.
Class Attribute List

Attr ID m Struct.) Data Type |Description |

1 Revision UINT (16) Revision of this object
Max Maximum instance number of an object
2 Get UINT (16) currently created in this class level of the
Instance .
device
Number of Number of object instances currently
3 Get Instances UINT (16) created at this class level of the device.
Returns the instance of the Port Object that
8 Get Entry Port UINT (16) describes the port through which this
request entered the device.
Port Port Type UINT (16) Enumerates the type of port.
° Get ;:?(Eance Port Number UINT (16) CIP port number associated with this port

Instance Attribute List

Attr ID |Access RuleName 5 Data Type |Description
Enumerates the type of port.
4 = EtherNet/IP.

1 Get Port Type UINT (16)
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Attr ID |Access Rule|Name

Get

Port
Number

(Struct.)

Data Type

UINT (16)

Description

CIP port number associated with this port.
(Values 0-1 are reserved and cannot be
used)

Get

Link Object

Path Length

UINT (16)

Number of 16 bit words in the following
path.

Link Path

Padded
EPATH

Logical path segments that identify the
object for this port.

Get

Port Name

SHORT_STRI
NG

Vendor assigned name of the
communications interface.
The value is always “EIP Port”.

Get

Port Type
Name

SHORT_STRI
NG

String which names the port type.

If Port Type value is 4 (EtherNet/IP), its
associated Port Type Name is “EtherNet/IP".
The value is always “EtherNet/IP”".

Get

Node
Address

Padded
EPATH

This is a single Port Segment containing the
Port Number of this port and the Link
Address of this device on this port.

Get

Port Key

Packed
EPATH

The electronic key of the chassis this port is
attached to. This attribute shall be limited to
format 4 of the Logical Electronic Key
segment.

The Vendor ID, Device Type, Product Code,
Major Revision and Minor Revision fields
shall not be 0.

The Compatibility field shall be 0 (indicating
match).

(Only for the RKS-G4000 Series, MDS-
G4000 Series, and MDS-G4000-4XG
Series.)

10

Get

Port
Routing
Capabilities

DWORD (32)

Bit string that defines the routing
capabilities of this port.

Common Service List

Implementation . ..

Get_Attribute_Single

Used

to read an object instance attribute

TCP/IP Interface Object

The Class code of TCP/IP Interface object is 0xf5. The TCP/IP Interface Object provides the mechanism to
configure a device’s TCP/IP network interface. Examples of configurable items include the device’s IP
Address, Network Mask, and Gateway Address. There is one instance of this object.

The following tables summarize the attributes of this object.

Class Attribute List

1 Get Revision UINT (16) Revision of this object.
Maximum instance number of an object
2 Get Max Instance UINT (16) currently created in this class level of the
device
3 Get Number of Instances UINT (16) Numper of object instances Furrently created
at this class level of the device
Maximum ID Number Maximum class attribute ID number
t INT (1
6 Ge Class Attributes v (16) implemented in the device.
Maximum ID Number Maximum instance attribute ID number
/ Get Instance Attributes UINT (16) implemented in the device.
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Instance Attribute List

lAccess Rule|Name |(Struct.) |Data Type

Get

Status

DWORD (32)

Interface status

0 = The Interface Configuration attribute
has not been configured.

1 = The Interface Configuration
attribute contains valid

configurations obtained from

BOOTP, DHCP or non-volatile storage.

Get

Configuration
Capability

DWORD (32)

Indicates the device’s support for optional
network configuration capability.

0 = Device is not capable.

1 = Device is capable.

Bit map of capability flags:

Bit 0: BOOTP Client

Bit 1: DNS Client

Bit 2: DHCP Client

Bit 3: DHCP-DNS Update

Bit 4: Configuration Settable

Get/Set

Configuration
Control

DWORD (32)

Interface control flags
Bit map of control flags:
Bit 0 to 3: Startup Configuration
0 = The device shall use the
interface configuration values
previously stored (for example,
in non-volatile memory or via hardware
witches).
1 = The device shall obtain its
interface configuration values via BOOTP.
2 = The device shall obtain its interface
configuration values via DHCP upon start-
up.
3 tol5 = Reserved.

Get

Physical Link
Object

Path Size

UINT (16)

Size of Path

Path

Padded
EPATH

Logical segments identifying the
physical link object

Get/Set

Interface
Configuration

IP Address

UDINT (32)

The device’s IP address

Network
Mask

UDINT (32)

The device’s network mask

Gateway
Address

UDINT (32)

Default gateway address

Name
Server

UDINT (32)

Primary name server

Name
Server2

UDINT (32)

Secondary name server

Domain
Name

STRING

Default domain name. Maximum length is
48 characters. A length of 0 shall indicate
no Domain Name is configured. Set Domain
Name is not supported in Moxa switch.

Get/Set

Host Name

STRING

Host name. ASCII characters. Maximum
length is 64 characters.

13

Get/Set

Encapsulation
Inactivity
Timeout

UNIT (16)

Number of seconds of inactivity before TCP
connection is closed.

Default = 120

0 = Disable timeout

1-3600 = timeout in seconds

The TCP/IP Object Instance supports the following CIP Common services:
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Common Service List

Implementation . "
Descrl ptlon

0x01 4 4 Get_Attributes_All Returns the contents of all attributes of the class
0 x OE v v Get_Attribute_Single Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

Ethernet Link Object

The Class code of Ethernet Link object is 0xf6 (Defined in CIP Vol2, 5-4). For each switch port, there is an
instance of this class. The following table shows the mapping of instance number and the switch port
number.

Instance Number Mapping to
Ethernet Link class
1st switch port
2nd switch port

3rd switch port

WIN|+|O

The following tables summarize the attributes of the Ethernet Link object.
There are some vendor specific attributes in the table (Starting from attribute Id 100).

Class Attribute List

Attr ID_|Access RulelName ___|Data Type |Description
1 Get Revision UINT (16) |Revision of this object
Maximum instance number of an object
2 t Max Inst INT (1
Ge ax Instance v (16) currently created in this class level of the device
N f object inst tl ted i
3 Get Number of Instances |UINT (16) gmber of object ins ancgs currently created in
this class level of the device
Maximum ID Number Maximum class attribute ID number
6 Get Class Attributes UINT (16) implemented in the device.
Maximum ID Number Maximum instance attribute ID number
/ Get Instance Attributes UINT (16) implemented in the device.
Moxa-specific Revision of Moxa specific attributes and services
100 Get .. P UINT (16) [for Linux platform switch. The current value
Revision . )
assigned is 1.

Instance Attribute List

Attr ID |Access Rule|[Name  [(Struct.) |Data Type |Description

Interface speed currently in use. The scale
Interface of the attribute is in Mbps.
1 t DINT (32 .
Ge Speed v (32) (Speed in Mbps, e.g., 0, 10, 100, 1000,
etc.)
2 Get II:rlmat:;face DWORD (32) |Refer to the Interface Flags table.
Physical ARRAY of 6 ,
3 Get Address USINT (8) Interface’s MAC layer address.
In Octets UDINT (32) |Octets received on the interface.
In Ucast UDINT (32) |Unicast packets received on the interface.
Packets
In NUcast Non-unicast packets received on the
Packet UDINT (32) interface.
4 Get Interface In Discards |UDINT (32) Inbound packets received on the interface
Counters but are discarded.
In Errors UDINT (32) Inbc?und packet§ that contain Errors (does
not include In Discards).
In Unknown UDINT (32) |Inbound packets with unknown protocol.
Protos
Out Octets |UDINT (32) |Octets sent on the interface.
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Attr ID |Access Rule|Name Data Type Description
Out Ucast UDINT (32) |Unicast packets sent on the interface.
Packets
Out NUcast UDINT (32) |Non-unicast packets sent on the interface.
Packets
Out .
. UDINT (32) |Discarded outbound packets.
Discards
Out Errors |UDINT (32) |Outbound packets that contain errors.
Alignment UDINT (32) Received frames t.hat are not an integral
Errors number of octets in length.
R i f that t the FC
FCS Errors |UDINT (32) eceived frames that do not pass the FCS
check.
Slnglg UDINT (32) Succe.ssfully transmitted frar.n.es which
Collisions experienced exactly one collision.
MuIFlPIe UDINT (32) Succe.ssfully transmitted frame§ Yvhlch
Collisions experienced more than one collision.
SQE Test UDINT (32) Number of times the SQE test error
Errors message is generated.
Deferred Frames for which the first transmission
Transmissio [UDINT (32) |attempt is delayed because the medium is
ns busy.
Media Late Number of times a collision is detected later
5 Get L UDINT (32) |than 512 bit times into the transmission of a
Counters Collisions
packet.
Exc?s.swe UDINT (32) Frames. for whu_:h transmission fails due to
Collisions excessive collisions.
MAC Frames for which transmission fails due to
Transmit UDINT (32) ) .
an internal MAC sublayer transmit error.
Errors
Carrier Times that the carrier sense condition was
Sense UDINT (32) |lost or never asserted when attempting to
Errors transmit a frame.
Frame Too UDINT (32) Recelyed frames that exceed the maximum
Long permitted frame size.
MAC Frames for which reception on an interface
Receive UDINT (32) |fails due to an internal MAC sublayer receive
Errors error.
(Struct.) Configuration for physical Interface.
Bit 0: Auto-Negotiate
Value 0: Force
Value 1: Auto-Nego
Control Bits |WORD (16) |Bit 1: Forced Duplex Mode
Interface
6 Get/Set Control Value 0: half duplex
Value 1: full duplex
Bit 2 to 15: Reserved, all zero
Forced Speed at which the interface shall be forced
Interface UINT (16) to operate. Speed in Mbps (10, 100, 1000,
Speed etc.)
Interface SHORT_STRI |Port description. Maximum length is 64
10 Get
Label NG characters.
Interfg;e (Struct.) Indication of capabilities of the interface
Capability
Interface capabilities, other than
speed/duplex.
Bit 0: Manual Setting Requires Reset
11 Get Capabilit Value 0: The device automatically applies
Bitz 4 DWORD (32) |changes made to the Interface Control

attribute (#6). Doesn’t require a reset in
order for changes to take effect..

Value 1: The device doesn’t automatically
apply changes made to the Interface
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Attr ID |Access Rule|Name

Data Type

Description

Control attribute (#6). Require a reset in
order for changes to take effect.

Bit 1: Auto-Negotiate

Value 0: Not support AN

Value 1: Support AN

Bit 2: Auto-MDIX

Value 0: Not support auto MDIX

Value 1: Support auto MDIX

Bit 3: Manual Speed/Duplex

Value 0: Not support manual setting of
speed/duplex.

Value 1: Supports manual setting of
speed/duplex via the Interface Control
attribute (#6)

Bit 4 to 31: Reserved, all zero

Speed/Duple (Struct.) Indicates speed/duplex pairs supported in
x Options ) the Interface Control attribute.
The total number of octets received on the
HCInOctets |ULINT (64) interface.
This counter is a 64-bit version of In Octets.
Unicast packets received on the interface.
HCInUcastP ULINT (64) This counter is a 64-bit version of In Ucast
kts
Packets.
?t(;f(rlzlultlca ULINT (64) Multicast packets received on the interface.
HC ;‘;Ll?;oadc ULINT (64) Broadcast packets received on the interface.
12 Get Interface -
Counters HCOutOctet Octets sent on the interface.
s ULINT (64) This counter is a 64-bit version of Out
Octets.
Unicast packets sent on the interface.
HCOutUcast ULINT (64) This counter is a 64-bit version of Out Ucast
Pkts
Packets.
HCOutMultic ULINT (64) Multicast packets sent on the interface.
astPkts
HCOutBroad ULINT (64) Broadcast packets sent on the interface.
castPkts
Frames received that are not an integral
. number of octets in length and do not pass
:rii;att;ﬁgfs ULINT (64) |the FCS check.
This counter is a 64-bit version of Alignment
Errors.
Frames received that are an integral
HCStatsFCS ULINT (64) number of octets |.n length bl..lt do not. pass
Errors the FCS check. This counter is a 64-bit
version of FCS Errors.
e st e e e e
13 Get Media rnalMacTran |ULINT (64) . . y . )
. This counter is a 64-bit version of MAC
Counters smitErrors .
Transmit Errors.
HCStatsFra ;;ar:\qietierdec;:;fg ;hzaet exceed the maximum
rsneTooLong ULINT (64) This counter is a 64-bit version of Frame
Too Long Errors.
Frames for which reception on an interface
HCStatsInte fails due to an internal MAC sublayer receive
rnalMacRece|ULINT (64) error.
iveErrors This counter is a 64-bit version of MAC

Receive Errors.
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Attr ID |Access Rule|Name

Data Type

Description

HCStatsSym Number of times there was an invalid data
Y ULINT (64) symbol on the media when a valid carrier
bolErrors
was present.
Switch port state.
Value 1 = Disable
Value 2 = Blocking
100 Get Port State USINT (8) Value 3 = Listening
Value 4 = Learning
Value 5 = Forwarding
Value 6 = Broken
101 Get Media Type STRING Port media type.
Traffic storm control enable.
0 = Disabled
Traffic Storm 1 = Enabled
102 Get/Set Control USINT (8) Bit 0: Broadcast storm control
Bit 1: Multicast storm control
Bit 2: DLF storm control
Registered port for port on event
Port On notification.
103 Get/Set event USINT (8) 0 = Unregistered.
1 = Registered.
Registered port for port off event
Port Off notification.
104 Get/Set event USINT (8) 0 = Unregistered.
1 = Registered.
Port shut Registered port for port shut down by Port
down by Port Security event notification.
105 Get/Set Security USINT (8) 0 = Unregistered.
event 1 = Registered.
Port shut Registered port for port shut down by Rate
down by Limit event notification.
106 Get/Set Rate Limit USINT (8) 0 = Unregistered.
event 1 = Registered.
Port Registered port for port recovered by Rate
recovered by Limit event notification.
107 Get/Set Rate Limit USINT (8) 0 = Unregistered.
event 1 = Registered.
Registered port for fiber check warning
Fiber Check event notification.
108 Get/Set Warning USINT (8) 0 = Unregistered.
1 = Registered.
Interface Flags
Bit(s) Called Definition
0 Link Status 0 !nd!cates an |naf:t|ve. link;
1 indicates an active link.
0 indicates half duplex;
1 Half/Full Duplex 1 indicates full duplex.
Indicates the status of link auto-negotiation
0 = Auto-negotiation in progress.
1 = Auto-negotiation and speed detection failed. Using default values
for speed and duplex. Default values are product-dependent;
24 Negotiation Status recommended defaults are 10Mbps and half duplex.

2 = Auto negotiation failed but detected speed. Duplex was defaulted.
Default value is product-dependent; recommended default is half
duplex.

3 = Successfully negotiated speed and duplex.

4 = Auto-negotiation not attempted. Forced speed and duplex.
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Bit(s) Called Definition

0 indicates the interface can activate changes to link parameters
Manual Setting Requires |(auto-negotiate, duplex mode, interface speed) automatically. 1
Reset indicates the device requires a Reset service be issued to its Identity
Object in order for the changes to take effect.

0 indicates the interface detects no local hardware fault; 1 indicates a
local hardware fault is detected. The meaning of this is product-
Local Hardware specific. For example, an AUI/MII interface might detect no

6 transceiver attached, or a radio modem might detect no antenna

Fault attached. In contrast to the soft, possibly self-correcting nature of the
Link Status being inactive, this is assumed a hard-fault requiring user
intervention.
7~31 Reserved. Shall be set to zero

The Ethernet Link Object Instance supports the following CIP common services:

Common Service List

Implementation S

Description

Class__|Instance |
v v

0x10 v Set_Attribute_Single Used to modify an object instance attribute

Get_Attribute_Single Used to read an object instance attribute

LLDP Management Object

The LLDP Management Object contains administrative information for the LLDP protocol. Only one instance
of the LLDP Management Object shall be implemented. The class code of LLDP Management Object is
0x109.

/7  NOTE

Only for the EDS-4000 Series and EDS-G4000 Series.

Class Attribute
Attr ID |Access Rule|Name __|Data Type |Description

Revision of this object. The current value

1 Get Revision VINT (16) assigned to this value is 1.

Instance Attribute
Attr ID |Access Rule|Name (Struct.) |Data Type |Description
(Struct.)

LLDP

Enable Number of bits defined in the LLDP Enable Array
UINT (16) )

Array member of this structure.

Length

Bit O : Global Enable
0 = LLDP Tx & Rx Disabled
1 = LLDP Tx & Rx Enabled
Array of Bit 1-N : Port Tx Enable
BTYE (8) 0 = LLDP Tx Disabled
1 = LLDP Tx Enabled
Bit >N : Reserved
Shall be zero and ignored.
Message Transmission Interval for LLDP frames.
0 = Reserved
1 - 3600 = Transmit interval (sec.)
msgTxInte 3601 - 65535 = Reserved
rval UINT (16) Recommended default value is 30.
Note :
MOXA real supported transmit interval
range is 5-32768.

LLDP
1 Get/Set Enable
LLDP

Enable

Array

2 Get/Set
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Attr ID |Access Rule|Name (Struct.) |[Data Type |Description
Message Transmission Multiplier for LLDP
Frames
0 = Reserved
1 - 100 = Transmission Multiplier
USINT (8) |101 - 255 = Reserved
Recommended default value is 4.
Note :
MOXA real supported transmit hold time
multiplier range is 2-10.

msgTxHol

3 Get/Set d

An indication of the retrieval methods for the
LLDP database supported by the device.
Bit:
LLDP 0 = LLDP Data Table Object
4 Get Datastore WORD (16) |1 = SNMP
2 = NETCONF YANG
3 = RESTCONF YANG
4 - 15 = Reserved
At least one of bits 0 & 1 are required.

Last The value of sysUpTime taken the last time any
5 Get UDINT (32) |entry in the local LLDP

Change database (ignoring TTL) changed.

Common Service

Implementation
: ——

O0xO0E v v Get_Attribute_Single |Used to read an object instance attribute.
0x10 v Set_Attribute_Single Used to modify an object instance attribute.

LLDP Data Table Object

The LLDP Data Table object displays a record of all adjacent LLDP implementing devices that are currently

active according to the receive state machine of the LLDP protocol.

An instance of the LLDP Data Table object shall be implemented per adjacent device detected. Instances
shall be created and removed as neighboring devices change. The same instance number should be
maintained for each neighboring device until the next power cycle of the device implementing this object.

The class code of the LLDP Data Table Object is 0x10A.

NOTE
Only for the EDS-4000 Series and EDS-G4000 Series.

Class Attribute

1 Get Revision UINT (16) |Revision of this object. The current value is 1.

Maximum instance number of an object
currently created in this class level of the device.
Number of object instances currently created in

2 Get Max Instance UINT (16)

3 Get Number of Instances |UINT (16) this class level of the device.
Maximum ID Number Maximum class attribute ID number
6 Get Class Attributes UINT (16) implemented in the device.
7 Get Maximum ID Number UINT (16) Maximum instance attribute ID number

Instance Attributes

implemented in the device.
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Instance Attribute

Attr ID |Access Rule|Name

1 Get

Ethernet
Link
Instance
Number

Data Type

UINT (16)

Description

The physical Ethernet port the LLDP frame
populating this instance was received on.

0 = Unknown

1-65535 = Ethernet Link Object (0xF6) Instance
Number

2 Get

MAC
Address

ETH_MAC_A
DDR

The MAC address will be set by the first
occurrence of a MAC ID that exists in the
following list:

1. The CIP MAC Address

(TLV Type = 127, Subtype = 2)

2. The Chassis ID (TLV Type = 1)

only if subtype = 2

3. The Port ID (TLV Type = 2)

only if subtype = 3

4. All zero

3 Get

Interface
Label

SHORT_STR
ING

The Interface Label will be a maximum of 64
characters.

It is set by the first occurrence of an interface
label that exists in the following list:

1. The CIP Interface Label

(TLV Type = 127, Subtype = 1)

2. The Chassis ID (TLV Type = 1) only if subtype
=6

3. The Port ID (TLV Type = 2)

only if subtype = 5

4. A null string

4 Get

Time to
Live

UINT (16)

The number of seconds the neighboring
information is to be considered valid.

0 = Reserved

1-65535 = Time To Live (in seconds)

5 Get

System
Capabilities
TLV

(Struct.)

A structure that contains bitmaps of both the
supported and enabled capabilities of the
neighboring device.

System
Capabiliti
es

WORD (16)

The capabilities which the neighboring device
supports based on currently loaded firmware.
Bit 0: Other

Bit 1: Repeater

Bit 2: Bridge

Bit 3: Access Point

Bit 4: Router

Bit 5: Telephone

Bit 6: DOCSIS Cable Device

Bit 7: End Station

Bit 8: C-VLAN component

Bit 9: S-VLAN component

Bit 10: Two-port MAC Relay Component

Bit 11-15: Reserved by IEEE

Note: EtherNet/IP Bridged multiport
neighboring devices are expected to assert
high bits 0 & 2.
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Struct.

The capabilities currently enabled on the
neighboring device.
Bit 0: Other
Bit 1: Repeater
Bit 2: Bridge
Bit 3: Access Point
Bit 4: Router
Enabled Bit 5: Telephone
Capabilitil WORD (16) |Bit 6: DOCSIS Cable Device
es Bit 7: End Station
Bit 8: C-VLAN component
Bit 9: S-VLAN component
Bit 10: Two-port MAC Relay Component
Bit 11-15: Reserved by IEEE
Note: EtherNet/IP Bridged multiport
neighboring devices are expected to assert
high bits 0 & 2.
(Struct.) Thg IPv4_managgment addresses of the
neighboring device.
Manage
IPv4 ment USINT 0-255 = Number of received Management
Manage- Address Address TLV’s from this neighbor.
Get
ment Count
Address Manage The IP address shall be set to a valid Class A, B,
ment ARRAY of or C address.
Address UDINT (32) |And shall not be set to all zeros or the loopback
address (127.0.0.1).
The CIP Identification TLV of the neighboring
device, if present.
(Struct) Iset by the CIP Identification TLV (TLV Type =
127, Subtype = 09), if present. Otherwise 0
Vendor UINT (16) Vendor ID
1D
Device Device Type
cIp Type UINT (16)
Get IFientifica— Product UINT (16) Product Code
tion Code
Maj(.)r. BYTE (8) Major Revision
Revision
Mingr_ USINT (8) Minor Revision
Revision
CIP Serial Number - Shall not be zero 0.
Serial UDINT (32)
Number
A TLV for Ethernet Preemption Support from the
neighboring device.
(Struct.) Set by the Additional Ethernet Capabilities TLV
(TLV type = 127, Subtype 7), if present.
Otherwise, 0.
Additional . Allows a link partner to know if preemption is
Get Ethernet Preempti supported on the link.
e on BOOL (8)
Capabilities Support 0 = Not Supported
1 = Supported
Preempti Allows a link par.tner to know if preemption is
on BOOL (8) enabled on the link.
Status 0 = Not Enabled
1 = Enabled
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Attr ID §StrUCt' Data Type |Description

Allows a link partner to know if link preemption

Preempti has passed embedded verification.
on BOOL (8) .
Active 0 = Not Active
1 = Active
The number of octets that must be transmitted
. of a frame before preemption occur.
:Iddltlon 0 = 64 octets
Fragmen USINT (8) |1 = 128 octets
t Size 2 = 192 octets
3 = 256 octets
4-255 = Reserved
9 Get Last UDINT (32) The value of sysUpTime taken the last time any

Change attribute in this instance changed.

Common Service

Implementation . . .-
Descrlptlon

0x01 v Get_Attribute_All Returns the contents of all attributes of the class.
0x0E v 4 Get_Attribute_Single |Used to read an object instance attribute.
Ox11 v Find_Next_Object_Inst |Causes the specified Class to search for and
ance return a list of instances ID’s of existing instances
of the LLDP Data Table Object.

Moxa Networking Object (Vendor Specific)

The Moxa Networking object includes system information and status.

It can also be used to do the device diagnostic & configuration through explicit messaging.

The class code is 0x404.

Class Attribute List
Attr ID |Access Rule Data Type |Description

1 Get Revision UINT (16) Revision of this object

Instance Attribute List

Attr ID |Access Rule [Name Data Type |Description

1 Get CPU Usage USINT (8) Percentage of CPU usage (0 to100)
Bit mask of device roles.
Bit 0: RSTP

0 = RSTP Disabled

1 = RSTP Enabled

Bit 1: MSTP

0 = MSTP Disabled

1 = MSTP Enabled

Bit 2: Turbo Chain

0 = Turbo Chain Disabled
2 Get L2 Redundancy |USINT (8) 1 = Turbo Chain Enabled
Bit 3: Turbo Ring v2

0 = Turbo Ring v2 Disabled
1 = Turbo Ring v2 Enabled
Bit 4: Dual-Homing

0 = Dual-Homing Disabled
1 = Dual-Homing Enabled

Bit 5: MRP
0 = MRP Disabled
1 = MRP Enabled
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Attr ID |Access Rule |Name Data Type |Description

Relay alarm event-triggered status.
When Relay alarm is triggered, value will change
from 0x0 to Ox1.

Bit 0: Relay (MGMT-Relay) alarm status
0 = Alarm doesn't trigger.

1 = Alarm triggered.

Bit 1: PWR1-Relay alarm status

0 = Alarm doesn't trigger.

1 = Alarm triggered.

Bit 2: PWR2-Relay alarm status

0 = Alarm doesn't trigger.

1 = Alarm triggered.

Relay Alarm

3 Get Status

USINT (8)

System cold start event notification.

(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)

Bit 0: Event notification enable.

0 = Disabled

1 = Enabled

Bit 1: Relay (MGMT-Relay) alarm enable.

0 = Disabled

1 = Enabled

Bit 2: PWR1-Relay alarm enable.

0 = Disabled

1 = Enabled

Bit 3: PWR2-Relay alarm enable.

0 = Disabled

1 = Enabled

4 Get/Set Cold Start USINT (8)

System warm start event notification.

(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)

Bit 0: Event notification enable.

0 = Disabled

1 = Enabled

Bit 1: Relay (MGMT-Relay) alarm enable.

0 = Disabled

1 = Enabled

Bit 2: PWR1-Relay alarm enable.

0 = Disabled

1 = Enabled

Bit 3: PWR2-Relay alarm enable.

0 = Disabled

1 = Enabled

5 Get/Set Warm Start USINT (8)

Redundant port health check fail.

(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)

Bit 0: Event notification enable.

0 = Disabled

1 = Enabled

Bit 1: Relay (MGMT-Relay) alarm enable.

0 = Disabled

1 = Enabled

Bit 2: PWR1-Relay alarm enable.

0 = Disabled

1 = Enabled

Bit 3: PWR2-Relay alarm enable.

0 = Disabled

1 = Enabled

Redundant port

6 Get/Set health check fail

USINT (8)
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Attr ID |Access Rule |Name Data Type |Description
Current of port has exceeded the safety limit.
(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)
Bit 0: Event notification enable.
0 = Disabled
1 = Enabled
7 Get/Set PD over current |USINT (8) Bit 1: Belay (MGMT-Relay) alarm enable.
0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
Port device is not responding to the PD failure
check.
(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)
Bit 0: Event notification enable.
0 = Disabled
1 = Enabled
8 Get/Set PD no response |USINT (8) Bit 1: Relay (MGMT-Relay) alarm enable.
0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
Power supply on event notification.
(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)
Bit 0: Event notification enable.
0 = Disabled
1 = Enabled
9 Get/Set Power On USINT (8) Bit 1: Belay (MGMT-Relay) alarm enable.
0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
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Attr ID |Access Rule Data Type |Description
Power supply off event notification.
(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)
Bit 0: Event notification enable.
0 = Disabled
1 = Enabled
10 Get/Set Power Off USINT (8) Bit 1: Belay (MGMT-Relay) alarm enable.
0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
Digital input on event notification.
(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)
Bit 0: Event notification enable.
0 = Disabled
1 = Enabled
Bit 1: Relay (MGMT-Relay) alarm enable.
11 Get/Set DI on USINT (8) 0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
Digital input off event notification.
(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)
Bit 0: Event notification enable.
0 = Disabled
1 = Enabled
Bit 1: Relay (MGMT-Relay) alarm enable.
12 Get/Set DI off USINT (8) 0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
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Attr ID |Access Rule Data Type |Description

Port link up event notification.

(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)

Bit 0: Event notification enable.

0 = Disabled

1 = Enabled

Bit 1: Relay (MGMT-Relay) alarm enable.
13 Get/Set Port On USINT (8) 0 = Disabled

1 = Enabled

Bit 2: PWR1-Relay alarm enable.

0 = Disabled

1 = Enabled

Bit 3: PWR2-Relay alarm enable.

0 = Disabled

1 = Enabled

Port link down event notification.

(Bit 1 should call MGMT-Relay if device support

more than 1 relay. Bit 2-3 depends on device

supported relay number.)

Bit 0: Event notification enable.

0 = Disabled

1 = Enabled

Bit 1: Relay (MGMT-Relay) alarm enable.
14 Get/Set Port Off USINT (8) 0 = Disabled

1 = Enabled

Bit 2: PWR1-Relay alarm enable.

0 = Disabled

1 = Enabled

Bit 3: PWR2-Relay alarm enable.

0 = Disabled

1 = Enabled

Port shutdown by Port Security event notification.
(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)

Bit 0: Event notification enable.

0 = Disabled
1 = Enabled
Port shutdown by Bit 1: Relay (MGMT-Relay) alarm enable.
15 Get/Set Port Security USINT (8) 0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
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Attr ID |Access Rule |Name Data Type |Description
Port shutdown by Rate Limit event notification.
(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)
Bit 0: Event notification enable.
0 = Disabled
1 = Enabled
Port shutdown by Bit 1: Relay (MGMT-Relay) alarm enable.
16 Get/Set Rate Limit USINT (8) 0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
Port recovered by Rate Limit event notification.
(Bit 1 should call MGMT-Relay if device support
more than 1 relay. Bit 2-3 depends on device
supported relay number.)
Bit 0: Event notification enable.
0 = Disabled
1 = Enabled
Port recovered Bit 1: Relay (MGMT-Relay) alarm enable.
17 Get/Set by Rate Limit USINT (8) 0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
Fiber check warning event notification.
(Bit 1 should call MGMT-Relay if device supports
more than 1 relay. Bit 2-3 depends on device
supported relay number.)
Bit 0: Event notification enable.
0 = Disabled
1 = Enabled
Fiber Check Bit 1: Relay (MGMT-Relay) alarm enable.
18 Get/Set Warning USINT (8) 0 = Disabled
1 = Enabled
Bit 2: PWR1-Relay alarm enable.
0 = Disabled
1 = Enabled
Bit 3: PWR2-Relay alarm enable.
0 = Disabled
1 = Enabled
Cut off the relay alarm.
(Bit 0 should call MGMT-Relay if device support
more than 1 relay. Bit 1-2 depends on device
supported relay number.)
Bit 0: Relay (MGMT-Relay)
0 = Don't cut-off relay
19 Set Efi'ay Alarm CUt | ,SINT (8) | 1 = Cut-off relay
Bit 1: PWR1-Relay
0 = Don't cut-off relay
1 = Cut-off relay
Bit 2: PWR2-Relay
0 = Don't cut-off relay
1 = Cut-off relay
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Attr ID |Access Rule Data Type |Description

Reset port MIB counters. (Ethernet Link object’s
20 Set Reset MIB Count |USINT (8) attributes 4-5 and 12-13.)

Any value indicates to reset port MIB counter.
Reboot and reset to default

0 = Reserved.

1 = Reboot the device

2 = Reset to default

21 Set Reset Device USINT (8)

Common Service List

Implementation . "
Descrl ptlon
v v

Ox0E Get_Attribute_Single |Used to read an object instance attribute
0x10 v Set_Attribute_Single |Used to modify an object instance attribute

Electronic Data Sheet (EDS) File

The EDS (Electronic Data Sheet) file contains electronic descriptions of all relevant communication
parameters and objects of an EtherNet/IP device. It is required for RSLogix 5000 to recognize Moxa switch
and its CIP capability.

The list includes the sections which are described in our EDS file.
e [File]

e [Device]

o [Device Classification]

e [Assembly]

e [Connection Manager]

e [Port]

e [Ethernet Link Class]

Icon should be 32 * 32 in pixel.

Rockwell RSLogix 5000 Add-On Instructions
(AOI)

The Rockwell RSLogix 5000 Add-On Instructions (AOI) encapsulates Moxa switch supported EtherNet/IP
functions in a common interface logic component. In RSLogix 5000 programming, users could use the AOI
to communicate with Moxa switches and need not know the internal logic.

Our AOI would provide logic of Moxa switch configuration and monitoring by using EtherNet/IP in explicit
messaging and implicit messaging. The AOI also provides some tags for RSLogix 5000/SCADA
programming.

AOI Installation

To install the AOI, you must use Rockwell RSLogix 5000 version 18 or later and Moxa managed Ethernet
switches with firmware version 3.0 or later.

The Five Major Stages of Installing the AOI

Add Moxa switch to the I/O configuration tree
Import the Add-On Instruction (AOI)
Add an instance of the AOI in your application
Create and configure tags for the AOI
Download the configured AOI to Rockwell PLC

LA
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Add Moxa switch to the I/0 configuration tree

In order to import the AOI, the first step is to create a new Ethernet Module in RSLogix 5000.

1. Open RSLogix 5000 and create a new controller.

Click Type and select the Rockwell PLC model of the PLC connected to the Moxa switch. Input a Name

and Description for this new controller.

Mew Contraller *
Wendor: Allen-Bradley
Type: | 1769-L32E CompactLogix5332F Contraller w | | oK |
Fevizion: 20 ~ Cancel
FRedundancy Enabled Help
Name: [RKS_G4025_ADI
Description:
LChassis Type: chones
Slat: 0o Safety Partner Slot: <nones
Create Ir: C:\RSLogix 50004Projects Browse...
Security Authority: Mo Protection w
Usze anly the zelected S ecurity Authariy for Authentication and
Authorization

2. Add an Ethernet Module to the I/O Configuration.

In the controller organizer window, select I/0 Configuration, right click Ethernet under the PLC
Ethernet port of the PLC connected to a Moxa switch, and select New Module.

Controller Organizer -

i}

X

5-E5 Controller RKS_G4028_AOI
@ Controller Tags
[£3 Controller Fault Handler

[—]S Tasks
o-£8 MainTask

-E5 Data Types

.. User-Defined
Cﬂ, Strings

% Add-On-Defined
@ Predefined

-3 /0 Configuration
=0 Backplane, CompactLogix System

Discover Modules..

2 Paste Ctrl+V

Print 3
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3. Under the Communications group, select Generic Ethernet Module to represent Moxa Ethernet

switches.

Select Module Type

Catalog  Module Discovery  Favorites

|Generic Ethernet Module Clear Filters Hide Filters 2
]

= Module Type Cate goryr Filters N Module Type Vendor Filters 2
Cormrmication Allen-Bradley
O Ol
O Ol
M v ]
£ > £ >
Catalog Number Diescription Vendor Category

< >
1 of 214 Module Types Found Add to Fawvorites
[ Clase on Create Create Clos= Help

4. Configure the Ethernet module with the correct name, description, IP address and connection
parameters and click OK.

MNew Madule

Type:
Yendar:
Parent:
I arne:

D escription:

Comm Format:

ETHERMET-MODULE Generic Ethernet Maodule

Allen-Bradley
LocalENE

RKS_G4028

The MOxA managed switch

Data - DINT

Address / Host Mame

@) IP Address: 192 . 182 . 127 .

253 |

(Z) Host Mame:

Connection Parameters

Aszembly .
Instance: Size:

Input:

Cutput:

Statuz hput:

Statuz Output:

5 = 24
E: [32-hit]
LConfiguration: E: [B-bit)

Open Module Properties

Cancel

Help
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5. After finishing configuration, the new Ethernet module representing the Moxa Ethernet switch will
appear under the I/0 Configuration list in the controller organizer window.

=43 IO Configuration
= Backplane, CompactLogix System
..... f0 1769-L32E RKS_G4028_A0I
-4 1769-L32E Ethernet Port LocalEMEB
525 Ethernet
J 1769-L32E Ethernet Port LocalEMEB
o s ETHERNET-MODULE RKS_G4028
- CompactBus Local

Import the Add-On Instruction (AOI)

1. In the controller organizer window, right click the Add-On Instructions folder, select Import Add-
Instructions and select the correct AOI file (xxx.L5X) to import.

On

/7  NOTE

The AOI file is available from the Moxa website or in the software CD. Please make sure to use the latest
switch firmware and AOI for programming.

Controller Organizer - 1 X

=-E53 Controller RKS_G4028_AOI
] Cantroller Tags
[ Controller Fault Handler

-5 Tasks

=-fd MainTask

: - MainProgram
! g

-3 Data Types (5 MNewAdd-On Instruction...
Cﬂ User-Defined | Import Add-On Instruction...
3 Strings
@ Add-On-Defin Cut Ctrl+X
: L Predefined Copy Ctrl+C
&0 Module-Defin Paste Ctrl+V
----- 3 Trends
B3 /O Configuration Print 3

-] Backplane, Cormpactlogi System
L.fl0 1769-L32E RKS_G4028_AQI

5\0 1769-L32E Ethernet Port LocalENB

&-& Ethemet

Q 1789-L32E Ethernet Port LocalENB

: . Bl ETHERMET-MODULE RKS_G4028
i..f CompactBus Local
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i Import Add-On Instruction

Lookin: | | ACI File ~| @@ @~
~
T MName Date modified Type
o b T ADT MOXA SWITCH 28P w1 0.L5% 20237370 T 0315 RELagix 5000 XML File

Recent Places

-
Desktop

Libraries

LY

Computer

Network
File name: | ACL_MOXA_SWITCH_28P_v1_0

V| I Impaort ...

Files of type: RSLogix 5000 XML Files {".L5X)

Cancel

Files containing: | Add-0n Instruction

v | Help

Inta: (3 Add-0n Instructions

2. After importing, the controller organizer window shows all AOI for Moxa Ethernet switches under the

Add-On Instructions folder.

|_:_|'E.| Add-On Instructions
2-55 A0 MOXA SWITCH 28P w1 D
Parameters and Local Tags

-5 Data Types

Eﬁ User-Defined

..... MOXA_Base_Switch_Object

..... MOXA_Ethernet_Link_Object
..... MOXA_HMI_Set_Object

..... MOXA,_|dentity Object

----- MOXA_Interface_Capability

----- MOXA_Interface_Ohbject_Flags
----- MOXA_Metworking_Object

..... MOXA_Object_Data

----- MOXA_Switch_Parameter

..... MOXA_TCPIP_Interface_Object
-8 Strings

..... MOXA_String_1024

..... MOXA_String_32

..... STRING

Eﬁ Add-COn-Defined

- AD_MOXA_SWITCH_28P w1_0
Cﬁ, Predefined

&-5@ Module-Defined
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Add an instance of the AOI in your application

Double click the MainRoutine in the Controller Organizer to start the ladder programming. Add the AOI for

the specific Moxa Ethernet switch to create a new rung.

&' RSLogix 5000 - RKS_G4028_AOI [1769-L32E 20.11]* - [MainProgram - MainRoutine*]
B File Edit View Search Llogic Communications Tools Window Help

aEelE & % B2 v o |Sw'rt-:h_nutput

gﬂ. ﬂ; % ig @ @ @l Q |.‘-'E.-"ecf5£5ﬁgu§_r.?e...

Difline 0. T RUN E Path: I <nones - E |
Mo Forces b, :: a% @
Mo Edits = E:;T 1 H I k=l ity
i) < > Add-On £ Alarms & Bit £ Time utput £ Compare A
AO|_MOYA_SWITCH_28P_v1_0 v1.0 —_—
Controller Organizer - 1 X i G &S é AQLMOXA_SWITCH_28P_v1_0————
u — The AOlof MOXA switch Copyright MOXA . —
5 || =-E5 Controller RKS_G4028_AOI ~ AOI_MOXA_SWITCH_28P_ ? [
= @] Controller Tags Switch_Input ?
[+ .
R 3 Controller Fault Handler zwgc:_gutputt :
j) witch_Parameter ?
""" (3 Power-Up Handler Get_Allessage [
-3 Tasks Get_SingleMessage 7L
-8 MainTask (End) Set_SingleMessage ? [
f . Set Data ?
BE& MainProgram storage 2
Program Tags storage_single ?
Eﬂ MainRoutine tcpip_storage 7
_____ (3 Unscheduled Programs Get_TCPIP_AlMessage ?

-5 Mation Groups

[ ] Ungrouped Axes

-5 Add-On Instructions

E| ADI_MOXA_SWITCH_28P_v1 0
Parameters and Local Tags

Eij Logic

Create and configure tags for the AOI

1. Right click on the ? in the field of each tag, select New Tag and input a Name for each new tag.

MOXA...’»—

AOI_HOXA_SW?I’CH_2BP_V1 _

ﬁhm of MOXA switch Copyright
Aol Moxa swicH 2ep . (G

Ll

Mew Tag

MName:

Description:

Type:
Aliaz For:

Diata Type:

Scope:

Extemal
Arcess

Style:

[ Canstant

X

RES_G4028_Instance

Baze ~ | | Connection. .

|AD|_MD><.¢\_5W|TCH_23P_N_E|

| f RKs_Ga022 a0l

> |

Readafrite v

Open Configuration

Create | w
Cancel

Help

2 Paste

MNew Tag...
¥  CutInstruction Ctrl+X
Copy Instruction Ctrl+C
Cirl+V
Delete Instruction Del
Add Ladder Element... Alt+lns
Edit Main Operand Description  Ctrl+D
Save Instruction Defaults
Clear Instruction Defaults
Remove Force
GoTo... Ctrl+G
Instruction Help F1
E3 Remove Parameter
B Remove All Unknown Parameters
Open Instruction Logic
Open Instruction Definition
Properties Alt+Enter
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Add a Name for all AOI tags.

The AQ| of MOXA
switch
Copyright MOXA Corp.
2023 Version: 1.0
Cate: Feb 13, 2023

AO|MOXA_SWITCH_28P_...

AD_MOXA_SWITCH_28P_v1_0l——
— The A0l of MOXA switch Copyright MOXA Corp. 2023 V... —

__Inztance

Switch_Input
Switch_Cutput
Switch_Parameter
Get_AllMessage
Get_SingleMezzage
Set_SingleMessage
Set_Data

storage
storage_single
tcpip_storage
Get_TCPIP_AlMeszage

RKS_G4028:1 Data
RKS_G4028.0.0ata
moxa_param
MOXA_Getall
MOXA_GetSingle
MOXA_SetSingle
MOXA_SetData
MOXA_AlStorage
MOXA_Singlestorage
MOXA_TCPIPstorage
MOXA_TCPIP_GetAll

The ADlof MOXA
switch
Copyright MOXA Corp.
2023 Version: 1.0
Date: Feb 13, 2023
AD|_MOXA_SWITCH_28P_wi_

The AOI of MOXA switch Copyright MOXA Corp. 2023 V...
ADLMOXA_SWITCH 28P_... RKS G4028 Instance
Switch_Input [RKS_G&0281.Data v|

Cuuribeh Pl

V.

v | Shiow: |4 Tags

|Name

= | Data Type

ﬂ |- MOXA_SetSingle

ﬂ [+]- MOXA_SingleStorage
ﬂ [#- MOXA_TCPIPstorage
E [+- RKS_G4028:C

[=- RKS_G4028:1

MESSAGE

SINT[200]

SINT[200]

ABETHERNET_MODULE:C:0
ABETHERNET_MODULE_DINT_20Bytes:.0

|+ RKS_G4028:.Data

DINTLS]

ﬂ [+]- RKS_G4028:0
ﬂ [#]- RKS_G4028_Instance

Mame: RKS_54028:.Data pBETHERNET_MODULE_DINT_8Bytes:0:0

Data Type: DINT[S]

Description:

O_MOXA_SWITCH_28P_v1_0

Contraller

The ADI of MOXA
switch
Copyright MOXA Corp.
2023 Version: 1.0
Date: Feb 13, 2023
A MOXA_SWITCH_28P v1_

The AQI of MOXA switch Copyright MOXA Corp. 2023 V.. —
AQL_MOXA_SWITCH_28P_... RKS_G40228_Instance
Switch_Input RKS_G4028:.Data
Switch_Output J RKS_G4028:0 Data V)
Cuiuitmh Dara
V. v | Show| i Tags

| Name ot | | Data Type:

- MOXA_SetSingle MESSAGE

[+]- MOXA_SingleStorage SINT[200]

SINT[200]

[-RKS_G4028:C
[+]- RKS_G4a023:1
[=-RKS_G4028:0

g
g [H- MOXA_TCPIPstorage
:

AB:ETHERNET_MODULE:C:0
AB:ETHERNET_MODULE_DINT_20Bytes:.0
AB:ETHERNET_MODULE_DINT_8Bytes:0:0

|+ RKS_G4028:0.Data

DINT[2]

(- RKS_G4028_Instance

Contraller

Mame: RKS_G4028:0.Data
Data Type: DINT[2]
Description:

Ol MOXA_SWITCH_28P_v1_0

For “Switch_Input” and “Switch_Output”, use the scrollbar to select the tag name.
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For all other tags, manually type the tag names:

AOI Tag Reference Tag Name

AOI_MOXA_SWITCH-28P_

RKS_G4028_Instance

Switch_Input

RKS_G4028:1.Data

Switch_Output

RKS_G4028:0.Data

Switch_Parameter

moxa_param

Get_AllIMessage

MOXA_GetAll

Get_SingleMessage

MOXA_GetSingle

Set_SingleMessage

MOXA_SetSingle

Set_Data

MOXA_SetData

storage

MOXA_AlIStorage

storage_single

MOXA_SingleStorage

tcpip_storage

MOXA_TCPIPstorage

Get_TCPIP_AlIMessage

MOXA_TCPIP_GetAll

Switch_Output represents "Global Port Admin State". The default value of Switch_Output data is 0.
When the switch receives 0 as Switch_Output data, the port will shutdown according to the ODVA
standard. To avoid the port shutting down in the first place, we suggest setting Switch_Output data as

OXFFFffff fFFFFfT.

Right Click or double click RKS_G4028L:0.Data on Controller Tags to select Monitor Tags.

Controller Organizer > I X S | ﬁl FKS_GA0ZE_AC v| Sl |AII Tags
=53 Controller RKS_G4028_AOI " Name ==
e +- MOxA_AlStorage
----- 3 ControllerFa [ MNew Tag... Crl+W = MDX&\_GBL&II
----- 3 Power-Up H: - -
5 Tasks Maonitor Tags + - MOXA_GetSingle
5-£8 MainTask Edit Tags = moxa_param
: . . +|- moxa_param. Switch_[nput
= MainPrag Veri
a ] fy +- moxa_param. Switch_Output
Progrs Export Tags... . :
& MainF +- mosa_param. Switch_|dentity
_____ 3 Unschedulec Print b + mosa_param. Switch_Baze_Switch
=153 Motion Groups + - maowa_param. Switch_TCPIP_Interface
. | Ungrouped Axes +- maowa_param. Switch_Ethermet_Link
EIB Add-On Instructions +|- moxa_param. Switch_Moxa_Metwarking
i m-lE AL MOXA SWITCH_28P w1 0 +| moxa_param. Switch_HMI_Set
253 Data Types +|- moxa_param. Switch_Data

548 User-Defined +| M0xA_SetData
..... MOXA_Base_Switch_Object + MOXé_SetSingle
B MOXA_Ethernet_Link_Object +- MOX8,_SingleStorage
1 MOXA_HMI_Set_Object + MO, TCPIP Getall
| MOXA_Identity Object +| M034_TCPIPstarage
e MOXA_Interface_Capability 1| RES G4022C
..... Mom_|ntedace__Objec;_Flags + RKS_G4028
----- MOXA_MNetworking_Object — RKS_GA0Z60

..... MOXA_Object_Data

B MOXA_Switch_Parameter

..... MOXA_TCPIP Interface_Ohbject
[j--% Strings

- Add-On-Defined

— RK5_G4028:0.04ta
+ RK5_G4028:0.Data[0]
+ - RK5_G4028:0.Datal1]

+- Bk5_G4028_Instance

Then, set all of the O.Data value as 1 (OxFFFFFFFF FFFFFFFF).

+ RKS_G40281 [...] [...] AB:ETHERMNET_MOD...
— AKS_GA022:0 [T [T AB:ETHERNET_MOD...
—| RKS_G4028:0. Data [...] {...} |Decimal DINT[2]
+ AKS_G4023:0 Datall] Hex DINT
-+ RKS_G4028:0 Datal1] Hex DINT
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3. Click the square button to the right of the Get_AllIMessage tag and configure all parameters as

follows:

(Service Code: 1; Class: 1; Instance: 1; Attribute: 1; Destination: MOXA_allstorage[0])

Message Configuration - MOXA_GetAll

Configuration*  Communication Tag

e

Message Type: CIP Generic ~
Service | Cystom - Source Element: -
Tupe:
Source Length: ] = [Bytes]
Service I:
Code: Drestination MOA_AllStorageld] -
. Element;
Instance: Mew Tag...
) Enable ) Enable Waiting O Start 2 Done Done 0
2 Error Cog Extended Errar [ Timed Qv e
Error
Error
0K l [ Cancel J [ Apply ] l Help ]

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for

Get_AlIMessage.

Configuration®* Communication Tag

@ Fath: |

Browse ..

Broadcast:

B Message Path Browser x

Commurication| E3th: |F‘KS—G4028

clp b RKS_G4028

ElP With =453 140 Configuration

Source D :

[Connected
E|3'E,5 Ethermet

3 Enable O E
2 Error Coc
Errar
Errar

B@ Backplane, CompactLogix System
-0 1769L32E RKS_G4028_A01
- 1769-L32E Ethernet Port LocalEME

o# 1769L37E Ethernet Port LocalEME

Cancel Help

il
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4. Click the square button to the right of the Set_Message tag and configure all parameters as follows:
(Service Code: 10; Class: f6; Instance: 1; Attribute: 1; Source Ethernet: MOXA_SetData)

Message Configuration - MOXA_SetSingle #
Configuration Communication Tag

Mezzage Type: CIP Generic ~

Service | Set Attribute Single w |  Source Elsment (MO<A_SetData v
Type:
Service

Saurce Length: i} = [Bytez]
Code: [Hex] Class: [Hex)
Inztance: Attribute: [Hex) -

3 Enable 3 Enable Waiting ) Start 2 Dane Done 0
3 Error Coc Extended Error [ Timed e
Error
Errar

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Set_Message.

Configuration®* Communication Tag

@) Path: | Browse...

||
Broadcas Message Path Browser X

Communication| Path: [RKS_G4028 |

CIP O RKS_G4028
Wi
glo'zlr’?gHFD Bﬁ 1/0 Configuration Bl
Elm Backplane, CompactLogix System
[ Connected - ff0 1769L32E RKS_G4028 40|
Bs’ 17E9-L32E Ethemet Port LocalEMB
: BEEE Ethernet

& 17E3L3ZE Ethemet Port LocalENE

O Enable OE : i W E THERNET-MODLULE R
-0 CompactBus Local

3 Error Coc

Errar

Errar

T

= ak. Cancel Help
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5. Click the square button to the right of the Get_SingMessage tag and configure all parameters as
follows:
(Service Code: e; Class: f6; Instance: 1; Attribute: 1; Destination: MOXA_Singlestorage[0])

Message Configuration - MOXA_GetSingle x

Configuration*  Communication Tag

Message Type: CIP Generic ~

Service | Get Attribute Single ~

Tupe:

1] e
Service .
Code: EI (Hex] Class: (Hex) Drestination 14 SingleStorage[0] -
. w o Element;

Instance: Attnl_:ute. [Hex] M Tz,
) Enable ) Enable Waiting O Start 2 Done Done 0
2 Error Cog Extended Errar [ Timed Qv e
Error
Error

0K l [ Cancel J [ Apply J l Help ]

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Get_SingMessage.

Configuration® Communication Tag

@) Path: | Browse ..

B Message Path Browser it
Broadcast:

Path: |RKS_G4028 |

Communication

cIP q RES_G4028
E'P With =453 1/0 Configuration i)
Source 1D =i Backplane, CompactLogix System
-0 1769L32E RKS_G4028_a01
[ Canmected - 1769.L32E Ethemet Fort LocaslENB
L z?a Ethernet
it 1769-L32E Ethemnet Port LocalEME
] ETHERMET-MODLLE Rk
Enabl E 8
() Enable 0 {0 CompactBus Local
2 Error Cod
Errar
Errar

ak. Cancel Help
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6. Click the square button to the right of the Get_TCPIP_AlIMessage tag and configure all parameters as
follows:
(Service Code: 1; Class: f5; Instance: 1; Attribute: 1; Destination: MOXA_TCPIPstorage[0])

Message Configuration - MOXA_TCPIP_GetAll >
Configuration®  Communication Tag

Message Type: CIP Generic w

Service | Custom v Source Element: w
Type:
Source Length: 0 = [Byptes)

Service .
Code: (Hex) Class: el pectingtion T4 TCFIPstorage[d]
Ingtance: Attribute:(1 Element: New Tag

3 Enable  » Enable Waiting (» Start ) Done Done 0
3 Error Cod Extended Errar [ Timed Qv e
Errar
Errar

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Get_TCPIP_AlIMessage.

Configuration® Communication Tag

@) Path: | Browse...

1" Message Path Browser X
Broadcast:

Path: |RKS_G4028 |

Communication

clp o RKS_G4028
E'P With Bﬁ 1/0 Caonfiguration A
Source 1D Elm Backplane, CompactLogiz Syztem
[0 1763-L32E RKS_G4028_401
[ cted i - =
[ Connecte . 17E3L3ZE Ethemet Port LocalENE
Elz?,g Ethernet
A 1763-L32E Ethemet Port LocalEME
H ETHERMET-MODLULE R
) Enable 3 E ﬂ
T CompactBus Local
3 Error Cod
Errar
Errar

| Cancel Help u
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Download the configured AOI to the Rockwell PLC

1. Click the Network Icon, select the Rockwell PLC connected to the Moxa switch and click Download to

install the AOI configuration to the PLC.

- | &

T Path: |<n0ne>

i Who Active

Autobrowse Refresh

- BQ Workstation, ISSACCPWANG
&5 Linx Gateways, Etheret
-z RKS_G4028, Ethernst

w 01, 1768-L32E Ethernet Port

£

Path in Project: <nones:

-8 192.168.127.28, 1760-L32E Ethenet Port, 1763-L32E Eth
=-£ff) Backplane, CompactLogix System

[l 03, Local 1769 Bus Adapter, VA1769/A Close

Path: RES_G40284192.168.127. 28\Backplansh0

Upload. .

Download

Update Firmware...

Help

Set Project Path

Clear Prajact Path

2. After finishing configuration, go to the controller organizer window, right click Controller Tags and

select Monitor Tags to check if each tag can display the correct value transferred from the Ethernet

device.
Controller Organizer > X scope | ff0 RKS_G4028_AL | Show: |A|| Tags

=55 Cntroller RKS_G4028_A0I - Neme =g|o | Value A
. “ontroller Tac + MOXA_AlStorage -1
----- g Eontroll[ler FHaL New Tag... Ctrl+W MO%A,_Getal (1

----- ower-Up Ha -
£ Tasks | Monitor Tags | MOxA_GetSingle {aua]
9@ MainTask Edit Tags - m;ﬁ;p:rjr; . JEEEN
=% MainProg Verify =€ .aa {---1
Progra tOxA_SetSingle {-..}
; Export Tags... 1+ MOxA_SingleStorage fo..}

Eij MainR
----- 3 Unscheduled Print 3 MOxa_TCPIP_Getal {---1
=-E3 Motion Groups MO<A_TCPIPstorage {-.-}
| 1.8 Ungrouped Axes + RK5_G4028.C (oo}
=55 Add-On Instructions RES_G4028: [-.-1
.65 AOI_MOXA_SVWITCH_28P_v1_0 RKS_G4028:0 1
Parameters and Local Tags I+ RES_G4028_Instance Focal)
E Logic
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Scope: | §1AKS_G4026 AT v | Show |8 Tags

Mame =3|& | Value | Force Mazk | Shle Data Type
+ - M0A_AllStorage foool {«u.} |Decimal SINT[200]
+- MO0A_Getdll Jocol) Jocol) MESSAGE
+- MOxA_GetSingle foaol) foaol) MESSAGE
— - Moxa_param fooal fooal M 0A_Switch_Param...
+|- moxa_paramn. Switch_Input focol [au-1 |Hex DIMT[S]
+|- rioKa_pararn, Switch Dutput Nocol {.u-] |Hex DIMT[2]
—|- moxa_param.Switch_ldentity {...} {...} M 0A_ldentity_Object
+- moxa_param.Switch_|dentitp Vendaor_|D 164#03df Hex INT
+|- moxa_param. Switch_ldentity. Device_Type 16#002c Hex INT
+|- moxa_param. Switch_ldentity. Product_Code 1642301 Hex INT
+- moxa_param. Switch_ldentity. b ajor_R ewvision 1 D ecimal SINT
+- moxa_param. Switch_|dentity. Minor_R ewvision 1 D ecimal SINT
+|- moxa_param. Switch_ldentity. Status 1640080 Hex INT
+I- moxa_param. Switch_dentity. 5 erial_Munber 1640000_0000 Hex DINT
+- moxa_param, Switch_|dentity, Product_M ame "RES-G4028-L3-4GT-HV" fooal STRIMG
+|- moxa_param. Switch_|dentity. Assigned M ame T focol 04 _String_1024
+|- moxa_paramm, Switch_|dentity. Geographic_Location T foool M03A_String_1024
+|- moxa_param.Switch_Base_Switch {...} {...} MO0&_Base Switch_...
—| moxa_param.Switch TCPIP_|nterface foool foool MOxa_TCPIP Interfac...
+|- moxa_param. Switch_TCPIP_|nterface. Status 1640000_0001 Hex DINT
+|- moxa_param. Switch_TCPIFP_|nterface Configuration_C... 1640000_001& Hex DINT
+I- moxa_param. Switch_TCPIP_|Interface. Configuration_C... 1640000_0000 Hex DINT
+- moxa_param.Switch_TCPIP_|nterface.Path_Size 2 D ecimal INT
+- moxa_param. Switch_TCPIP_Interface Object_Fath 1640124 _fe620 Hex DINT
+|- moxa_param. Switch_TCPIP_|Interface. IP_Address 16#c0as_7ffd Hex DINT
+- moxa_param. Switch_TCPIP_|nterface. Metwork_bask 164#£Lff ££00 Hex DINT
+|- moxa_param. Switch_TCPIP_|Interface Gateway_dddress 16#0000_0000 Hex DINT
+|- moxa_param, Switch_TCPIP_|nterface Mame Server_1 1640000_0000 Hex DINT
+I- moxa_param. Switch_TCPIP_|Interface Mame_Server_2 164#0000_0000 Hex DINT
+- moxa_param.Switch_TCPIP_|nterface.Domain_M ame v {.--} STRING
+|- moxa_param. Switch_TCPIP_|Interface Host Name "moxa' ool STRIMG
+/- moxa_param. Switch_TCPIFP_Interface. Encapsulation_|... 120 Decimal IMT
+|- mosa_param.Switch_Ethernet_Link fooal fooal 03 _Ethemet_Link_...
+|- moxa_param.Switch_Moxa_Metworking foool foool MO0A_MNetworking_O...
+|- moxa_param. Switch HRI_Set Nocol Nocol M0A_HMI_Set_Object
+|- moxa_param,. Switch_Data Nocol Nocol M03A4_Object_Data

7

NOTE

Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section below for

detailed information.
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CIP Tags

There are tags for each CIP object. The tags correspond to the object’s attributes.

Tags for Identity Object

Data Type: MOXA_Identity_Object

Name Data Type Description

Vendor ID INT ODVA Vendor ID. Moxa=0x3DF

Device Type INT 0x2C, “Managed Ethernet Switch”

Product Code INT Refer to the Product Code Table. Example: RKS-G4028-4GT-
HV = 0x1301

Major Revision SINT The structure member, major

Minor Revision SINT The structure member, minor

Status INT Summary status of the device

Serial Number DINT Switch serial number

Product Name STRING Switch model name

Assigned Name MOXA_String User assigned switch name

Geographic Location MOXA_String User assigned switch location

Tags for TCPIP Object
Data Type: MOXA_TCPIP_Interface_Object

Name |Data Type

Status DINT Interface status

Egggg;fi@t'on DINT Interface capability flags

Configuration Control  [DINT Interface control flags

Path Size INT Size of Path

Object Path 1 INT Logical segments identifying the physical link object
Object Path 2 INT Logical segments identifying the physical link object
IP Address DINT The device’s IP address

Network Mask DINT The device’s network mask

Gateway Address DINT Default gateway address

Name Server 1 DINT Primary name server

Name Server 2 DINT Secondary name server

Domain Name STRING Default domain name

Host Name STRING Host name

_IIE_Pn:anlsEIatlon Inactivity INT Number of seconds of inactivity before TCP connection closes.

Tags for Ethernet Link Object
Data Type: MOXA_Ethernet_Link_Object

Name  DataType __|Description

Interface speed currently in use. Speed in Mbps (e.g., 0,
Interface Speed DINT 10, 100, 1000, etc.)
Interface Flags ggj);ﬁt__l;t;egrsfii%_ Interface status flags
Physical Address SINT[6] MAC layer address
InOctets DINT Octets received on the interface
InUcastPackets DINT Unicast packets received on the interface
InNucastPackets DINT Non-unicast packets received on the interface
InDiscards DINT Inbound packets received on the interface but discarded
InErrors DINT In.bound packets that contain errors (does not include In
Discards)
OutOctets DINT Octets sent on the interface
OutUcastPackets DINT Unicast packets sent on the interface
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Name Data Type Description
OutNucastPackets DINT Non-unicast packets sent on the interface
OutDiscards DINT Outbound packets discarded
OutErrors DINT Outbound packets that contain errors
Alignment Errors DINT Frame§ received that are not an integral number of
octets in length
FCS Errors DINT Frames received that do not pass the FCS check
Single Collisions DINT Successfully tra.n.smltted frames which experienced
exactly one collision
Multiple Collisions DINT Successfully transrplFted frames which experienced
more than one collision
SQE Test Errors DINT Number of times SQE test error message is generated
Deferred Transmissions DINT Frames for WhICh.fII’St. transmission attempt is delayed
because the medium is busy
Late Collisions DINT N.um.ber of times a coIhspn _|s detected later than 512
bit-times into the transmission of a packet
Excessive Collisions DINT Frarn_es for which transmission fails due to excessive
collisions
MAC Transmit Errors DINT Frames for which tran.smlssmn fails due to an internal
MAC sublayer transmit error
. Times that the carrier sense condition was lost or never
Carrier Sense Errors DINT ; .
asserted when attempting to transmit a frame
Frame Too Long DINT Frames.recelved that exceed the maximum permitted
frame size
MAC Receive Errors DINT Frames for which reception on_ an interface fails due to
an internal MAC sublayer receive error
. 0 Auto-negotiate 0 indicates 802.3 link auto-negotiation
Control Bits INT is disabled. 1 indicates auto-negotiation is enabled
Speed at which the interface shall be forced to operate.
Forced Interface Speed INT Speed in Mbps (10, 100, 1000, etc.)
Interface Label STRING Label like "TX5"
Capability Bits contains an array of bits that indicate
Capability Bits DINT whether the interface supports capabilities such as auto-
negotiation and auto-MDIX.
Speed Duplex Array SINT Number of elements

Interface Speed Duplex

MOXA_Interface

The total number of octets received on the interface.

StatsInternalMacReceiveErrors

Capability This counter is a 64-bit version of In Octets.
Unicast packets received on the interface.
HC InOctets LINT This counter is a 64-bit version of In Ucast Packets.
HC InMulticastPkts LINT Multicast packets received on the interface.
HC InBroadcastPkts LINT Broadcast packets received on the interface.
Octets sent on the interface.
HC OutOctets LINT This counter is a 64-bit version of Out Octets.
Unicast packets sent on the interface.
HC OutUcastPkts LINT This counter is a 64-bit version of Out Ucast Packets.
HC OutMulticastPkts LINT Multicast packets sent on the interface.
HC OutBroadcastPkts LINT Broadcast packets sent on the interface.
Frames received that are not an integral number of
HC StatsFCSErrors LINT octets in length and do not pass the FCS check.
This counter is a 64-bit version of Alignment Errors.
Frames received that are an integral number of octets in
HC StandardMacTransmitErrors [LINT length but do not pass the FCS check. This counter is a
64-bit version of FCS Errors.
Frames for which transmission fails due to an internal
HC StatsFrameToolLong LINT MAC sublayer transmit error.
This counter is a 64-bit version of MAC Transmit Errors.
Frames received that exceed the maximum permitted
HC LINT frame size.

This counter is a 64-bit version of Frame Too Long
Errors.
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Name Data Type Description
Frames for which reception on an interface fails due to
HC StatsSymbolErrors LINT an internal MAC sublayer receive error.
This counter is a 64-bit version of MAC Receive Errors.
Port State LINT Switch port state.
Media Type STRING Port media type.
Traffic Storm Control SINT Traffic storm control enabled.
Port On Event SINT Registered port for port on event notification.
Port Off Event SINT Registered port for port off event notification.
Port Shutdown by PSEC Event |SINT Registeretl:llpor.t for port shut down by Port Security
event notification.
Port Shutdown by Rate Limit SINT Registered port for port shut down by Rate Limit event
Event notification.
Port Recovery by Rate Limit SINT Registered port for port recovered by Rate Limit event
Event notification.
Fiber Check Warning Event SINT Reg.i.ster.ed port for fiber check warning event
notification.

Tags for Moxa Networking Object

Data Type: MOXA_Networking_Object

Daca Tane

System Firmware Version|DINT

Switch firmware version

System Fault Status DINT

Switch fault status

Switch Port Number SINT

Switch max port number

Port Exist DINT[2]

Switch per port exist

Port Enable DINT[2]

Switch per port exist
0:Enable
1:Disable

Port Link Status DINT[2]

Switch per port link status

IGMP Snooping SINT

IGMP snooping enable:
0: Disable
1: Enable

Query Interval DINT

Query Interval range from 20~600 sec

IGMP Enhanced Mode SINT

IGMP enhanced mode
0: Disable (default)
1: Enable

Relay 1 SINT

Override relay warning setting
0: Disable (default)
1: Enable

Relay 2 SINT

Override relay warning setting
0: Disable (default)
1: Enable

Power 1 Relay Warning |SINT

Power input 1 failure (on > off)
0: Disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

Power 2 Relay Warning |SINT

Power input 2 failure (on > off)
0: Disable (default)

1: Enable(relay 1)

2: Enable(relay 2)

DI 1 Off Relay Warning |SINT

DI 1 (off)

0: disable (default)
1: Enable(relay 1)
2: Enable(relay 2)

DI 1 On Relay Warning |SINT

DI 1 (on)

0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
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Name Data Type Description

DI 2 (off)

0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
DI 2 (on)

0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
Turbo Ring Break (Ring Master Only )
0: Disable (default)

DI 2 Off Relay Warning |SINT

DI 2 On Relay Warning [SINT

Turbo Ring Break Relay

Warning SINT 1: Enable (relay 1)
2: Enable (relay 2)
CPU Usage SINT Percent of usage (0-100)
Device Up Time DINT Number of seconds since device was powered up
Reset Mib Counter SINT Reset port MIB counters
Bit 0: RSTP,
Bit 1: Turbo Ring,
Redundant Device Mode |DINT Bit 2: Turbo Rong v2,
Bit 3: Turbo Chain,
Bit 4: MSTP
Reset Device SINT 1: restart the device

2: reset to default

Tags for Moxa Base Switch Object

Data Type: MOXA_Base_Switch_Object

Name —  DataType ________|Description

Device Up Time DINT Time since device was powered up.

Total Port Count DINT Number of physical available ports.

System Firmware Version STRING System Firmware Version.

Power Source INT Status of switch power source.

Port Mask Size INT Number of DWORDs in port array attributes.
Existing Port DINT (4) Switch existing port.

Global Port Admin State DINT (4) Port Admin State.

Global Port Link Status DINT (4) Ports Link Status.

Pre-configured Tags in the Moxa AOI

The Moxa AOI supports all the CIP tags listed in the tables below. But in the AOI, we only pre-configure
logic links between selected tags and Moxa switches. To monitor the non-configured tags, PLC programmers
need to create the links manually. Otherwise, in RSLogix 5000, the value column of these tags will display
as “0”. If you experience problems creating new links, please contact Moxa technical support for assistance.

/7  NOTE

For pre-configured tags, Moxa has already created the logic links between the CIP tags and Moxa Ethernet
switches so RSLogix 5000 can get/set the switch information correctly.

The table below specifies all the pre-configured tags in Moxa AOI with a 3 mark.

Pre-Configured Tags Attribute Name

Identity Object (0x01)

RS Vendor ID

RS Device Type
RS Product Code
RS Revision

RS Status

RS Serial Number
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Pre-Configured Tags Attribute Name

P Product Name
Assigned Name
Geographic Location

Base Switch Object (0x51)

Device Up Time

Total Port Count

System Firmware Version
Power Source

Port Mask Size

Existing Port

Global Port Admin State
Global Port Link Status

TCP/IP Interface Object (OxF5)

Status

Configuration Capability
Configuration Control

Physical Link Object

Interface Configuration

Host Name

X Encapsulation Inactivity Timeout
Ethernet Link Object (OxF6)

Interface Speed

Interface Flags

Physical Address

Interface Counters

Media Counters

Interface Control

Interface Label

Interface Capability

HC Interface Counters

HC Media Counters

Port State

Media Type

Traffic Storm Control

Port On event

Port Off event

Port shut down by Port Security event
Port shut down by Rate Limit event
Port recovered by Rate Limit event
Fiber Check Warning

Moxa Networking Object (0x404)
RS CPU Usage

RS L2 Redundancy

RS Relay Alarm Status

Cold Start

Warm Start

Redundant port health check fail
PD over current

PD no response

Power On

Power Off

DI on

DI off

RS Port On

Port Off

P Port shutdown by Port Security
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Pre-Configured Tags Attribute Name

P Port shutdown by Rate Limit
P Port recovered by Rate Limit
P Fiber Check Warning

Relay Alarm Cut-off
RS Reset MIB Count
RS Reset Device

I/0 Message Object
(for RKS-G4000 Series, MDS-G4000 Series, and MDS-G4000-4XGS Series only)

RS Relay Alarm Status

RS Existing Port

RS Global Port Link Status
RS Global Port Admin State

I/0 Message Object
(for EDS-4000 Series and EDS-G4000 Series only)

RS Power Source Status
X Global Link Status
RS Global Admin State

Monitoring AOI Tags

In RSLogix 5000, you can monitor the values of all configured tags by selecting “Monitor Tags” in the
controller organizer window. It can also be used to check that the AQOI is installed correctly.

/  NOTE

Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section above for
detailed information.

Cantroller Organizer A | T | f] AKS_G4023_AC v| Shawe |AII Tags
troller RKS_G4028_AOI ~ Marme =z2|o | Value |
£ +- MOxA_AlStorage
New Tag... Crl+wW - MOXA_Getsl

----- 3 Power-Up Ha ]
225 Tasks | Maonitor Tags
-8 MainTask Edit Tags
=58 MainProg Verify

| 1+ MOx4_GetSingle
|+ rnowa_param

[+ MOxA_SetD ata
I+ MOx4_SetSingle

Export Tags... [+ MOxa_SingleStarage

Print b [+ MOxA_TCPIP_Getal
=-E3 Motion Groups [+ MO=a_TCPIPstarage
| Ungrouped Axes 1+ RKS5_G40Z8:C

I+ BES_G4022:|
I+ RKS_G4028:0
1+ RKS_G4022_Instance

I
RSP P i U R R Pl Pl PR Paii i Uiy Paiil P Y
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Monitor Tags for Identity Object

Click moxa_param Switch_Identity and expand the list to check the values for Identity tags.

Scope: | AKS_G4028.AC ~ | Show: |4l Tags

Mame =3~ | Walue | Force Mazk | Style Diata Type
+ - MOxA_AllStorage [..-1 [-..] |Decimal SIMT[200]
+- MORA_Getall fooad) fomall MESSAGE
+- MO=4_GetSingle foosd) fomall MESSAGE
—| moxa_param {...} {...} b0k _Switch_Param...
+- moxa_param.Switch_[nput ...} {...] |Hex DIMT[S]
+- moxa_param. Switch_Output ...} [...] |Hex DIMT[2]
—| roxa_param.Switch_|dentity ...} local MOxA_|dantity_Object
+ - moxa_param. Switch_|dentity. Yendaor_|D 16403dE Hex INT
+ - maoxa_param. Switch_|dentity. Device_Type 164002c Hex INT
+ - maoxa_param. Switch_[dentity. Product_Code 1642301 Hex INT
+ - moxa_param. Switch_dentity. M ajor_Fevizion 1 Drecimal SIMNT
+- moxa_param. Switch_|dentity. Minor_Fevizion 1 L ecimal SINT
+ - moxa_param. Switch_dentity. Skatus 1640060 Hex INT
+ - moxa_param. Switch_|dentity. Senial_Mumber 1640000_0000 Hex DINT
+ - moxa_param. Switch_|dentity. Product_MName 'RES-G4028-L3-4GT-HV" foool STRIMG
+ - roxa_param. Switch_|dentity Azzighned Mame v local k034_String_1024
+ - moxa_param. Switch_|dentity. G eographic_Location v faoolh k034_String_1024

Monitor Tags for TCPIP Object

Click moxa_param Switch_TCPIP and expand the list to check the values for TCPIP tags.

Scope: | AKS_G4028.AC ~ | Show: |4l Tags

Mame ==|a | Walue | Force Maszk €| Style Diata Type
+ - MOxA_AllStorage [Fpep— [...] |Decimal SIMT[200]
+- MORA_Getall fomall fomal) MESSAGE
+- MO=4_GetSingle fomall fomal) MESSAGE
—| moxa_param {...} {...} FOxA_Switch_Param...
+- moxa_param.Switch_[nput (f—" [...] |Hex DIMTIS]
+- moxa_param. Switch_Output local [...] |Hex DIMT[2]
+|- roxa_param. Switch_|dentity local Hocal) MO, |dentity_Object
+- moxa_param.Switch_Base Switch local Hocal) MO8 Baze Switch_...
— moxa_param.Switch_TCPIP_|nterface [T [...1 MO=4_TCPIP_Interfac...
+ - maxa_param. Switch_ TCPIP_Interface. Status 16#0000_0001 Hex DINT
+- moxa_param. Switch_ TCPIP_Interface. Configuration_C... lE#0000_001¢ Hex DINT
+- moxa_param. Switch_ TCPIP_Interface. Configuration_C... 16#0000_0000 Hex DINT
+- moxa_param. Switch_ TCFIP_Interface Path_Size 2 Decimal INT
+- moxa_param. Switch_ TCPIP_Interface. Object_Path 1680124 £620 Hex DINT
+ - moxa_param. Switch_TCFIP_|Interface |P_Address 16¢c0as_7ffd Hex DINT
+ - moxa_param. Switch_ TCPIP Interface Metwark_Mask 164f£ff ££00 Hex DINT
+ moxa_param. Switch TCPIP Interface. G ateway Address 16#0000_0000 Hex DINT
+ - maoxa_param. Switch_TCPIP_Interface .M ame_Server_1 16#0000_0000 Hex DINT
+ - maxa_param. Switch_TCPIP_Interface.M ame_Server_2 16#0000_0000 Hex DINT
+ - moxa_param. Switch_ TCPIP_|nterface.Domain_MName v Haoal STRIMG
+- moxa_param. Switch_ TCPIP_Interface. Host_Mame "moxa’ {oanl STRING
+- moxa_param. Switch_TCPIP_|Interface. E ncapsulation_|... 120 Decimal INT
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Monitor Tags for Ethernet Link Object

Click moxa_param Switch_Ethernet_Link and expand the list to check the values for per port Ethernet

Link tags.

Scope: | E{l RKS_G4028_ALC vl Show: |AII Tags

Mame =g|o | Walue €| Force Mask €| Style Data Type
+- moxa_param. Switch_TCPIP Interface fooal fooal MO _TCPIP Interfac...
—|- moxa_param. Switch_Ethernet_Link {...} {.an} M 03<a_Ethermet_Link_...
+ - moxa_param. Switch_Ethemet_Link[0] {...} {.an} MO&_Ethemet_Link_...
—- moxa_param. Switch_Ethemet_Link[1] ...} Nocal b 038 _Ethernet_Link_...
+|- moxa_param. Switch_Ethemnet_Link[1]Interface_Spe... 100 Decimal DIMNT
+|- moxa_param. Switch_Ethernet_Link[1] Interface_Flags ...} Nocal MOEA_Interface_Obje...
+|- roxa_param. Switch_Ethernet_Link[1] Phpsical Addr... fooal [..-1 |Hex SIMTE]
+|- moxa_param. Switch_Ethernet_Link[1]In0ctets 221020 Decimnal DIMT
+|- moxa_param. Switch_Ethernet_Link[1]InUcastPackets 1242 Decimal DIMNT
+|- moxa_param. Switch_Ethernet_Link[1]InNucastPack... 134 Decimal DIMNT
+ - moxa_param. Switch_Ethernet_Link[1]InDiscards a Decimal DINT
+ - moxa_param. Switch_Ethemnet_Link[1].InErrars a Decimal DINT
+- moxa_param. Switch_Ethernet_Link[1]InlnknownPr... a Decimal DINT
+- moxa_param. Switch_Ethemnet_Link[1].0wtOctets 174210 Decimal DINT
+- moxa_param. Switch_Ethemnet_Link[1]. 0wl castPac... 1268 Decimal DINT
+/- moxa_param. Switch_Ethernet_Link[1] OuthucastPa... 58 Decimal DINT
+- moxa_param. Switch_Ethernet_Link[1].0uwDizcards 0 Decimal DINT
+I- moxa_param. Switch_Ethernet_Link[1].0wE mors 0 Decimal DINT
+|- moxa_param. Switch_Ethernet_Link[1].Alignment_Err... 0 Decimal DIMNT
+|- moxa_param. Switch_Ethemet_Link[1].FCS_Emorz 0 Decimal DIMNT
+|- moxa_param. Switch_Ethemnet_Link[1] Single_Colligions 0 Decimal DIMT
+|- moxa_param. Switch_Ethernet_Link[1] Multiple_Callizi.. 0 Decimnal DIMT
+ - maoxa_param. Switch_Ethernet_Link[1]S0E_Test_Ermr.. a Decimnal DINT
+|- moxa_param. Switch_Ethernet_Link[1] Deferred Tra... 1] Decimal DIMNT
+|- moxa_param. Switch_Ethernet_Link[1] Late_Collisions 1] Decimal DIMNT
+ - moxa_param. Switch_Ethernet_Link[1] Excessive Ca... a Decimal DINT
+ - moxa_param. Switch_Ethemnet_Link[1]MAC_Tranzmi... a Decimal DINT
+ - moxa_param. Switch_Ethemnet_Link[1] Carrier_Sense... a Decimal DINT
+|- moxa_param. Switch_Ethernet_Link[1].Frame_Too L. 1] Decimal DINT
+- moxa_param. Switch_Ethemet_Link[1].MAC_Receiv... 1] Decimal DINT
+- moxa_param. Switch_Ethernet_Link[1]. Control_Bits 1 Decimal INT
+/- moxa_param. Switch_Ethemet_Link[1]. Forced_Interf.. 0 Decimal INT
+I- moxa_param. Switch_Ethemet_Link[1].Interface_Label v Hooal STRING
+|- moxa_param. Switch_Ethemet_Link[1]. Capability_Bits 0 Decimal DIMNT
+|- moxa_param. Switch_Ethernet_Link[1].5peed Duple... 0 Decimal SINT
+|- moxa_param. Switch_Ethernet_Link[1]Interface_Spe... ...} Nocal MO4_Interface_Capa...
roxa_param. Switch_Ethernet_Link[1]HC_InOctets 1] Decimnal LINT
roxa_param. Switch_Ethernet_Link[1]HC_InUcastP. . 1] Decimnal LINT
moxa_param. Switch_Ethernet_Link[1]HC_Inkultica... i] Decimal LINT
moxa_param. Switch_Ethernet_Link[1]HC_InBroade... 1] Decimal LINT
moxa_param.Switch_Ethemet_Link[1]HC_OutOctets a Decimal LINT
moxa_param.Switch_Ethemet_Link[1]HC_OutUcast... 1} Decimal LINT
moxa_param. Switch_Ethernet_Link[1]HC_Outhiultic. .. a Decimal LINT
moxa_param. Switch_Ethernet_Link[1]HC_OuwtBroad... 1] Decimal LINT
moxa_param. Switch_Ethernet_Link[1]HC_Statsalign... 1] Decimal LINT
moxa_param. Switch_Ethernet_Link[1]HC_StatsFCS.. 1] Decimal LINT
moxa_param. Switch_Ethernet_Link[1]HC_Statslnter... 1] Decimal LINT
moxa_param. Switch_Ethernet_Link[1]HC_StatsFram... 1] Decimal LINT
moxa_param. Switch_Ethernet_Link[1]HC_Statslnter... 1] Decimal LINT
moxa_param. Switch_Ethernet_Link[1]HC_StatgSpm... 1] Decimal LINT
+|- roxa_param. Switch_Ethemet_Link[1] Port_State 5 Decimal SINT
+|- rmoxa_param. Switch_Ethemet_Link[1] Media Type v fooal STRIMNG
+|- moxa_param. Switch_Ethemet_Link[1]. Traffic_Starm. .. 1 Decimal SINT
+ - maoxa_param. Switch_Ethernet_Link[1]. Port_On_Ewent 1 Decimal SINT
+ - maoxa_param. Switch_Ethernet_Link[1] Port_Off_Ewent 1 Decimal SINT
+ - maxa_param. Switch_Ethernet_Link[1] Port_Shutdow... 1 Decimal SINT
+- moxa_param. Switch_Ethemet_Link[1].Port_Shutdow... 1 Decimal SINT
+- moxa_param. Switch_Ethemet_Link[1].Port_FRecover... 1 Decimal SINT
+- moxa_param. Switch_Ethemet_Link[1] Fiber_Check_... 1 Cecimal SINT
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Monitor Tags for Moxa Networking Object

Click moxa_param Switch_Moxa_Networking and expand the list to check the values for Moxa custom

tags.

Scope: | E{l RES_G4028_AC v| Shaw: |A|| Tags

Mame -s|a | Value | Force kazk | Shile Data Type
+ - MOb_alStorage Nocal {.-.} |Decimal SINT[200]
+- MOMA_Getall [...] [...] MESSAGE
+- MOx4_GetSingle [...] [...] MESSAGE
— | moRa_param Nocal Nocol MIOEE,_Switch Param...
+|- mioxa_param. Switch_|nput [oan} {21 |Hex DIMT[S]
+ - maoxa_param. Switch_Output Foasl {.-.] |Hex DINT[2]
+- maxa_param. Switch_|dentity Fooal [.--1 MO8, |dentity_Object
+ moxa_param. Switch_Baze Switch Fooal [.--1 MOx4_Base Switch ...
+- moxa_param. Switch_TCPIP_ Interface fooal fooal Mdxa_TCRIP |nterfac...
+|- moxa_param. Switch_E themet_Link fooal fooal t0=24_Ethernet_Link_...
—|- moxa_param. Switch_Moxa_ Metworking fooal fooal MI0xE,_MNetworking_O...
+- mowa_param. Switch_Moxa MNetworking. CPU_Uzage [3 Decimal SINT
+-moxa_param. Switch_Moxa Metworking. L2_Fedundancy 0 Decimal SINT
+- mowa_param. Switch_tMoxa MNetworking Felay_dlam_ 5. 0 Decimal SINT
+-mowa_param. Switch_hoxa MNetworking. Cold_Start 0 Decimal SINT
~+-mowa_param. Switch_Moxa Networking \warm_Start 0 Decimal SINT
+-mowa_param. Switch_Moxa Networking Redundant_Pa... 0 Decimal SINT
~+-moxa_param.Switch_Moxa Networking PD_Ower_Curr. .. 0 Decimal SINT
~+-mowa_param.Switch_Moxa Networking PD_Mao Respa... 0 Decimal SINT
+ moxa_param. Switch_tMoxa_MNetworking Power_On 1] Decimal SINT
+ moxa_param.Switch_Moxa_MNetworking. Power_Off 1] Decimal SINT
+ moxa_param.Switch_Moza_MNetworking.Dl_On i Decimal SINT
+-moxa_param, Switch_Moxa Metworking.D_0ff 0 Decimal SINT
+- moxa_param. Switch_Moxa_MNetworking Port_On 1 Decimal SINT
+- moxa_param. Switch_Moxa_MNetworking Port_ O 1 Decimal SINT
~+-moxa_param. Switch_Moxa Metworking. Port_Shutdown.... 1 Decimal SINT
~+-moxa_param. Switch_Moxa Metworking. Port_Shutdown.... 1 Decimal SINT
+-moxa_param. Switch_tMoxaMNetworking. Port_Recovere. . 1 Decimal SINT
+-mowa_param.Switch_tMoxa MNetworking Fiber_Check_... 1 Decimal SINT
+-mowa_param. Switch_tMoxa MNetworking Relay_dlam_C... 0 Decimal SINT
~+-mowa_param. Switch_Moxa Metworking Reset_Mib Co... 0 Decimal SINT
+-moxa_param. Switch_Moxa Networking Reset_Device 0 Decimal SINT
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Monitor Tags for Moxa Base Switch Object

Click moxa_param Switch_Base_Switch and expand the list to check the values for Moxa custom tags.

Scope: | 0 AKS_G4028_AC | Show |4l Tags »
Mame =z|a | Walue €| Force Mask €| Style Data Type
+ MOxA_AlStorage ([ {«n.} |Decimal SINT[200]
+ MOxA_Gethll foool) foool) MESSAGE
+- MOxA_GetSingle foool) foool) MESSAGE
—| moxa_param ([ ([ MDA, Switch_Param...
+- moxa_param. Switch_|nput ([ {...} [Hex DIMTIS]
+- moxa_param. Switch_Dutput ([ {...} [Hex DINT[2]
+- moxa_param. Switch_|dentity ([ ([ 0548, |dentity_Object
—| moxa_param. Switch_Base_Switch ([ ([ MOxA_Baze Swich_...
+ moxa_param. Switch_Baze Switch.Device_Up_Time 5940 Decimal DINT
+ moxa_param. Switch_Baze Switch. Total_Port_Count 28 Decimal DINT
+ moxa_param. Switch_Baze Switch. Spstem_Firmmware ... 'v4.0 Build 2023_0505_1550" ool STRING
+ - moxa_param. Switch_Bage Switch. Power_Source 3 Decimal INT
+- moxa_param. Switch_Baze Switch. Port_Mask_Size 4 Decimal INT
—| moxa_param. Switch_Base Switch.Existing_Port ([ {eao} [Hex DIMTI4]
+ moxa_param. Switch_Baze Switch.Existing_Port[0] 16#0££0_000£ Hex DIMT
+ moxa_param. Switch_Baze Switch.Existing_Port[1] 16#0000_0000 Hex DIMT
+ moxa_param. Switch_Baze Switch.Existing_Port[2] 16#0000_0000 Hex DIMT
+ moxa_param. Switch_Baze Switch.Existing_Port[3] 16#0000_0000 Hex DIMT
—| moxa_param. Switch_Base Switch. Global_Port_admin_... ([ {eao} [Hex DIMTI4]
+ moxa_param. Switch_Baze Switch. Global_Port_Admi... 16#0££0_000£ Hex DIMT
+ moxa_param. Switch_Baze Switch. Global_Port_Admi... 16#0000_0000 Hex DIMT
+ moxa_param. Switch_Baze Switch. Global_Port_Admi... 16#0000_0000 Hex DIMT
+ moxa_param. Switch_Baze Switch. Global_Port_Admi... 16#0000_0000 Hex DIMT
—| moxa_param.Switch_Baze Switch.Global Port_Link_5St... ([ {eao} [Hex DIMTI4]
+ moxa_param. Switch_Base Switch. Global_Port_Link... 16#0800_0000 Hex DIMT
+ moxa_param. Switch_Base Switch. Global_Port_Link. .. 16#0000_0000 Hex DIMT
+ moxa_param. Switch_Base Switch. Global_Port_Link... 16#0000_0000 Hex DIMT
+ moxa_param. Switch_Base Switch. Global_Port_Link. .. 16#0000_0000 Hex DIMT
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G. Security Guidelines

This appendix explains security practices for installing, operating, maintaining, and decommissioning the
device. Moxa strongly recommends that our customers follow these guidelines to enhance network and
equipment security.

Installation

Physical Installation

The device MUST be installed in an access controlled area, where only the necessary personnel have
physical access to the device.

The device MUST NOT be directly connected to the Internet, which means switches MUST be installed
within a security perimeter, which can be implemented by a firewall at the border since the device is not
classified as zone/boundary equipment.

Please follow the instructions in the Quick Installation Guide, which is included in the package, to ensure
you install the device correctly in your environment.

The device has anti-tamper labels on the enclosures. This allows an administrator to tell whether the
device has been tampered with.

The ports that are not in use should be deactivated. Please refer to [User Manual section Port
Interface] for detailed instructions.

Account Management

Follow these best practices when setting up an account.

1.

Each account should be assigned the correct privileges: Only allow the minimum number of people to
have admin privilege so they can perform device configuration or modifications, while other users
should only have read access privilege. The device supports both local account authentication and
remote centralized mechanism, including Radius and TACACS+.

Change the default password, and strengthen the account password complexity by:
a. Enabling the “Password Policy” function.
b. Increasing the minimum password length to at least eight characters.

c. Defining a password policy to ensure that it contains at least an uppercase and lowercase letter, a
digit, and a special character.

d. Setting user passwords to expire after a certain period of time.

Enforce regulations that ensure that only a trusted host can access the device. Please refer to Trusted
Access for detailed instructions.
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Vulnerable Network Ports

For network security concerns, we strongly recommend that you change the port numbers, such as TCP
port numbers for HTTP, HTTPS, Telnet, and SSH, for the protocols that are in use; ports that are not in
use but are still reachable pose an unacceptable security risk and should be disabled. Refer to the
Management Interface section for detailed instructions.

In order to avoid eavesdroppers from snooping confidential information, users should adopt encryption-
based communication protocols, such as HTTPS instead of HTTP, SSH instead of Telnet, SFTP instead of
TFTP, SNMPv3 instead of SNMPv1/v2c, etc. In addition, the maximum number of sessions should be
kept to an absolute minimum. Please refer to Management Interface for detailed instructions.

Users should re-generate SSL certificate and SSH key for the device before commissioning HTTPS or
SSH applications. Please refer to SSH & SSL for detailed instructions.

Operation

1.

In order to ensure that communications are properly protected, use a strong cryptographic algorithm for
key exchange or encryption protocols for HTTPS/SSH applications. The device follows the NIST SP800-
52 and SP800-131 standards, and supports TLS v1.2 and v1.3 with the following cipher suites:

TLS V1.2

Cipher suite name Key Authenticati Encryption Hash.
exchange |on function
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_S CHACHA20-
HA256 ECDHE RSA POLY1305 SHA256
ZLS_ECDHE_ECDSA_WITH_AES_l28_GCM_SHA25 ECDHE ECDSA AES128 SHA256
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 |ECDHE RSA AES128 SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 |ECDHE RSA AES256 SHA384
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 E'iihemera' RSA AES128 SHA256
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 Eihemera' RSA AES256 SHA384
TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA |Ephemeral CHACHA20-
256 DH RSA POLY1305 SHA256
TLS_ECDHE-RSA_WITH_AES256-SHA384 ECDHE RSA AES256 SHA384
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 |ECDHE RSA AES128 SHA256
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305 CHACHA20-
SHA256 ECDHE ECDSA POLY1305 SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 |ECDHE RSA AES256 SHA384
;I;LS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA38 ECDHE ECDSA AES256 SHA384
'gLS_ECDHE_ECDSA_WITH_AES_l28_CBC_SHA25 ECDHE ECDSA AES128 SHA256
TLS V1.3
Cipher suite name Key exchange |Encryption Mode Hash function
TLS_AES_256_GCM_SHA384 any AES256 GCM SHA384
CHACHA20-
TLS_CHACHA20_POLY1305_SHA256 any POLY1305 N/A SHA256
TLS_AES_128_GCM_SHA256 any AES128 GCM SHA256
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2. Below is a list of the recommended secure browsers that support TLS v1.2 or above:

Browser Version
Microsoft Edge All

Microsoft Internet Explorer v11 or above
Mozilla Firefox v27 or above
Google Chrome v38 or above
Apple Safari v7 or above

Reference: https://support.globalsign.com/ssl/general-ssl/tls-protocol-compatibility # Browsers
3. The device supports event logs and syslog for SIEM integration:

a. Eventlog: Due to limited storage capacity, the event log can only accommodate a maximum of
10,000 entries. Administrators can set a warning for a pre-defined threshold. We recommend that
users regularly back up system event logs. Please refer to Event Log for detailed instructions.

Syslog: the device supports syslog, and advanced secure TLS-based syslog for centralized SIEM
integration. Please refer to Syslog Settings for detailed instructions.

<

4. The device can provide information for control system inventory:

a. SNMPv1, v2c, v3: We recommend administrators use SNMPv3 with authentication and encryption to
manage the network. Please refer to the MIB file for detailed instructions.

o

. Telnet/SSH: We recommend that administrators use SSH with authentication and encryption to
retrieve device properties.

o

HTTP/HTTPS: We recommend that administrators use HTTPS with a certificate that has been granted
by a Certificate Authority to configure the device.

d. MMS: We recommend administrators enable MMS security mode to enhance protection.

5. Denial of Service protection: To avoid disruption of normal operation of the switch, administrators
should configure the QoS function. The device supports ingress rate limit and egress shaper.
Administrators can decide how to deal with excess data flow and configure the device accordingly. This
process will regulate the resulted data rate per port. Please refer to QoS for detailed instructions.

6. Time synchronization with authentication: Time synchronization is crucial for process control. To
prevent malicious attacks whereby the settings are changed without permission, authentication must be
in place between the NTP server and client. The device supports NTP with a pre-shared key. Please refer
to NTP for detailed instructions.

7. Periodically regenerate the SSH and SSL certificates: Even though the device supports RSA 2048-bit
and SHA-256 to ensure sufficient complexity, we strongly recommend that users frequently renew their
SSH key and SSL certificate in case the key is compromised. Please refer to SSH & SSL for detailed
instructions.

8. Below is the list of the protocol port numbers used for all external interfaces.

Protocol: TCP

Service Type Port Number

SSH 22

Telnet 23

HTTP 80

HTTPS 443
Protocol: UDP

Service Type Port Number
DHCP 67

NTP 123

SNMP 161

Moxa Service 40404
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Maintenance

Perform firmware upgrades frequently to enhance features, deploy security patches, or fix bugs.

2. Frequently back up the system configurations: In order to properly protect the system configuration
files from being tampered with, the device supports password encryption and signature authentication
for backup files.

3. Examine event logs frequently to detect any anomalies.

To report vulnerabilities of Moxa products, please submit your findings on the following web page:
https://www.moxa.com/en/support/product-support/security-advisory/report-a-vulnerability.

Decommission

To avoid disclosing sensitive information such as account password and certificate, please reset the system
settings to factory default before decommissioning the device or sending it back to Moxa RMA service.
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