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1 Introduction 
Because of significant optimizations to the BIOS partition in firmware v3.12, a transition 
firmware is required to upgrade TN-4512A and TN-4516A devices with HW v1.x or HW 
v2.x from firmware v3.9 to v3.12. 

This guide provides information and instructions on how to upgrade TN-4512A and TN-
4516A devices with HW v1.x or HW v2.x to v3.12 using transition firmware. 

2 Differentiating Hardware Versions 
The appearance of different TN-4500A Series hardware versions may vary. For example, 
the shape and position of the LEDs on TN-4516A models with hardware version 3.x differ 
from previous hardware versions. Additionally, the trenches on the front side are removed 
for hardware version 3.x. You can also refer to the Rev. field on the device label to 
identify the hardware version of the device.  
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3 Important Notes 
1. Once your device is upgraded to the transition firmware version, it is no longer 

possible to revert or downgrade to a previous firmware version because of 
optimizations to the BIOS partition in firmware v3.12. These changes are not 
backwards compatible with previous firmware versions. 

2. Because of optimizations to the configuration file structure, the transition firmware 
will automatically convert the existing configuration of the device to the new 
structure.  
Because of these changes, it is not possible to use an ABC-01 backup device with a 
configuration file from firmware v3.9 or earlier to restore the configuration of a device 
running firmware v3.12. To restore the configuration of a device running v3.12, users 
must manually update the configuration backup file on the ABC-01 device with a 
configuration file generated with firmware v3.12. 

3. It is not possible to upgrade TN-4512A or TN-4516A devices with HW v1.x or HW v2.x 
to firmware v3.12 from any firmware version prior to v3.9. Attempting to do so will 
result in a “Firmware Upgrade Fail!!!” error message. Refer to the Upgrade 
Instructions section for how to upgrade to v3.12 using transition firmware. 
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4 Transition Flow Overview 

 

Note In this diagram, FB refers to a “Firmware and BIOS” file.  

Phase 1: Upgrade to the transition firmware version 

• Devices are upgraded to the transition firmware via the web UI or MXconfig (for batch 
upgrading multiple devices). 

• The firmware will export the configuration to the flash memory. 
• The ‘Firmware Upgrade’ function in v3.9 will change to ‘FB Upgrade’ in the 

transition firmware web interface. 

Phase 2: Upgrade to firmware v3.12 

• Devices are upgraded to v3.12 via the web UI or in bulk using scripts via Cygwin (for 
information and instructions, refer to https://www.cygwin.com/install.html). 

• The firmware will import the configuration from the flash memory. 
• The BIOS and firmware will update to v3.12. 
• The device is manually rebooted by the user. 

5 Upgrade Preparations 
Before performing the upgrade process, please make sure you have all the necessary files 
on hand. All these files can either be requested from Moxa Support, or downloaded  
directly via Partner Zone. 

Refer to the list of required files below:  

• Transition firmware file  
Filename: FWR_TN4512A_16A_V3.11.3_Build_23061315.rom  

• v3.12 firmware + BIOS file (FB file) 
Filename: FB_TN4528A_V3.12_V1.12_Build_24010815.bin 

• Upgrade scripts (for batch upgrading only) 
Filename: TN_FBUpgrade_batch.sh 
Filename: TN_FBUpgrade_once.sh 
Filename: TN_ShowDeviceInfo.sh 

https://www.cygwin.com/install.html
https://esource.moxa.com/Web_Net/FoldersAndFiles.aspx?folder=Product_Documents%5CSoftware_Download%5CEN50155%20switches%5CTN-4500A%20HW1.x,%202.x%20to%20HW3.x%20transition
https://wiki.moxa.com/download/attachments/114331773/FWR_TN4512A_16A_V3.11.3_Build_23061315.rom?version=1&modificationDate=1690279446360&api=v2
https://wiki.moxa.com/download/attachments/114331773/FB_TN4528A_V3.12_V1.12_Build_23080710.bin?version=1&modificationDate=1691374341232&api=v2
https://wiki.moxa.com/download/attachments/114331773/TN_FBUpgrade_batch.sh?version=2&modificationDate=1703575536898&api=v2
https://wiki.moxa.com/download/attachments/114331773/TN_FBUpgrade_once.sh?version=1&modificationDate=1690279393844&api=v2
https://wiki.moxa.com/download/attachments/114331773/TN_ShowDeviceInfo.sh?version=1&modificationDate=1690279394034&api=v2
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6 Upgrade Instructions 

6.1 Manual upgrade via the web interface 

Note Make sure you have all the required files before starting the upgrade process. Refer to 
Upgrade Preparations. 

Phase 1: Upgrade the device to the transition firmware  

1. Log in to the TN device’s web interface. 
2. Go to System File Update > Firmware Upgrade. 
3. Upgrade the device’s firmware to the transition firmware version 

(FWR_TN4512A_16A_V3.11.3_Build_23061315.rom). 
Refer to the TN-4500A Series user manual for instructions on how to perform a 
firmware upgrade. 

 

Phase 2: Upgrade the device to firmware v3.12 using the FB file 

1. Log in to the TN device’s web interface. 
2. Go to System File Update > FB Upgrade. 
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3. Upload the FB file (FB_TN4528A_V3.12_V1.12_Build_24010815.bin) either from your 
local storage or from a TFTP server. 

 
4. Click Upgrade. 

6.2 Batch upgrade via MXconfig and Cygwin 

Note Make sure you have all the required files before starting the upgrade process. Refer to 
Upgrade Preparations. 

Phase 1: Upgrade the device to the transition firmware using MXconfig 

1. Open MXconfig. 
2. Upgrade the device’s firmware to the transition firmware version 

(FWR_TN4512A_16A_V3.11.3_Build_23061315.rom). 
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Phase 2 – Upgrade the device to firmware v3.12 using the FB file 

1. Create a .txt file containing the following information of the devices to upgrade: 
- Device IP address 
- Login account name 
- Login password 

Note Each row represents one device. The format of each row should be: [Device IP] [Account 
name] [Account password]. 
 

 

2. Place the 3 upgrade scripts, the .txt file with the device information, and the FB file 
(FB_TN4528A_V3.12_V1.12_Build_24010815.bin) together in a folder. 

3. Execute the script in Linux Shell or Cygwin using the following format:  
[TN_FBUpgrade_batch.sh] [txt file name] [FB file name] 
For example: TN_FBUpgrade_batch.sh devices_info.txt xxx.bin.

 
4. The script will check the configuration of each device. If any device fails the check, the 

script will stop immediately. 

 

https://wiki.moxa.com/download/attachments/114331773/TN_FBUpgrade_batch.sh?version=2&modificationDate=1703575536898&api=v2
https://wiki.moxa.com/download/attachments/114331773/TN_FBUpgrade_once.sh?version=1&modificationDate=1690279393844&api=v2
https://wiki.moxa.com/download/attachments/114331773/TN_FBUpgrade_batch.sh?version=2&modificationDate=1703575536898&api=v2
https://wiki.moxa.com/download/attachments/114331773/TN_FBUpgrade_batch.sh?version=2&modificationDate=1703575536898&api=v2
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5. If all devices pass the configuration check, the script will upgrade the devices to 
firmware v3.12 one by one. 

 
6. If a device fails to upgrade, the script will record an error message and continue 

upgrading the next device in line. 
7. Restart the device by manually powering it off and back on again. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


