Required Information List for CV Beta Patch
(Internal Use)
1. MPSA ID: MPSA-191101
1. Affected Product: AWK-3121
1. Affected Firmware: v1.14 and versions prior
1. Vulnerability: CVE-2018-10690, CVE-2018-10691, CVE-2018-10692, CVE-2018-10693, CVE-2018-10694, CVE-2018-10695, CVE-2018-10696, CVE-2018-10697, CVE-2018-10698, CVE-2018-10699, CVE-2018-10700, CVE-2018-10701, CVE-2018-10702, CVE-2018-10703.  
1. Impact: Unauthorized personnel can acquire Admin privilege. System could be compromised via command injection attack. Communication data can be sniffed and viewed by unintended audience. Refer to advisory note for detailed table.
1. Root cause of vulnerability: Using unencrypted protocol in default configuration. Design weakness allowing command injection attack in several input fields. Unsecure cookie used vulnerable to extract sensitive login credentials. File server allow download of sensitive file without authentication.
Detailed root cause mapping Table

	Item
	Vulnerability Reference
	Root Cause

	1
	CVE-2018-10690
	The device by default allows HTTP traffic thus providing an insecure communication mechanism for a user connecting to the web server.

	2
	CVE-2018-10691
	Vulnerable to unauthorized systemlog.log download.

	3
	CVE-2018-10692
	Vulnerable to cross-site scripting attack to steal the cookie.

	4
	CVE-2018-10693
	The POST parameter "srvName" is susceptible to a buffer overflow. 

	5
	CVE-2018-10694
	The device provides a Wi-Fi connection that is open and does not use any encryption mechanism by default.

	6
	CVE-2018-10695
	The POST parameters "to1,to2,to3,to4" are all susceptible to buffer overflow. 

	7
	CVE-2018-10696
	Web interface is not protected against CSRF attacks

	8
	CVE-2018-10697
	The POST parameter "srvName" is susceptible to command injection. 

	9
	CVE-2018-10698
	The device enables an unencrypted TELNET service by default. 

	10
	CVE-2018-10699
	The POST parameter "iw_privatePass" is susceptible to command injection. 

	11
	CVE-2018-10700
	The POST parameter "iw_board_deviceName" is susceptible to XSS payload injection

	12
	CVE-2018-10701
	The POST parameter "iw_filename" is susceptible to buffer overflow.

	13
	CVE-2018-10702
	The POST parameter "iw_filename" is susceptible to command injection via shell metacharacters.

	14
	CVE-2018-10703
	The POST parameter "iw_serverip" is susceptible to buffer overflow.



1. How did SBU verify this patch? SQA verified test case with pass report.
1. Any other model are affected? Yes, expect old products prior to AWK-3121 affected, all phased out.
1. Any site effect? No.
1. Next VR schedule: No VR schedule, this is phased out product.

FAQ (External Use)
1. The safety issues only reported in these models, are there any other models also have the same safety issue? Expect old models prior to AWK-3121 have same issues, but phased out. 
[bookmark: _GoBack]2. Will these affected models have VR in the future? No, all phased out. P.S. SBU suggest to handle only per request basis.
3. Directly firmware upgrade? Or any specific upgrade ways? Direct FW upgrade via web console.
